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Security Policy Rule Types:

Access

People, Applications, Services,
Servers, Data

Threat Prevention

Cleanup actions for malware and
attacks
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Prevent downloading Full data log, including:
Credit Cards from . URL

corporate web server
b HTTP resources

Standard services:

accessed
HTTP and HTTPs
- _ Methods
Additional protection File tvpe
layer vs. injection _ ¥p
attacks or server - File size
mis-configurations - Data types matched
Destination Services & Applicatio...
- Allow employees to | 3 Employees 7y Internet Facebook ¥ Any @ Accept E Full Daty Log
use facebook
- Allow Users to use ESJ Employees 7 Internet B Skype % Any @ Accept E Log
Skype
Prevent % Any BN Web Server R Web Services L) Download Traffic @ Drop E Full Data Log
downloading credit Ao PCl-Credit Card._..
3 card numkbers from

corporate web
server

Allow marketingand | B3 Marketing 7 Internet E] Facebook ) Unload Traffic D ack E Full Data Log
1 HR to upload 3 HR 4o Document File R-.' Compan_..

documents to =) Oncead.

Facebook Ri. Per appli...
5 Cleanup rule % Any % Any % Any % Any @ Accept E Metwork Log

@ Control Network, Application & Data

As well as User Check & Log level
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Cleanup actions for

protected networks

Protected Scope Protection/Site/Fil.. Action
ﬂEﬂ Corporate-rnd-net |:E-] Fecommended_Profile
~ [ anti-Bot
% Anti-Virus

(%] Threat Emulation

s Remote-3-internal [Z Branch-Profile
~  [Fa| anti-Bot
(% Anti-Virus
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U7 Detect
U7 Detect
U7 Detect

' Prevent
' Prevent

Track

|2| Log

2 Log

- Packet Capture



Areas of ambiguity in defining and
enforcing security policies:

DoS / DDoS attacks

Bots communicating with external Command&Control
centers

Industrial networks security policy (SCADA / Critical
Infrastructure)

Zero-day attacks and obfuscated (masked) malware

lr ¢
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DDoS: Experiences collected during PoC ] Check Point
Installations: where to protect e ——————

Scenarios:

On-Premise Deployment

DDoS Protector Appliance

Off-Site loyment

DDoS Protector Appliance

|
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DDoS: How to protect & Check Point

(* Traffic used in DDoS attacks is accepted by standard security policy *)

i i " L " P

Low & Slow

Network Flood Server Flood Application Attacks

Frrr
2555

- Automatic and ' Behavioral
pre-defined HTTP and
signatures DNS

Behavioral
Granular

custom filters

network
analysis

f: k

_ Challenge / :
Stateless and Protections Create filters that
. . ) response
behavioral against misuse LT e block attacks
engines of resources d and allow users
methods

e - ’ ’ ’

[ EP
(* Traffic models, anomaly detection, filtering. Or: correlation of attack data based on logs *)



http://www.istockphoto.com/stock-photo-9862533-siren.php?st=c4031d8

Analysis of data collected by
DDoS protection appliance

Data collected and correlated in SmartEvent system
iIn May - July 2013
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DDoS Protector deployed to identify problems related to
DNS servers

(August / September 2014)
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Zero-day attacks and targeted attacks & SheckPoint

2012 Top Vulnerable Applications

— (( -
L. ‘
* <‘ java Office

Adobe Reader Java Microsoft Office

urbotnet.cn/sp

ctoed
.ft‘O'fo

Encryptios key Y Vay
. @ (e ke ﬁ;gge;;:x;jkm‘
e ——— -’ \,

¢ kbl 4 o
30 critical exploits 17 critical exploits 16 critical exploits Alarmative path by the man costrl zane [ ..D:‘Wm rbotnet cn/spyere/ man
E - e 4
'Y

Adobe Flash Internet Explorer
57 critical exploits 91 critical exploits 14 critical exploits

New vulnerabilities Variants of old exploits

“nearly 200,000 new malware samples appear

around the world each day”
- net-security.org, June 2013
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L3 Check Point
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] threats@checkpoint.com

IhttW/www I threatemulation.checkpoint.com
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Data collected in search of obfuscated
and/or zero-day attacks and high-risk

applications
(sandboxing in public cloud)

(May 2014)
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Security best practices built
right into your workflow

: Trusted :
Policy Apps Orchestration
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@ instanl Policy | @

Standard +
% NN Access Policy IS == X | T = |Install Policy Q, Search Policy... E%;
= {E& NAT Destination z
== + [Rules 1-2) Management & Gateways = = "E.'r
Shared Policies a Enable open shell and open | M8 Management Server & Gateways * Any i Management... 9 Accept C&  Any Recognized * i@ m
‘WebUI from management =
@ §ZZS:‘IZDFJ 2 Stealth rule *  Any 58 Gateways * Any *  Any @ Drop C%  Any Recognized * #
= Mobile A + [Rules 3-7) Internat Access =
= ViohleAccess . Drop high risk applications % Any % Any *  Any % Any @® Drop ® High Risk * |
-~ % BlockedM.. | % Critical Risk ++
______.‘__ 4 Sales Operaticns Pelicy i Sales Opeartions #* Any * Any #* Any % Sales Operatic... C%  Any Recognized *
: File Sharing - User Check #*  Any #*  Any #*  Any #*  Any & Ask ‘Q File Storage and Shar... | %
% FileSharin
s (O] -f):'lfeha daf!
S Perapplic...
Limit social applications to #*  Any . Internet #* Any #*  Any & Ask ‘Q Sodial Networking * 4
o off haurs R Sodial App..
(=) Oncea day
| | | | N Perapplic. | B
7. Enable Internet access ¥ InternalZone oy Internet #* Any & Internet Prot... @ Accept C& Any Recognized *
Summary Details Logs E
Pttt T
Time B..| A..| T..| Ongin Application Ma... Application Risk  Description Source Destination
18/Dec/201409:36:52 29 () 10.0.100.254 Facebook (] Low 10.01.157 10.0.1003
18/Dec/201409:36:52 28 (Y 10.0.100.254 Facebook B Low 1001132 10.0.100.3
18/Dec/2014 09:36:52 EE‘ $ 10.0.100.254 Facebook ) Low 1094412 10.0.100.3
18/Dec/201409:36:52 28 @) 10.0.100.254 Facebook B Low 10.01.159 1001003
18/Dec/2014 09:36:52 28 D 10.0.100.254 Facebook B Low 10.0.1.106 10.0.100.3

@ POLICY APPS — SNAPSHOT LOGGING
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L!l Access Policy

X | 5 = |Install Policy

Q, Search Policy...

MNAT 9
B Applications / Sites I
* (Rules 1-2) Management & Gateways = [—=
. Shared Policies a Enable open shell and open | M8 Management Server & Gateways * Any i Management... 9 Accept C&  Any Recognized * A -
WebUI from managemeant 11 2
® Desktop ]
@ Qos 2 Stealth rule #*  Any &5 Gateways #*  Any #*  Any @ Drop C%  Any Recognized *
o
+ [Rules 3-7) Internat Access =
P = Mobile Access
. Drop high risk applications % Any % Any *  Any % Any @® Drop ® High Risk * |
P % BlockedM.. | @ Critical Risk r
(1
4 Sales Operaticns Pelicy i Sales Opeartions Any Any Any % Sales Operatic... C%  Any Recognized *
File Sharing - User Check #*  Any Any Any Any & Ask ‘Q File Storage and Shar... | %
5 S FileSharing
() Onceaday
S Perapplic..
Finance Access & Finance &5 DMEZ Servers #* Any TR hitp @ Accept C&  Any Recognized * |
&
| | | | | 11
7 Enable Internet access ¥ InternalZone oy Internet #* Any & Internet Prot... @ Accept C& Any Recognized %
I 1l
Summary Details Logs History £ 2
Summary Details Logs History l l
Timeline Name | Source | Destination Services | Action
® Today | 1:20PM Finance Access = Finance_net_A Corporate_Serverl TCP hup @ Accept
Rule edited by Jack Snow i
4 bt b — Corporate_Server2
® 13 Aug 2015 | 12:34PM Finance Access & Finance_net_A Corporate_Serverl TCP http @ Accept
Rule edited by Mike Sun »
Mg Y Finance_net_B Corporate_Server2 [ADDED ]
® 12 Aug 2015 | 10:01AM Finance Access & Finance_net_A Corporate_Serverl TCP hup @ Accept
Rule created by Jack Snow Finance_net_B

@ POLICY APPS — RULE’S HISTORY
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ltems to consider before changing a rule

 When was it created? By who? Why? Is this rule being hit and how
much?

« What sources / users / destinations / applications are using it?

« How this change is going to affect traffic going though lower rules?

Summary Details Logs Change Impact

Predicted change impact

Based on traffic from past month

ule scripti onnections
e =» @ 5 O Blocked connections 21 Block HR traffic 19
that will be allowed

48 Clean up 31

onnections
Allowed o ions
32 Social lications 4
@*@ 4 that will be matched to this rule Aop
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Thank you!

Jarostaw Prokop
jprokop@checkpoint.com
+48 507 010 447
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