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Security Intelligenece: tracking obfuscated and 
unrecognized attacks 
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Access 
People, Applications, Services, 
Servers, Data 

Threat Prevention 
Cleanup actions for malware and 
attacks 

Security Policy Rule Types: 

2 

1 
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Prevent downloading 

Credit Cards from 

corporate web server 

• Standard services: 

HTTP and HTTPs 

• Additional protection 

layer vs. injection 

attacks or server 

mis-configurations 

 

 

Full data log, including: 

• URL 

• HTTP resources 

accessed 

• Methods 

• File type 

• File size 

• Data types matched 

 

 

 

Control Network, Application & Data  

As well as User Check & Log level 
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Cleanup actions for  

protected networks 
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Areas of ambiguity in defining and 
enforcing security policies: 

• DoS / DDoS attacks 

• Bots communicating with external Command&Control 
centers 

• Industrial networks security policy (SCADA / Critical 
Infrastructure) 

• Zero-day attacks and obfuscated (masked) malware 
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+ 

DDoS: Experiences collected during PoC 
installations: where to protect  

On-Premise Deployment 

DDoS Protector Appliance 

Off-Site Deployment 

DDoS Protector Appliance 

Scenarios: 1 2 3 
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Network Flood 

High volume of 

packets 

Server Flood 

High rate of 

new sessions 

Application 

Web / DNS 

connection-

based attacks 

Low & Slow 

Attacks 

Advanced 

attack 

techniques 

DDoS: How to protect 

Behavioral 

network 

analysis 

Stateless and 

behavioral 

engines 

Automatic and 

pre-defined 

signatures 

Protections 

against misuse 

of resources 

Behavioral 

HTTP and 

DNS 

Challenge / 

response 

mitigation 

methods 

Granular 

custom  filters 

Create filters that 

block attacks 

and allow users 

(* Traffic used in DDoS attacks is accepted by standard security policy  *) 

(* Traffic models, anomaly detection, filtering. Or: correlation of attack data based on logs *) 

http://www.istockphoto.com/stock-photo-9862533-siren.php?st=c4031d8


 

 
Analysis of data collected by 

DDoS protection appliance 

 
Data collected and correlated in SmartEvent system 

in May - July 2013 



(...) 



 

 

 
DDoS Protector deployed to identify problems related to 

DNS servers 

 
 

(August / September 2014) 



(...) 
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Zero-day attacks and targeted attacks 

New vulnerabilities Variants of old exploits 

“nearly 200,000 new malware samples appear 

around the world each day”  
 - net-security.org, June 2013 
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INSPECT 

FILE 

PREVENT SHARE 

Stop undiscovered attacks with  

Check Point Threat Emulation 

INSPECT 

FILE 
EMULATE 

PREVENT SHARE 
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threats@checkpoint.com 

threatemulation.checkpoint.com 

System otwarty i udostępniony w Internecie 

 Wyślij plik – otrzymasz raport Threat Emulation:  



 
 

 

Data collected in search of obfuscated 

and/or zero-day attacks and high-risk 

applications 
(sandboxing in public cloud) 

 

(May 2014) 

 



(...) 
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Security best practices built 

right into your workflow 

Policy Apps 
Trusted 

Automation 
Orchestration 

[Protected] Non-confidential content 
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POLICY APPS – SNAPSHOT LOGGING 
View logs for specific rules right in policy 
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POLICY APPS – RULE’S HISTORY 
Track historic changes of rules and objects 
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Items to consider before changing a rule 

[Protected] Non-confidential content 

• When was it created? By who? Why? Is this rule being hit and how 

much?  

• What sources / users / destinations / applications are using it? 

• How this change is going to affect traffic going though lower rules? 
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Thank you! 
 

 


