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New Catalan Universities services consortium (formerly known as CESCA)
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'Focused to Research and Education agents
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'Focused to Research and Education agents
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Our services

Scientific Computing Library Services Portals and Repositories
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"CSUC™ and Security

v'In Operation from 2003 ERIAC: Security Response Team

v'Services »

2007 2008 2009

: , % Dt ™ 66 o6
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Security Services: CSUC-CSIRT

€ | @ www.csuc.cat/en/communications,/security/incident-response-team v C‘" |Q Cerca ‘ wBE ¥§ & 46 =
Catala | English | Castellano
‘ m Directory | Where We Are | Contact B

Research Communications e-Administration Libraries (CBUC) Procurement and New Services

Home > Communications > Security >

Communications Incident Response Team Print (=)  Share @
» Anella Cientifica
» Metwork Services The Incident Response Team of the Anella Cientifica (CSUC-CSIRT) helps the Related links
Y Eduroam institutions improve the security of their networks, both by detecting possible
> Securlty incidents and by helping once these occur. =1IRT Ripe Object 4
Description of the Service Q\EDI TE- It coordinates and manages the resolution of security =] Incident Response Team
H ‘ean QSJ ‘ 0(9 incidents on the Anella Cientifica and provides a point mission
Collaboratona with S .l lof conttactdf;:hr rx:por:lng;]lldintlfylng,l anc;:lrtllalyztlng the
organizations A mpact an e treats which occur, in a on to
) E proposing solutions and strategies for mitigation. Related documents
) RedIRIS in Catalonia t%, é‘
¥ Catalonia Neutral Internet )2{‘0 IM'[?\QQ CSUC-CSIRT also disseminates the critical warning n RFC 2350 (89.37 KB)

notifications of imminent threats via the distribution lists
and provides technical support on IT security
technologies (analysis of traffic, security of the perimeter, etc.).

http://www.csuc.cat/en/communications/security/incident-response-team

> Proactive Services
These services help to detect possible anomalies in order to protect the
systems.

Exchange Point: CATNIX i:. Public PGP (3.05 KB)

* Public PGP Keys

It makes possible a secure communication with our Incident Response
Team of the Anella Cientifica (CSUC-CSIRT)

> Report an incident

- -
S Nalalamlal sl b ineidan




Security incidents statistics
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2012 660
S O N D

2013 410

2014 689

Critical

2%

3%

12%

2012
40%
2%
7%
19%
4%
5%
4%
16%
3%

High
1%
4%

2%

2013
20%
5%
14%
27%
5%
5%
2%
8%
12%

Medium

19%

13%

10%

2014
33%
6%
7%
24%
4%
2%
6%
8%
10%

Low

68%

79%

76%
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Collaboration

Collaborations with organizations

The Computer Security Incident Response Team (CSUC-CSIRT) coordinates
with other existing groups which respond to incidents and has established a
collaborative relationship with police forces for handing security incidents at the
Anella Cientifica.

Some of the institutions which we collaborate with include:

« CESICAT-CERT, the security team at the Centre de Seguretat de la
Informacic de Catalunya (Information Security Center of Catalonia).

e |RIS-CERT, the security service of RedIRIS, the national academic and
research network.

« es5CERT-UPC, the security team for the Coordination of Emergencies on
Telematic Metworks at the UPC.

« CCN-CERT, the Computer Emergency Response Team of the National
Cryptology Centre (CCN), which is assigned to the MNational Intelligence
Center.

o INTECO-CERT, the incident response team of the National Institute of
Communication Technologies (INTECO).

NOW -> CERTSI




Collaboration

We also participate on various forums and associations for security
professionals, which affords us first-hand access to information and contacts for
detecting, containing, and resolving any incidents which may occur. Some of the
groups we participate in include:

« ABUSES, which manages security incidents and disseminates reactive
and proactive measures to resolve security incidents related to spam, the
distribution of unauthorized content, infections of malicious code, efc.

o TF-CSIRT, from Terena, where the members of the computer security

incident response teams (CSIRT) exchange experiences and knowledge
in a trusted environment.

» ESNOG forum, from the Grupo de Operadores de Red Espanoles
(Spanish Network Operators Group).

¢ Trusted Introducer (TF-CSIRT), is a European reliable platform where
CSUC-CSIRT is registered and validated as Incident Response Team.

77} TF-CSIRT
@ Tru;ted Introducer




New challenges - "Hybrid Clouds”
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Ecosystem of tools

KEEP

CALM

AND

GO WITH
THE FLOW




Ecosystem of tools
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Nfsen + Cymru “power” -> Flow Sonar

| Home | | Graphs H Details | | Alerts | | Stats H Plugins | live Bookmark URL Profile: |live v

dosrannu

hourly email alerts enabled for: xmarchador@cesca.cat
disable
ddos email alerts enabled for:xmarchador@cesca.cat jquijarro@cesca.cat

| | disable
Flow Stats

!\ icmp trend is 99.72% (down) | tcp trend is 100.45% (up) | udp trend is 100.87% (up)

timestamp icmp flows icmp % diff tcp flows tcp % diff udp flows wudp % diff

Latest Flow Alerts

| timestamp count srcip src port  dst ip dst port protocol alert source type
2013-03-12 15:49:21 ip reputation
2013-03-12 15:49:08 2 r 8ao 3193 6  ipreputation bot
2013-03-12 15:28:42 1 63871 54449 6  ipreputation Dot
2013-03-12 15:19:56 1 ) 80 60435 6  ip reputation proxy

| 2013-03-12 15:15:52 1 50500 80 6  ipreputation proxy
2013-03-12 14:59:11 1 3212 B 135 6  ipreputation bot
2013-03-12 14:47:26 1 1 I 80 4584 6  ipreputation bot

| 2013-03-12 14:38:43 1 7 [ 80 49177 6  ipreputation bot
2013-03-12 14:38:40 1 49177 7 80 6  ipreputation bot
2013-03-12 14:36:41 1 2284 7 80 6  ipreputation bot
2013-03-12 14:33:08 1 80 61564 6  ipreputation proxy
2013-03-12 14:07:27 1 A 80 47256 6  ipreputation Dot

|
|
|
I nfsen 1.3.2




Logs correlation

Agent Management -

OSSEC Dashboard Actions ~

OSSEC Se
rver Last 60 minutes -

AlOSSEC Servers |

OSSEC - Top Signatures Over Time

Login session closed.

Login session opened.

Reverse lookup error (bad ISP or attack).
S5H insecure connection attempt (scan).
SSHD authentication failed.

SSHD authentication success.
Successful sudo to ROOT executed

11:10 PM 11:20 PM 11:30 PM 11:40 PM 11:50 PM Unknown problem so...ere in the system.

Sun Jan 22 Web server 400 error code.
2012
_time
OSSEC - Top Signatures signature * count %
S5H insecure connection attempt (scan). 266
other
Successful ... OT executed Web server 400 error code. 103
Login session closed. SSHD authentication success. 90
Login session opened. &7
S5H insecure...empt (scan). - -
Login session closed. 66
Login session opened. Successful sudo to ROOT executed 51
Reverse lookup error (bad ISP or attack). 3
Unknown problem somewhere in the system. 3
S5HD authent...ion success. SSHD authentication failed. 1

Web server 400 error code.

View more results




External feeds placed together

splunk
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© botnet_drone darknet dnsbots ircbots p phishing sinkhole_http_drone  spam webbots
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View results .
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SmartxAC Platform

v SMAATXAC: Traffic Monitoring and Analysis System for Anella
Cientifica (“Sistema de Monitoratge i Analisi de TRafic per | Anella
Cientifica™)

v Main objectives
+ Low-cost platform
« Continuous monitoring of high-speed links without packet loss
+ Detection of network anomalies and irregular usage
« Multi-user system: Network operators and Institutions

SMARTXAC is the collaboration between UPC
BarcelonaTech (CCABA) and CSUC SMAﬂTﬂAC




Architecture

SMAHT&AC Providers

a
_Hf' “‘_
REDIRIS VAL

Optical splitters CESCA-CN :

® With netflow ® With splitters only

v" The splitters are still used for the Deep Packet Inspection (DPl)
v" All the internal and external interfaces are measured

v Offline analysis with DPI patterns, based on Machine Learning
techniques.



Apps detection

Polygraph Demo
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© DNS
© File transfer
© Instant Messaging
P2P -33.16% Enciypted - 22.77% © Games

Temporal Evolution
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Apps Classification

S\ [TolgWBLT oIl from LAN | ™ | & | to LAN '] 12-04-2014 - 12-04-2014 | All applications ~ | bits/s ~ © | &admin~ l

Legend

Application Breakdown - from LAN a Application Breakdown -to LAN
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Top N

Polygraph Demo

from LAN =

fo LAN ~

12-04-2014 - 12-04-2014

All applications =

& jsanjuas@gmall.com - I

e -

All applications

to LAN

Top Addresses - from LAN &=

@ World wide web
Direct Download

O Source [ Destina [ Destination
© Services and Others
111.72.120.80 I | 140.181.1: oIS e | (- 111,75 88.238
2 168 L ez 1s L z
11178152 188 | I | rets0.: © Streaming and P2P TV LLMNR ] 111.78.180 244
] o R e g o wutcastons [ RS
. @ Encrypted and Tunneling =
111.78.151.181 | | — | | 157.22 230 Games (| 111 79.58.128
|22 e swmgezr i
11178158140 7 [ [70-228102 O Instant Messaging e [ TesnE
111.78.8.112 [ |10s.ee18¢ @ il | I 111 78.84.122
111.78.170.89 | [ F1s220721 O voice and Video over IP = 11179230
111.79.84.10 -| T 152,287 215 245152220.124 [ | 111.79.158.75
SMbis  4Mbs  2Mbls  Obs 2 Mbis 0 bis & Mbis 10 Mbis
Top Autonomous Systems [=~1ey Top Ports a=
O srefrom AN B Dstirom LAN O srcto LAN @ Dstto LAN O srcfrom LAN [0 Dstfrom LAN O srcto LAN @ Dstto LAN
53084 [ | - 30407 2288 TCP -] I I | 22 Tcr
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Autozoom

Polygraph Demo eI R B- TR CEF.N l 12-04-2014 - 12-04-2014 l All applications ~ l bits/s ~ ﬂ
from LAN - Source from LAN - Destination to LAN - Source

Autozoom a
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Security anomalies detection

26l [E=Tol i NBIET RS from LAN | ¥ | @ | to LAN " | 12-04-2014 - 12-04-2014 || All applications~ | bits/s ~ Q Search & admin ~
Anomalies &
200 Mois
100 Mois MMM
Obis | | | | | | | |
Sat 12 Apr 03 AM 06 AN 09 AM 12 PM 03 PM 06 P 09 PM Sun 13 Apr
Filter... 1 -8 of 8 (0 below baseline; (] Show) < >
v id First detection Last detection Source Destination Protocol Autonomous System Bits Packets Flows
@ #2124801 12-2-2014 00:31 12-4-2014 00:49 ©:3389  1512225043:*  TCP * - 15320 479Mb  E6kp 54ki £
@ #2126684 12-4-2014 09:22 12-4-2014 09:34 ©:3389  179.236.212146:° TCP * 5 53229 239M>  28kp 27k
@ #2126159 12-4-2014 06:45 12-4-2014 06:47 =122 194.117.6.283:* TGP * - 55503 2741kb 181p 1801 F
@ #2126692 12-4-2014 09:24 12-4-2014 09:38 ©:3380  108.66.186.146:° TCP * s 50648 198M>  23kp 22k
@ #2128042 12-4-2014 14:24 12-4-2014 14:46 ©:3389  179238.253.185:° TCP * - 53929 195Mp  22kp 22ki £
@ #2128846 12-4-2014 16:12 12-4-2014 17:14 ©:3389  179.236.212146:° TCP " 53229 9%96M> 115kp 109Kk £
@ #2129534 12-4-2014 21:28 12-4-2014 21:51 -:3389  10624671.13:*  TCP <51 184M>  1.6kp 15k £
@ #2129550 12-4-2014 21:34 12-4-2014 23:22 ©:3380  10866.170.154:° TCP * s 50648 1747 Mb 20.3kp 193k F

Start: 12-4-2014 00:00 M*M@nm-ﬂm_ﬁMWWWW

I T T T T T T
WW
End: 13-4-2014 00:00 Sat 12-Apry ™ ‘\""WM 12p 03




Flows search

2ol e[ =Tol MBI RN from LAN | ™| @ | to LAN " | 12-04-2014 - 12-04-2014 & admin ~

All applications =

bits/s Q Search o

SEET ) B[Vl interval: 12-4-2014 00:00 - 13-4-2014 00:00 || Views: from LAN | Application: All applications ‘

Retrieved more than 1000 flows from 2,017,325 in 1.653 seconds

Download (1000 flows)

Fitter.. 11-200f1,000 ¢ | >
Start 4 End Src Addr S. Port Dst Addr D. Port Protecol Src ASN Dst ASN Bytes Packets Flags Application Exporter
2014-4-11 23:59:14.279  2014~4-12 00:00:11.720  111.79.9.113 G970 157.22.230.111 | 2726 upP 187518 53064 8.3 Mo 6 kp _______ | BitToment B84.8215.18
2014-4-11 23:59:16.625 2014~4-12 00:00:13.056 111.79.190.244 B335 116.28.166.133 | 10537 upP 187518 13697 1.1 M 6 kp ___ | Skype B84.8215.18
2014-4-11 23:59:17.466 2014~4-1200:00:24.920 111.79.132.156 15243 146.244.7.118 46795 upP 197518 4718 532.8kb | 3.6 kp ___ | Skype 54.8215.18
2014-4-11 23:59:19.665 2014-4-1200:00:24.911 111.79.40.17 5060 67.149.223.58 5528 upP 197518 17061 3.7 Mo T.2kp BitToment 54.8215.18
2014-4-11 23:59:19.688 2014-4-1200:00:29.762 111.79.59.128 58322 9.150.252.133 443 TCP 197518 30407 3T44KD T2kD __ A 55L 54.8215.18
2014-4-11 23:59:20.030 2014~4-12 00:00:26.262 111.79.190.244 51584 170.11.37.254 20247 TCP 197518 51656 7.2 M0 4.8 kp ____A_ BitToment 54.8215.18
2014-4-11 23:59:20.421  2014-4-1200:00:08.917  111.79.55.227 80 154.57.64.72 BITET TCP 197518 21753 108M | 72kp ____ A HTTP B84.8215.18
2014-4-11 23:58:21.332 2014-4-1200:00:24.401 111.79.97.107 0 1.99.213.80 1] ICMP 197518 42988 1248kD 24 kD . IcMP B84.8215.18
2014-4-11 23:59:21.834 2014-4-1200:00:03.345 111.79.27.65 63010 157.31.207.93 60176 upP 197518 53064 4992k 24 kD | Skype B84.8215.18
2014-4-11 23:59:26.213 2014-4-12 00:00:09.286 111.79.132.156 15243 143.189.158.171 4172 upP 197518 53064 6804KD 4.8kD __ | Skype B84.8215.18

Start: 12-4-2014 00:00
End: 13-4-2014 00:00




Eyes for our constituency

SMAATEIAC

SMARTxAC CSUC (Total)in [= | & | CSUC (Total) out ~ 01-03-2015 - 19.03-2015 All applications « bitsfs =
S
otal) CSUC (Total) out
Anomalies a
Ll A n I'I\b'. |"*
n | 1
LA, 'Y ! |
2 o6 % || y =) "
o \
2o e ol |\
1 Gbi ||
B | = ] ' L 4
Rl 2015 Tua 3 Ma Thu S Mar Bun 15 Mar Tus 1T Mar Thu 10 Mar
1 =12 of 218 (0 below baseline, [T Show) < >
- 1d Type First Last Source Destination Protocal AR OIRDETIOAIS SYSTE Bz Packets Flows
.'23?33?5 Sbooin Minirg 4.3-2015 2215 4-F 253215 462I51E959°-3333 B4ESATTS9 SEI1JE TCP I/ETT = 130410 =k ip 11 r
@FEB8 Béoon Wiy 532005 1636 SIS 1636 198 M5 E3 145 3393 B4B2ATE XY : 20027 TP 16276 — 13041 Mb Mg 11 ~
@FESNI00 Bl W S BT ] 532015 16:44 198 456304523333 "o* TCR 16276 — 13041 2w Bp 61 #
@FEna B Wanireg S35 1541 351641 198 345 3 145 - 3333 84 89 217 102 18878 TOP 16276 — 13041 i ip 11 F
@FIBRI5E Bacon Mining 532015 1646 SRS 1646 108 M5 53 945 3353 B4 85530 - 0688 TP 1B2TE — 13044 3¥2b  ip i1 *
@FIESITN Bicon Mg S35 AT03 53251703 198 245 63,945 3333 B4SS0010: 43042 TCP 1BIT6 — 1304 e Ap 1 *
IR Btcon Mining S35 ITAT £ 320151717 198 345 53,145 3333 B4.881590163 45554 TP 1B276 — 13041 ¥ 1p 11 *
pobtation Layer 1132005 1325 H-F2M51336 *: 1900 B4.89.31.73: 80 uce 13040 1280 47 kp 3Tk -
M 16.3.200 5 00:36 1632015 01: 47 198 4553 145 3333 8485359 161 e 16276 — 13044 18k  &p 31 >
@IS0 Bdcon Mining 1622005 0138 16320150148 198 M5 53045 3333 - 161 e 1BITE — 13041 3k 14p 41 >
Prrsesss 1622015 0140 16-32015 0144 198 M5 63,145 3393 B4.88.3273: 161 uoe 16276 — 13041 b 4p T ~
@rIesEs B 16320 5 0145 16-3-2015 01:46 199 245 639453333 "o* uce 1626 = 13041 14w 3p 21 *
P Y Ba B e A
rto1.3-201 e T \ ! I n ).f'Ul\ Jm' - s oy
Sta 3-2015 00:00 [ "ot Jrv\'.“" s \ S Nt My ")Nﬂ Fid pct IIH\"'"’ L | -",.»'r"-wﬁ_,.._,.-- ) I'\..a_.'l .‘\N""f -

End: 20-3-201% 00:00 M IS YT T e \W'iﬂ'}r-—"" CNEHT WA e MR MY Wi ¥ Mg EeTE M Ban 45 M “'lv-’uli"ﬁw"""“rw




Proactive monitoring workflow and tools
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Close to University (be viral!)

Mﬁ": Master in Security Technologies
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Near Future

v"New Audit Services
vRT —- RTIR

v"More focus to DNS
v'DDOS 'headache’

And continuously listening the
NET ;-)




Dzieki!
Thanks!
Gracias!

Gracies!

jordi.guijarro@csuc.cat
CSUC-CSIRT (eriac@csuc.cat)

Note: ERI| -> CSIRT in Catalan
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