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* DNS, NTP, SMPT and other amplification attacks..
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 Network
* Performance degradation
e Services malfunction
* Qutages
e Staff & Company
* Productivity reduction
* Wasted resources
* Reputation
* Profit reduction
* Clients
e Dissatisfaction
* Change upstream?
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ACLs RTBH BGP Flowspec
2004 2009
 Doesn’t scale * Scalable * Scalable
* Time consuming * Fast implementation e Fast implementation
* Granular * No granularity  Granular
* Less coarse e Too much coarse * Less coarse
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e RFC5575
e Layer 3 and 4 filters are distributed via BGP using a dedicated NLRI

e Currently supported by CISCO, Juniper (only IPv4) and others..

 Match
* Src/dst prefix
* Src/dst port
* ICMP type/code
* Packet size
 TCP/UDP protocols
e TCP flags
e Others
* Actions
* Discard
* Rate-limit
* Redirect
* Accept
e Others
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« GOOD!Till now all tﬂ@fgga nt' nEt

GEANT Erll rDEE\'I;I] :nldl Language: English~ Federated Login

Mitigate DDoS attacks in seconds

Powered by BGP flowspec
oce

What? How? Help?

If you are new to the service, take some time to read the Service Description If you have properly set your Shibboleth attributes, you may proceed For troubleshooting info and remarks do not hesitate to contact GEANT's Helpdesk

GEANT

‘ Federated Login ‘

Before asking why? take some time to look at the Service Terms

Developed and designed by 'ey\/ grnet
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e Legitimate traffic

DDoS attack launched from Possible mitigation with RTBH,
Upstream compromised systems (bots) ACL m—— Attack traffic
Upstream eBGP
iBGP
=mmms \Web

=== Netconf

Initiate BGP Flowspec Non-flowspec capable/enabled
announcement NREN
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e Application level

NRENs can only block traffic that destined towards their IP space

A user can only filter up to /29 subnet blocks

Only explicitly defined NOC admins have access rights to FoD application

Flowspec rules are automatically deactivated after one week unless explicitly specified

Logging

DN NI NI NI N

 Network level
v' Before a flow route installed on the table, is checked against subnet length

v" Even an admin user cannot block traffic destined to GEANT routers (via policy)
v" Reachable only from GEANT/NREN IP space
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Status

Currently: Installing/configuring the platform
Next: Running final pilot — February 2015 onwards

In production: Before end of March 2015
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 BGP Flowspec
 eBGP flaps on 12.3R6.6 JunOS — currently running 13.2R4-S2 (but haven’t tested eBGP)

* FoD Application - RHEL
e Easier to install on Debian Wheezy
* Some applications not natively supported — e.g gunicorn & celeryd

Networking « Services « People ‘ www.geant.org



GEANT

| definitely like it!! But | want some more!! ASSOCIATION

DDoS attack launched from Possible mitigation with RTBH,
compromised systems (bots)

w Legitimate traffic

= Attack traffic

= eBGP
iBGP
,,;;
NSHaRP Web
Initiate BGP Flowspec Non-flowspec capable/enabled === Netconf/SSH

announcement NREN
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Do YOU want to keep out the bad guys?
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Thank you!

Security@dante.net

Evangelos.Spatharas@dante.net




