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®* Objectives:
-~ Background to Working Group

®* Achievements: Today (2014)
— NSHaRP security toolset upgrade
— Response to 2013 Audit ~'

\ 'N ’
®* Challenges: Tomorrow (GEANT4) , : AN
— Outcomes from 2014 Audit b T % "‘
-~ New Systems, New Challenges A g

Demonstrate Leadership




Security Working Group Objectives
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Achievements: Today (2014)



Achievements: Today (2014) GEAK"-;V
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®* NSHaRP Infrastructure
®* Nessus

®* Web Camera’s in PoPs
* Firewall on Demand

* Dedicated Security Officer
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* Sampling Rate 1/100 ®* Redundant Fan-out Servers ®* Increased Net Flow Demand
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<<< New Trouble Ticketing System; New Anomaly Detection Tools; New Anomaly Type Pallet >>>




Vulnerability Assessment — Finding that Weakest Link GEA@
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Understanding Your Network.... Nessus GEAN’-;V
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Number of vulnerable systems by OS
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®* How many vulnerabilities are there?

®*  Which systems must we prioritise

200 Juni
uniper 2m ago
Limux
| o v I
100 )
B B o -
- ...s="Microsoft ]
i B I | _s="Microsaft
Mon Jul 21 Mon Aug 4 Mon Aug 18 Mon Sep 1 Mon Sep 15
2014
B critical
_tlm T e age, = .- hlgh
oy @ nderstand where Vulnerabilities Lie

62 4( L

i teaigeb ey Areas — Juniper
62 4( . . .

62.¢ =tuatlon_ Improving?

0 50 100 150 200



Controlling Your Network.... Nessus GI’EAI<|"I);'
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Alive hosts (weekly basis) found on 3 GEANT zones
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®* When last did we see this host? =
®* Has it had a vulnerability scan? 62
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Web Camera’s In PoPs — Prioritise Locations GEAﬁT*
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* Criticality is greafly increased Tor that PoF based on its location




Firewall on Demand — Who, What, Why?

...... better tools to mitigate transitory attacks
and anomalies

* “Better” in terms of

— Granularity: Per-flow level

~  SRC/DST IP/Ports, protocol type, DSCP,
TCPflag...... 5

- Action:

— Drop, rate-limit, redirect
— Speed: More responsive

— (Seconds / Minutes vs. Hours / Days)
— Efficiency:

— Closer to the source, Multi Domain
— Automation: AN
— Integration with other systems (NSHaRP)
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Firewall on Demand - Intuitive Interface GEAﬁT*
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NSHaRP
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Security Officer GI'EANT*
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Challenges: Tomorrow (GEANTA4)



Security WG Report GEAﬁF‘&
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Walled Gardens: Vulnerable Systems Management

Warning

Isolate this

Net Flow Data Anonymisation machine before

removing guards
(. 7

Heightened
preparedness

I'T

Ownership of Virtual Machines (Life Cycle)

DoS Tabletop
Exercise

- Preparedness
Stress Testing - Targeted Ingress and Egress Scans




Security WG Report

Process & Technology Findings

Implement IDS: Verify all certificates in the organisation —

DANTE & TERENA - “Sanity Checks”

Appetite for # Vulnerabilities: CVSS Length of exploitability




Change Your View, Change Your Approach

We must inspire a

NO PLAN
commitment to security RS ~
rather than merely =
describing it

— Mich Kabay



Thank you

Any questions...even the funny ones?



