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MISSION	
  
q Cons%tuency:	
  Ci#zens	
  and	
  Enterprises	
  
q Reference	
  point	
  for	
  the	
  collec#on	
  and	
  dissemina#on	
  of	
  

knowledge	
  for	
  the	
  preven#on	
  and	
  response	
  to	
  cyber	
  incidents	
  
q Coordinator	
  and	
  facilitator	
  in	
  response	
  to	
  incidents	
  of	
  

par#cipants	
  to	
  their	
  "cons#tuency"	
  and	
  as	
  technical	
  body	
  in	
  
crisis	
  situa#ons	
  for	
  the	
  other	
  governmental	
  agencies.	
  	
  

q Defini%on	
  and	
  dissemina%on	
  of	
  guidelines	
  to	
  the	
  consituency	
  
in	
  order	
  to	
  	
  improve	
  the	
  capacity	
  to	
  prevent	
  and	
  respond	
  to	
  
cyber	
  incidents.	
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Ac(vi(es	
  of	
  the	
  	
  
Na(onal	
  CERT	
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Situa(onal	
  Awareness	
  

response	
  to	
  cyber	
  incidents	
  

Guidelines	
  

Educa(on	
  /	
  Awareness	
  

Early	
   no/fica/on	
   of	
   threats	
   and	
   vulnerabili/es,	
   possible	
   mi/ga/on	
   measures,	
   warnings	
   for	
  
probable	
  and	
  /	
  or	
   imminent	
  cyber	
  aGacks,	
   informa/on	
  and	
  studies	
  about,	
  guidelines	
  and	
  best	
  
prac/ces,	
  aGack	
  scenarios,	
  preven/ve	
  ac/ons	
  and	
  mi/ga/on	
  

Specialized	
   training	
   in	
   security,	
   training	
  and	
  awareness-­‐raising	
  campaigns	
  aimed	
  at	
   ci/zens	
   in	
  
order	
  to	
  raise	
  awareness	
  on	
  the	
  issues	
  of	
  computer	
  security.	
  

Coordina/on	
  of	
  all	
  actors	
  involved	
  and	
  support	
  in	
  response	
  to	
  cyber	
  incidents	
  having	
  na/onal	
  
and	
  transna/onal	
  impact	
  

Defini/on	
   and	
   dissemina/on	
   of	
   guidelines	
   and	
   standards	
   for	
   the	
   proper	
   management	
   and	
  
preven/on	
  of	
  cyber	
  incidents	
  

Re
ac
(o

n	
  
Ac

(v
i(
es
	
  

Pr
ev
en

(o
n	
  

Ac
(v

i(
es
	
  	
  

Interna(onal	
  Coopera(on	
  
Par/cipa/on	
   in	
   interna/onal	
  working	
  groups	
   in	
   the	
  field	
  of	
  preven/on	
  and	
   response	
   to	
  cyber	
  
incidents	
  



 
 
 

Constituency e Partner Istituzionali 
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Cons/tuency	
  	
  and	
  Partner	
  of	
  the	
  
Na/onal	
  CERT	
  

Partner Istituzionali 

CERT	
  DIFESA	
  

Other	
  European	
  
Na(onal	
  CERTs	
  /
Interna(onal	
  

Na(onal	
  CERT	
  

Ci(zens	
  

Enterprises	
  

Cons(tuency	
  
	
  	
  Na(onal	
  CERT	
  

NSC	
  -­‐	
  Nucleo	
  Sicurezza	
  
Ciberne(ca	
  

NISP	
  -­‐	
  Tavolo	
  
Interministeriale	
  di	
  crisi	
  

ciberne(ca	
  

Organi	
  di	
  standardizzazione	
  
(ISO,	
  ETSI,	
  ITU,	
  ..)	
  

Dipar(mento	
  delle	
  
informazioni	
  per	
  la	
  

sicurezza	
  	
  
CNAIPIC	
  

International Institutions 

Other CERTs 

CERT-­‐EU/ENISA	
   Tf	
  –	
  CSIRT	
  
FIRST	
  

CERT	
  PA	
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Informa(on	
  Sharing	
  
q Informa%on	
  Sharing	
  Pla>orm	
  

q Available	
  for	
  a	
  close	
  group	
  of	
  Operators	
  
q Dedicated	
  to	
  “infosharing”	
  	
  	
  
q Objec(ve:	
  increase	
  the	
  speed	
  of	
  interac/on	
  between	
  all	
  
members	
  of	
  the	
  group	
  -­‐	
  each	
  user	
  is	
  able	
  to	
  share	
  with	
  all	
  
others,	
  or	
  part	
  of	
  them,	
  informa/on	
  related	
  to	
  threats	
  or	
  
incidents.	
  

q 	
  Right	
  now	
  major	
  italian	
  Telcos	
  and	
  energe%c	
  
na%onal	
  companies	
  have	
  access	
  to	
  the	
  pla>orm.	
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q Web	
  Site	
  
	
  

	
  Web	
  Site	
  is	
  under	
  development	
  
and	
   w i l l	
   con ta in	
   News ,	
  
BulleOns	
   and	
   Documents	
  
related	
   to	
   cyber-­‐security	
  
na/onal	
   issues	
   in	
   order	
   to	
  
inform	
   and	
   guide	
   ci/zens	
   and	
  
companies	
   for	
   preven/on	
   and	
  
solu/on	
  of	
  threats	
  and	
  aGacks.	
  



 
 
 

q Start-­‐up	
  ac%vi%es	
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THANK YOU 
FOR YOUR 
ATTENTION 
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cert@mise.gov.it 
 


