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Overview
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« What’s RIPE and the RIPE NCC

e« RIPE Database

e RIPEstat

* RIPE Atlas

* RIPE Labs
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RIPE NCC
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» Not-for-profit, independent association

- Neutral and impartial
- Established in 1992 in Amsterdam

- Provides open community platform

e 10,000+ members in 76 countries

- Bottom-up, industry self regulation
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The RIPE NCC’s Main Tasks
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« Secretariat for RIPE community
- Organise meeting, maintain mailing lists, etc.
« One of Five Regional Internet Registries (RIRSs)

- Europe, Middle East, parts of Central Asia
- Distributes IPv4, IPv6, AS Numbers

« RIPE Database (public registry)
 Many other activities

- K-root, training, measuring infrastructure, ENUM,
Information dissemination, outreach...
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RIPE Community 6

« Topical Working Groups

- Address Policy, Anti-Abuse, Connect, Cooperation,
Database, DNS, IPv6, Measurements, Analysis & Tools,
Open-Source, Routing

» Public mailing lists
 Two RIPE Meetings per year

- Next Meeting: 6 - 10 November, London, UK
» Open to everybody!
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The RIPE Database
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RIPE Registry Maintenance
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e RIPE Database

- IP resource reqistry

- Routing reqistry

e Data maintenance is joint responsibility of F
NCC and resource holders

« Constant development of DB to respond to
changing requirements

PE
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RIPE Database Objects 0

iInethum

* netbnum

 aut-num

* route, route6

« domain

» organisation

- person

 role

 maintainer

Pv4 address range

Pv6 adress range

single AS number

address range announced

by an AS number

reverse domain range

iInfo on who holds the set of resources
contact info for other objects

group of persons

protects all other objects
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Abuse Contact Information 1

role: Abuse Role Acme

nic-hdl: AR789-RIPE
The role object contains the admin-c: SB436-RIPE

tech-c: JS123-RIPE
contact email (abuse-mailbox) tech-c: XL451-RIPE

abuse-mailbox: abuse@example.org

mnt-by: LIR-MNT

T

organisation: ORG-BB2-RIPE

The orgnisation object o D1.RIPE

contains a pointer to the abuse tech-c: LATE9-RIPE
abuse-c: AR789-RIPE
mnt-by: LIR-MNT

contact (a role object)

inethum: 85.11.184.0/21
nethame: NL-EXAMPLE
. status: ALLOCATED PA
The IP addresses point to the or ORG.BB2-RIPE
2 2 2 mnt-by: RIPE-NCC-HM-MNT
organisation object i ower LIRMNT
admin-c: LA789-RIPE
tech-c: LA789-RIPE
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RIPEstat
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RIPE stat

Ger information on an AS number or IP prefix

Your setwork: AS3333, 193.0.20.0023

o g IPvd preficrange, IPvE, ASN

RIPEstat s your source for Intemet-refatod stats & status - stat! learm more

Sign i

“ [

Resource Overview (AS3333)

RIPE-NCC-AS - Reseaux IP
Europeens Network Coordination
Centre (RIPE NCC)

Showwg ests Pom 20121110 150 00F 1o 20121153 1624062

source data embed code permalink Wnfo

Registry Browser (AS3333)

Showing resutts or ASI2D as of 2002-11-1)

1526442

Showing resuts or AREXED a4 of 20121191 00 00002

L

& '-‘. '_'\ &Y .
WA Germany
ManDats - Tamme of Use

embed code permalink into

Routing Status (AS3333)

° 1007 of 88 IPv6 RIS full peers.

©® First ever seen before Jan 2001,

Originated IPv4 profixes: &
Originated IPv6 prefoes: |
Obsarved BGP neighbouwrs: 167

Address space announced (IPvd): 4608 IPs
Address space announced (IPvE): equiv. %o 1 /48s

AS3333 is visible by 100, of 100 IPvéand

e Toolbox
- All data in one place
- Routing, IP, geoloc, BLs,
- efc.
- Graphical interface

- Nearly 40 widgets and growing
« Updates on RIPE Labs

- User feedback important!

e https://stat.ripe.net
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Data in RIPEstat

| 13

e Data

- Routing data
 Collected by RIS: http://ris.ripe.net
- Registration data (whois)
e RIPE Database and other RIR databases
e RIR Stats (resource-holder-country mapping)
- MaxMind’s geolocation data
- Blacklist data
- RIPE Atlas data

- And much more: https://stat.ripe.net/data-sources
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APIls to RIPEstat Using RIPEstat | 14

RIPEstat 1 _search
I { I I EStat Web & permalink
tt .// t t | | t i At a Glance ) Prefix Overviow (140.78.0.0/16) - Geoloc (140.78.0.0/16) -
Py net N
I | p //Stal.rl pe .ne Pouteg P T
= 2 l_ AR S oPuw" P
DNS This prefix is announced by S " Czech Rep lu?m-._
< ~ Munich _ Brabslavay Siovakia &
Anti Abuse brdinad pare Fvag 2 B ok
JKU-LINZ-AS University Linz AT F ,: ¥ ™. Hungary
Database ST i :
and-s:r::w.on;n‘.nmw. Tuino ,o \,, I »»ﬁ:;-::wl!omu:a
Geographic : '7"1‘;_2'0“‘;’ Map Obtel\Terms of Uise | Reports mig Weor

« RIPEstat Widget API

Prefix Overview (140.78.0.0/16)

This prefix is announced by
AS1208
JKU-LINZ-AS University Linz AT
and is pan of 140.0.0.0/8, Legacy space,
admiristered by ARIN. &

« RIPEstat Data API / RIPEstat Text AP

e https://stat.ripe.net/data/routing-status/data.json?
resource=...
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APIls to RIPEstat Using RIPEstat | 14

RIPE stat

e RIPEstat Web
http://stat.ripe.net

At a Glance

« RIPEstat Wi

iI0S mobile App

https://stat.ripe.net/mobile

e RIPEstat Da |
e https://statiivorcvuatarroung sraraordata.json?
resource=...
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RIPE Atlas - Active Measurements Network

| 16

 Next generation Internet measurements network

- Thousands of measurement nodes
- Probes run different measurements
» Ping, traceroute, SSL, DNS

 Instead of building small, individual, private
infrastructures, build a HUGE common
infrastructure that serves both private and
community goals

e https://atlas.ripe.net
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RIPE Atlas Status | 17

e 5,800 active probes and 8,000 users worldwide

- Increasing number of requests

e 58 RIPE Atlas anchors

- Collecting data as enhanced RIPE Atlas probes

- Acting as targets for regional measurements

- Vantage point for new DNSMON service
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RIPE Atlas Use Cases (on RIPE Labs) | 18

. Effects storm Sandy had

04 |‘ - "
s

e .
P a
4 » S :

on parts of Internet

« Selective Blackholing

- DDoS damage control

e FiInd most popular

Name server instance Nr. of probes connecting to instance Percentage

dns.th2.nic.fr 173 36% .

ons i s instances of DNS anycast

dns.lon.nic.fr 47 10%

dns.lyn2.nic.fr 29 6%

dns.lyn1.nic.fr 25 5% Servers

dns.bru.nic.fr 19 4%

dns.ix1.nic.fr 18 4%
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What is RIPE Labs? | 20

e [t’s a website - but more importantly, it is a platform
and a tool for the community

e YOU can:

- Test and evaluate new tools and prototypes Wi
- Contribute new ideas and research results o
- Provide feedback and discuss with others é}

e https://labs.ripe.net
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RIPE Labs Homepage
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r N
H' P t LaDS s/ Share experience . \\\\\\
; v/ Showcase tools 7. M ,,/// { " l\“\ \ W
@ Innovative Internet e , ./;; / A AT AN
tools & ideas Register! Present research 7 FHHRTARN N
Regster THIARNY
\ J
New contributions nssE)  Statistics
o Basic Evaluation of new IXP Peering Partners with RIPE Atlas and 7 1 : 18.12
&= Zabbix o/ 1.2 | M) ppaiion
Daniel Gomez — May 26, 2014 1120 AM Number of
LIRs IPv4
Aliocation
S A In this article we explain how we used RIPE Atlas to evaluate new synaix's peering partners Pool

T etdessdlidiidiididisganis. - within an Internet Exchange Point and how this helped to improve our customer services.

SEssE. = tE = b =

Tags: atlss, measurements, 1001 » Read more

- Better Crypto - Applied Cryptography Hardening
\.'..._J Aaron Kaplan — May 22, 2014 11:35 AM

g ~—This project aims at creating a simple, copy & paste-able HOWTO for secure crypto settings of
S the most common services (webservers, mail, ssh, etc.). It was presented at the recent RIPE
m - 68 Meeting in Warsaw. For those of you who couldnt attend the meeting, here is summary of
a—— the talk.

1)

Tags: security, 100is » Read more

0 Survey on Mitigation and Response of Network Attacks
u;v*":'m Jessica Steinberger — May 21, 2014 11:40 AM

r—— 2l Network-based attacks pose a strong threat to the Intemnet landscape. In my PhD | am investigating

List of Articles

WY 7214 View more
LIRs with statistics

IPv6

% RIPE NCC
Roadmap

tagcloud

allocation api ases atlas
certification country cpe
database datarepository sses

Statistics Dashboard

RIPE NCC Roadmap

Tag Cloud
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Statistics Dashboard
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Total Number of LIRS

 All stats on one page

- IPv4, IPv6, members, routing,

138858

_~

P BT S S S S
W B a® e et e e

The current number of LIRS §n Apdil LIRS with outstanding invoices

countries, etc. ez

“

o Automatically updated

» Each graph is tagged - ]
- Easier to navigate f:ﬂ“ 1B
e http://labs.ripe.net/statistics ===ma=======
4630 3867

Rl

8497

LIRs with and without IPv6

LIRs Sorted by Regon

LiRs by region - 20031101
Total 844

Current number of Local intemet Registies (Lifks) by regon.

RIPE NCC Membership Statistics

I
.--.ul‘lli“““““‘
h r e el e e i

WA WL M e e

§

SRR R

1

Number of Local Intemet Regaines (LIRs) registered with the RIPE
NCC par yoar, Note that the sumbers or 2012 only show dita unsl
end of October 2012

Tags: s

LIRs Soned by Country

Current number of Local Intermet Regatnes (LIRs) per country.

Ragecis Ve T 1Ull gragh

Number of Remaining IPv4 Addresses

.w 1
Ja

520

o
" z 2 2 2 3
. m'zo‘ ",,10‘ . 2TV ™ ‘ o

Amount of avaslable and reserved IPv4 addresses managed by the
RIPE NCC.
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Contact DBs for Abuse Handling | 23

e Draft BCP document

- by Aaron Kaplan, Christian Teuschel, Mirjam Kuhne, et.al.

e Describes various data sets relevant for CERTs

e Describes typical look-ups CERTs perform

» Next step: identify gaps and missing data sets

e Needs review and feedback

e https://github.com/certtools/contactdb
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Further Information
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e RIPEstat
- https://stat.ripe.net

 RIPE Atlas
- https.://atlas.ripe.net

e RIPE Labs
- https://labs.ripe.net/ripestat

* RIPE NCC & RIPE Community

- https://www.ripe.net
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Questions?

Using RIPEstat | 25
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