
AWA	
  /	
  CybEX	
  

ENISA	
  PROJECT	
  
	
  

Don	
  S5kvoort	
  /	
  Mirosław	
  Maj	
  



Suppor&ng	
  and	
  enhancing	
  CERTs	
  
opera&onal	
  capabili&es	
  	
  

•  AWA	
  -­‐	
  Alerts	
  Warning	
  Announcments	
  
	
  

•  CybEX	
  -­‐	
  CYBERCRIMES	
  EXERCISES	
  



AWA	
  -­‐	
  Alerts	
  Warning	
  Announcments	
  
	
  

DEFINITION	
  OF	
  THE	
  
CONCEPT	
  

STOCKTAKING	
  
• AWA	
  
•  IR	
  METHODOLOGIES	
  

RESULTS	
  ANALYSING	
  

GOOD	
  PRACTICE	
  
GUIDE	
  ON	
  ALERTS	
  
WARNINGS	
  AND	
  
ANNOUNCEMENTS	
  



CybEX	
  -­‐	
  CYBERCRIMES	
  EXERCISES	
  

DESKTOP	
  
RESEARCH	
  

STACKHOLDERS	
  
NEEDS	
  

WORK	
  ON	
  
SCENARIOS	
  

NEW	
  EXERCISES	
  



MIRKO	
  WOLLENBERG	
  

PRZEMYSLAW	
  SKOWRON	
  
TOMASZ	
  CHLEBOWSKI	
  
MIROSLAW	
  MAJ	
  

DON	
  STIKVOORT	
  
ROELAND	
  REIJERS	
  

LAURI	
  PALKMENTS	
  
COSMIN	
  CIOBANU	
  

?	
  



CYBERCRIME	
  EXERCISES	
  

COMPUTER	
  FORENSICS	
  

ELECTRONIC	
  EVIDENCE	
  

CYBERCRIME	
  TRACES	
  (SOCIAL	
  NETWORKS)	
  

APT	
  (COE	
  LEVEL	
  SPOOFING)	
  

VS-­‐ROOM	
  –	
  VISUALIZATION	
  

COOPERATION	
  OF	
  LEA	
  (EXE	
  UPDATE)	
  



CALL	
  FOR	
  CONTRIBUTORS	
  

reviewing	
  the	
  exercises	
  

commen5ng	
  the	
  work	
  

crea5on	
  of	
  exercises	
  
1.  COMPUTER	
  FORENSICS	
  
2.  ELECTRONIC	
  EVIDENCE	
  
3.  CYBERCRIME	
  TRACES	
  (SOCIAL	
  

NETWORKS)	
  
4.  APT	
  (CEO	
  LEVEL	
  SPOOFING)	
  
5.  VSROOM	
  –	
  VISUALIZATION	
  
6.  COOPERATION	
  OF	
  LEA	
  (EXE	
  

UPDATE)	
  



Ques5onaire	
  



Contacts	
  

•  AWA:	
  
– Don	
  S5kvoort	
  <don.s5kvoort@elsinore.nl>	
  

•  CybEX:	
  
– Mirosław	
  Maj	
  <miroslaw.maj@comcert.pl>	
  


