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Abstract

Several solutions have been proposed to provide authentication and safe encryption for Wifi
networks in order to overcome the limitation of WEP based security. This document describes
a solution based on IPSec VPNs with client and server certificates. The key advantages of
this solution is its ability to provide roaming between institutions without having to build a
specific roaming infrastructure, and to have client certificates without having to maintain an
online PKI infrastructure. Thus, besides the specific hot-spot gateways, there is not much
more specific physical infrastructure to manage.

1 Introduction

WiFi networks enabled computers to achieve network connectivity with a reasonable amount of
bandwidth without a physical connection. However, this increased flexibility raised several security
issues. On one hand, given the ubiquitous nature of the communication channel, clients of the
infrastructure must be authenticated, in order to avoid that unauthorized users gain access to
network resources. On the other hand, since any wireless device may listen the communication
channel, data encryption must be enforced if some level of data protection and confidentiality is
desired.

The generalization of WiFi networks soon increased the mobility requirements of wireless users.
More than mobility at the local level of his/hers home institution, the average WiFi user requires
connectivity whenever an wireless infrastructure is available. However, if automatic roaming
between the several WLAN is not available, this type of wide area mobility may require the
administration of multiple login profiles and accounts, chosen according to the local WLAN.

Automatic roaming is a well known topic in conventional speech and data cellular networks,
but WiFi networks brought new requirements to this field. In first place, WiFi networks were
conceived to supply wireless connectivity only at the local (LAN) level, without any concern re-
garding roaming requirements. In second place, WiFi networks are often run by non commercial
operators, with different roaming requirements and constrains than those presented by conven-
tional telecommunication companies. For example, academic and research networks were among
the first to offer wireless connectivity to their users. However, given the typical mobility of aca-
demic users, it was soon identified the convenience to establish roaming agreements with related
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institutions at both national and international levels. In this case, a simple authentication process
is enough to provide network access, without any special concern regarding accounting records or
billing information.

This paper describes a solution for WiFi networks that was developed at Instituto Superior
Técnico (IST) in the scope of the Portuguese e-U initiative which aims, between other goals,
to provide wireless connectivity and automatic roaming between all academic institutions at the
national level. The presented solution, based on IPSec VPNs, tackles simultaneously the three
main requirements discussed above: user authentication, data encryption and automatic roaming.
The resulting roaming mechanism may be operated at the national level, by the accreditation of
adhering networks near a National Research Center (NRC), or can be established between any
pair of institutions by means of bilateral roaming agreements. Moreover, the presented solution
can be elegantly scaled to the international level, by establishing a hierarchy of national NRCs
authenticated by an international NRC association (e.g., Terena at the European level). Last but
not least, the overall solution, while based on client certificates, was designed in such a way that
avoids the deployment of a full-featured Public Key Infrastructure (PKI).

This paper is structured as follows. Section 2 reviews the state of the art and briefly discusses
existing and developing authentication and encryption solutions for wireless networks. In section
3, the overall architecture of the proposed solution is described. Section 4 presents how the pro-
posed architecture can be easily used to provide automatic roaming between adhering institutions.
Section 5 presents and discusses how the distribution of client certificates can be automated and,
at the same time, how the constraints of a full-featured PKI infrastructure can be avoided. Finally,
section 6 discusses properties and caveats of the implemented solution.

2 Authentication in wireless networks

2.1 WEP

Data confidentiality was always a topic of concern in the development of wireless standards. The
original 802.11 standard included provision for encryption by means of WEP (Wired Equivalent
Privacy), which became widely available in both 40-bit and 128-bit versions. WEP is based in
a simple cypher algorithm to protect wireless communication from eavesdropping. Since WEP
relies on a secret key that is shared between the mobile station and a wireless Access Point (AP),
the protection of this key provides also a simple mechanism to prevent unauthorized access to the
wireless infrastructure. While this sort of access control was not an explicit goal of the 802.11
standard, WEP is often used with this feature in mind.

However, with the growth of wireless networks the limitations of WEP soon became apparent.
Since the same WEP key must be shared between all clients of the infrastructure, the overall system
security is only acceptable when the number of users with access to the system is constrained to
a couple of well-known individuals. Moreover, WEP uses the RC4 stream cypher algorithm in a
very weak manner, being vulnerable to several attacks. In short, sender and receiver use a shared
key to generate the same pseudo random bit sequence, which is XOR’ed at both ends to cypher
the sequence. If a passive listener receives two ciphered texts encrypted with the same key stream,
it is possible to obtain the XOR. of the two plain texts. Knowledge of this XOR may be used to
recover the plain texts by statistical analysis of large amounts of traffic. While WEP mitigates
this problem using a 24-bit variable initialization vector (IV), which is usually renewed with each
aired packet, systematic procedures can easily build a decryption table for IV’s. Moreover, with
the increase of network size and traffic, statistical traffic analysis and decryption becomes easier
and faster. Even worse, the knowledge of IVs and the weak keys of RC4 makes it possible to

































