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Short Intro – the MOME project

| FP6 IST project, EU Strategic Objective „Broadband for all“

| “Co-ordination Action” January 2004 – March 2006

| Overall Objective

| Promote co-operation between IST projects

| Exchange knowledge via

Co-ordinate activities
in the field of IP monitoring and measurement

Measurement Tools Measurement Data
Measurement 
Standardisation

Workshops, Conference Sessions, Webpage



MOME Consortium

Salzburg Research, AT

NEC, UK

Telefónica I+D, ES

Université Libre de Bruxelles, BE

Budapest University of Technology 

and Economics, HU

Politechnika Warsaw, PL

Fraunhofer FOKUS, DE

TERENA, NL

Total: 65 PM



The Need for Measurement Data and Tools

| Developing new measurement and monitoring methods

| Developing architectures of measurement and monitoring 
systems

| Developing algorithms for network and traffic control 
functions supported by measurements

| Developing and validating realistic traffic models

| Validating the SLA-specified QoS

Easy access to the 
repositories of raw 
measurement data is 
highly desirable

Easy access to 
information about 
available measurement 
tools is highly desirable

The ultimate goal: „Understanding the Internet”



The MOME Database
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The Meta-Data Approach

| Projects generate public available measurement data

| Intrusion detection evaluation sets

| Traffic traces of different applications

| Traffic matrices

| BGP traces

| IPv6 measurement traces

| Wireless traffic traces

| …

| Hard to find by search engines

| Provide a central place for access

| Include more information than just links

| Make entries comparable and searchable



The Meta-Data Approach

| „Data about data”

| Documentation of measurement environment and scenario 

| Statistical information about the captured traffic

| Link to the repository, where data is actually stored

| „Data about tools”

| Categorisation

| Measured metrics

| Hardware and software platform

MOME assists researchers in finding and retrieving the 
measurement data and tools that are most appropriate 
for their purposes



The Meta-Data Approach

| Distributed storage of measurement data

| As much storage as provided by the sources of the measurements

| Centralised 'directory' functionality to access the measurement data

| Directory stores data about the remotely stored measurement data

| Amount of data is minimal compared to the raw data

| Projects contributing measurements can keep total control on them

| When they withdraw data from public access
| They delete the entry in the MOME database

| The MOME database itself detects when registered measurements have been 
withdrawn from the Internet

| Other Examples

| CAIDA's IMDC (public service just started)

| GRID technology based solar observatory



MOME Tools Database

| Similar to Freshmeat and others

| Specialised for Monitoring and Measurement Tools

| Tools Categories

| Packet Capturing

| Traffic Flow Measurement

| Packet Monitoring

| Connection Monitoring

| Application Level Monitoring

| Service Monitoring

| Accounting

| Intrusion Detection

| Sniffing

| Performance Monitoring

| Connectivity Checking

| Route Detection

| Topology Detection

| Traffic Visualization

| Traffic Generation

| Bandwidth Measurement



MOME Tools Database

| Stored Meta-Information

| Availability

| Maturity

| Version Info

| License Information

| Measured Metrics

| Supported Protocols

| Supported Platforms

| Measurement Methods

| Measurement Algorithms

| Interfaces
| Control

| Data

| Interoperability with other 
Tools

| Further Information

| Tool Maintainer

| User Comments

| Links

| Homepage

| Contact

| Related URLs



MOME Trace Database

| A database model suited for heterogeneous measurements

| Different kinds of measurements

| Measurements produced by different tools

| Meta-data model

| Describe the actual data of interest

| Trade-off: keep it generic – keep it specific

Packet traces Flow traces

QoS results

Routing data

HTTP traces

Web-based 

repositories

Monitoring and 
Measurement 

data



MOME Database Model - Overview
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MOME Database Model

Packet traces

Raw data



MOME Database Model

Flow traces

Raw data



MOME Database Model

QoS measurements

Raw data



MOME Database Model

Routing data

Raw data



MOME Database Model

HTTP trace

Raw data
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Automatic Analyses

| Extract additional 
information from the 
raw data

| Helpful for users who 
want to find interesting 
measurement data

| Results stored in the 
MOME database as 
additional meta-data

| Currently supported 
packet trace formats
| Libpcap (tcpdump) 

| DAG (ERF)



Analysis Request 
Manager (ARM)

Download Manager (DM)

Autonomous Process 

Manager (PM)

Analysis Manager (AM)

user requests the 
analysis
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the DM 
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parse results 
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Automatic Analyses

| Open for incorporating new 
analysis tools

| Available analysis results

| General statistics

| Bit rate plots

Analysis 
Manager

analysis_type
local_file_name

Check available 
tools

Execute analysis 
tool 

local_file_name results_file_name

Parse results 
Plot graphs

MOME 
DB

External analysis tool 

start finish

Update database



Automatic Analyses - Example



Current Setup

| http://www.ist-mome.org

| http://www.ist-mome.org/database/

DATABASE

WEBSERVER

THIRD PARTIES

USERGUI

mysql
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measurement

sites

http
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www-

data
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shell.ist-mome.org
file-

server

Public
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http/ftp

data

analysis



Interfaces

| How to enter new meta-data to the database

| Web-GUI => “Add Dataset”

| Automatic “PUT”

| SFTP/FTP/SCP ASCII-File with meta-data

| Server-side script parses and puts data into database

| E.g. “FH-SBG…” Tracefiles

| Automatic “GET”

| Public repository provides Web-access

| “Crawler” takes meta-data from there

| E.g. “MAWI” Tracefiles
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Current Data

| Statistics page 
shows current 
amount of 
information



Current Data – Measurement Tools

| 123 Tools total
| 29 'Performance Measurement'

| 13 'Traffic Flow Measurement'

| 13 'Packet Capturing'

| 10 'Packet Monitoring'

| 22 'Connection Monitoring'

| 16 'Traffic Visualization'

| 13 'Route/Topology Detection'

| 8 'Traffic Generation'

| 3 'Application-level Monitoring'

| 6 'Accounting'

| 6 'Bandwidth Measurement'

| 6 'Service Monitoring'

| 5 'Intrusion Detection'

| 5 'Sniffing‘

| many tools belong to more than one category
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Current Data – Measurement Traces

MAWI packet traces

OWAMP tests, Aveiro(PT)-Salzburg(A)

GEANT traffic matrices (Europe)

Univ. Aveiro packet traces

USC WLAN traces 
repository

Dartmouth Collage traces repository

NLANR Active Measurement 

Project repository

Esnet Abilene Cooperative 

measurement repository

KDD Cup 1999 Data, MIT repository

FH Salzburg 
packet traces

Perform Research Group Datasets, 

Warchester

Bellcore packet traces

Swinbourne SONG traces

Univ. Auckland packet traces



Outlook

| MOME project ended March 2006

| Web-page and Database stays online

| Hosted by TERENA

| Database still maintained by

| Salzburg Research

| Fraunhofer FOKUS

| Warsaw University of Technology

| Improvement capabilities are there

| Follow-up projects under discussion

| FP7

| Others

| Co-operation with CAIDA IMDC desired

| Further co-operation is kindly welcome!!!
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Thank you for your attention!
Questions?

Felix Strohmeier

Salzburg Research

Jakob-Haringer-Str. 5/III

A-5020 Salzburg

Tel: +43/662/2288-443

felix.strohmeier@salzburgresearch.at

http://www.salzburgresearch.at

http://www.ist-mome.org


