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MIRA Objectives

Develop a flow-based traffic analysis and

classification tool which reports enough
information in order to:

1) Gather knowledge about the usage the users
do with the network resources.

2) Apply an usage-based billing scheme for
cost-sharing in academic networks.

YT 3) Detect irregular network usage (auditing).
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System overview

Traffic Traffic analysis &

Result
accounting & classification visualization web
collection , » » tool
- Class flow generation.
- Traffic accounting ‘ - Unknown traffic log

T - Traffic analysis graphs.
- IP Flow generation generation. - Charging and billing
- Accumulation in

results visualization.
accounting periods.
- Traffic estimation.
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Accounting & Collection Platform

* Requirements:
— Low cost resources.
— Generate enough information to reach the
project objectives.
— Aggregate captured traffic in IP flow records.
— Compatible with our network technology (ATM
155 Mbps).
« Difficulties:
— High-speed networks.
— High volume information to analyse and store.
~...e Accounting tools:
£ $% —Intrusive (ex. Cisco NetFlow).
8%: — Non intrusive (ex. CoralReef).
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Traffic Analysis & Classification

« Difficulties:

— High volume information is generated by the
accounting platform.

— IP Flow real-time processing.

— Permanent storage of the network usage information.

— IP Flows contains too detailed information for billing.

— Normally, billing periods are longer than the time
interval associated with IP Flows.

» Solution: IP Flow transformation.
= 2independent processes:
e » Flow transformation process.
8}3 » Accumulation in accounting periods process.
CCABA
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Flow transformation process (l)

» Objectives:
— IP flow volume reduction.
— Translate IP flow information to appropriated
parameters for traffic analysis and billing.

* Translation + Accumulation:
— IP addresses — Entity & Destination groups.
— Protocol & ports — Application groups.
— Unidirectional flows — Bi-directional flows.

* Results:
... —IP flows to traffic class flows transformation.
‘Cce —Drastic reduction of data storage.
833 — Maintains the necessary information for billing.
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Flow transformation process (lI)

=
DB DB
Accounting ' <4
& collection |:> |:> |:> <>
platform W E

Translation )
Source IP address + Desti E?_tlty
Destination IP address . estination group
Accumulation icati
Transport protocol Application

L (OXS Source port +

838 Destination port Bidirectional group
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Source IP address Dest. IP address Protocol Source port | Dest. port Packets Bytes
130.206.1.2 147.83.130.7 6 80 1526 18 24569
138.100.4.2 147.83.130.130 6 80 57917 41 20916
12.216.228.108 161.116.70.61 6 2062 6347 8 725
163.117.136.192 147.83.41.11 6 2130 80 5 571
Source IP address Dest. IP address Protocol | Source Port | Dest. port Packets Bytes
147.83.130.130 138.100.4.2 6 57917 80 24 1332
147.83.130.7 130.206.1.2 6 1526 80 14 988
147.83.41.11 163.117.136.192 6 80 2130 4 335
161.116.70.61 12.216.228.108 6 6347 2062 9 1068
ENTITY DEST. GROUP | APPLICATION PKTSIN [ BYTESIN | PKTS OUT | BYTES OUT
[ —— UPC REDIRIS WWW 64 46056 42 2655
L C C uB USA GNUTELLA 8 725 9 1068
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10th TE-NGN. Rome 7/2/2003

UNIVERSITAT POLITECNICA
DE CATALUNYA

Unknown traffic logs usefulness

O

» Are useful to detect:
— New entities.
— New applications.
— New transport protocols.
— Irregular or strange usage of the network.
— Attacks in the monitored network.
— Bad network entity configurations.
— eftc.

* In general:
— Permit to know the usage of the network in

more detailed way.
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Billi tri

» Sets a price per volume unit for each traffic class.

* Billing matrix parameters:
 Entity

Destination group

Application group

Traffic direction

Volume

» Permits to differentiate more possible academic
applications from less academic ones.
— ex. Application + Destination combination.

....* Many matrix combinations to assign:
CC¢ - Default matrix vs. specific entity matrix.
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Billing matrix example

Qoc
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Detailed Billin
1.269.434.119 877.998.477 2,54 1,76
358.291.986 1.300.861.516 0,72 2,60
33.568.927 105.057.228 0,03 0,11
509.005.847 1.408.315.378 1,02 2,82
0 0 0,00 0,00
7.357.368.841 6.752.278.660 14,71 16,88
1.271.258.523 6.563.840.850 2,54 16,41
866.960.752 4.843.256.185 0,87 6,05
3.231.367.666 6.854.660.388 6,46 17,14
0 0 0,00 0,00
11.735.443.286 17.589.200.561 11,74 17,59
5.462.445.756 6.172.086.375 5,46 6,17
4.229.836.612 1.062.591.315 2,11 0,53
31.129.467.647 22.361.413.450 31,13 22,36
i 0 0 0,00 0,00
%L ¢
H 116.061.901.833 172.735.794.350 124,86 204,88
CCABA 288.797.696.183 329,75 €
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Traffic Analysis on the Anella Cientifica

ANELLA

GEANT CIENTIFICA

USA

I (default destination) ATM Switch

GIGACOM
(Telefonica)

ESPANIX

reoiRis <=

Other
regional
nodes RedIRIS main
router (Madrid)

A

Anella Cientifica
central router

Incoming
traffc

Dedicated Dedicated
Ethernet segment Ethernet segment .
(NFS) (NFS) Outgoing
Internet 0 = traffic
connection
—
s(/ C ¢ Resultvisualization Traffic analysis & Accounting &
web server classificaction collection platform
(APACHE+PHP) (Linux) (FreeBSD+CoralReef)

CCABA
10th TF-NGN. Rome 7/2/2003

TF-NGN QoS Monitoring



@ s
Classification parameters (1)

» Entities connected to the Anella Cientifica

determine the studied entities:
+ Anella Cientifica Entities
¢ Unknown Entity (UKNWN) + Multicast Entity (MCAST)

 RedIRIS national and international links

determine the selected destination groups:
RedIRIS

ESPANIX

GEANT

USA (default destination)

MULTICAST

‘Ccge Network administrator has to decide the
o application groups.
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Classification parameters (ll)

» Application groups:
— The most reduced possible number of
application groups.
— Enough detailed groups for traffic analysis and
auditing tasks.

— Similar application groups:

WWW: HTTP, HTTPS, SQUID, etc.

MAIL: POP, IMAP, SMTP, etc.

P2P: GNUTELLA, IMESH, EDONKEY, etc.
GAMES: QUAKE, UNREAL, etc.

Etc.
— Special applications:
CCe * Unknown TCP/UDP application (A_UKNWN)
* Non TCP/UDP (NO_TCPUDP)
CCABA ¢ Unknown transport protocol (T_UKNWN).
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“Complex” bill matrix

COMUNICATIONS CENTER - UpC

@es
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QoS Measurements for
Diffserv Experiences

IS}

OMMUNICATIONS CENTER - UPC

OQg

ADVANCED BROADBAND
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Quality of Service over IPv6

! Interference Interference
] Sender

== d Interference j 3
Receiver ' §

B Vg
Router A Router C
S Reference flow I
Qo¢

833 HUB
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QoS over IPv6

* Measurement of main parameters (delay, jitter ... vs.
sending rate) for reference flow. All IPv4 vs. All IPv6
scenarios.

* Focus on Diffserv (Expedited Forwarding)

» Scheduling schemes
— FIFO
— Priority queueing (PQ)
— Weighted Fair Queueing (WFQ)
— Others

» Background load
— 50%
— 100%

LLL * Queue sizes

833- Transmit queue sizes
e Waorking on GPS synchronization
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NetMeter

TCL/TK interface that allows remote control of
test machines, compiling the results and
flexibly drawing graphics.

MGENvV4 & v6
Netperfv4 & v6
Graphics:

— One-way delay
— IPDV

— Throughput

— Packet Losses

— One-way delay distribution

IPDV distribution
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NetMeter Screenshots (1)

[ -4 Hetwork Perfonnance Meter IBIE
{--} Mair GpItons | TRrozghpet | One—wayﬂeﬁylmr |
Protocol | # IP¥4 agdress | ¢ Unicast | = =
Version IPv  Type Multicast| .|
[ | | . "= Sender Receiver %
Sender Address: I1 0255502
Sender Intetface: atmd
Sender Login: roberto
Sender Password: l—
Network Under Test
_I local
Receiver Address: I1 0255508
_1 local
Receiver Interface: atmi
Receiver Login: roberio = DManagement Station = Data Flow
—_— — Control Flow
Receiver Password: I—
‘ Host Hame: |[pampol || Interface EethD |
Results Directory: data’f IFIFO
Configuration
ILONG LAK ATM (Malvasia- --=PAMPOL)
fusrihomefrobertometmetericonf/, ATMIATHM- FIFO- LOW.cTy I
Save | Load Bave as | Quit |

10th TE-NGN. Ron

e 7/2/2003

TF-NGN QoS Monitoring

11



DE CATALUNYA

UNIVERSITAT POLITECNICA

work Performance Meter

NetMeter Screenshots (I1)

1Pv4 - Mgen and Drec Options

Title measure

flow parameters (to select double click on flow list)

W Start (hh:mm:ss)

o Source Port

[FIFO-LoW

MOW

40000

Aow number {ID}: 1

How name: +rate=520+packet-96
Start time (ON): 0

Stop time (OFF): 30000
Destination port number: 40001

Flowrs List

90+packet=12

Rate ( ): 520
Pattem: PERIODIC
UDP packet payload size: 68

= | Fi

pearetes | | bt | £

{parameters) - |

Aow 03 - Mods 00 - 95+packet=25
Fow 04 - Mods D0 - srate=4g+packet=102
FAow 05 - Mods 00 - srale=3Z+packel=151
Fow 06 - Mods D0 - srate=24+packel=204
Fow 07 - Mods 00 - +rate=11+packet=447
Fow 08 - Mods D0 - srate=5+packet-9180
v
Edit Add Add changes| | Delete
Flows new Flow to Flow ‘ last Flow

(SRC) Set Mgen Path

[romerroberto/mpensmgen
[mameitonena/mgensidree.
[Friomerroberto/myend/decads
(LOC) Set Mcale path  [fhomefroberto/mgendimealc
(LOC) Save Results File [FIFO-LOWdly

(DST) Set Drec Path
(D3T)Set Decode Path

CCABA
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Graphic Results I
Graphic Distributions |
Quit I
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NetMeter:

One-Hay delay distribution

% of packets

1.20

METHMETER
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Sample results (1)

Broadband FIFO-Hull
rate=528

IPDY distribution

o d O g NN NN O MDY T T T

TRy e NY T aT R’

B N I I I IS I SRR
H

delay {nsec

% of packets

HETHETER

ipdv {nsec)

B NETHETER FIFO-Null
rate=3z
packet=1518

B HETHETER FIFO-Null
rate=34
packet=2045

O NETHETER FIFO-Null

rates11
packet=4472
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Netmeter: Sample results (1)

One-Hay delay {Transitory}

Fo T~ 1 S (RS O S S S B O 5
20,62 | T T
25,01 | T =T CEEEC R

e B NETHETER FIFO-Null
rate=32

packet=1516
LB e mmmm o oo O NETHETER FIFO-Null
rate=24

e=
packet=2048

delay {nsec)

1d.51

11.11

740

3.70

NETHETER
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DiffServ Experiments

* NetMeter: graphical GUI developed for
easing tests

* Netperf/MGEN shows similar results as
Agilent BSTS, specially for small packets

 Diffserv EF tests with CISCO and
Linux/iproute2 on IPv6

* EF improves delay figures compared to
Cce  best-effort mode
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Inter ference sender Interference receiver
(carretell) (ximenez)

N V\LI\M

_

[
Diffserv router (
Cisco 7206 (vinyater).

or Linux PC (baldomar) ' Filoxera
ATMPVC -
Sendq Receiver
(malvasia) (pampol)
eee* |nterference O
Input
— ) Scheduled i ]
+=== Output (" IPv6 LONG backbone >
|

o

Cee S
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One=Hay delay distribution

% of packets

B Linux LLO 1824 bytes IPwvd
B Linux LLQ 1824 bytes IPv6

Bl
o oo
R

=
fSE N

10,41

commomascones v NETHETER
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IPDY distribution
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IFDV distribution
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One-Hay delay distribution
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One=Hay delay distribution

% of packets

B Linux CBHFQ 256 bytes IPvE
O Linux LLO 256 bytes IPv6

2.78
3.09
3.41
3.72
4,04
4.35
4.67
4.93
5.29
5.61
5.9z
6.24
b
L1
1
i
&
1

L-/ L’ C NETMETER

delay {mnsec)
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IPDY distribution

£5.47

58.19

50.82

43.64

36.37

% of packets

2910
21,37 | U S SRS |
14.55

B Linux Netneter CBHFQ 256 bytes IPw4

B Linux HetHeter LLO 256 bytes IPuv4

B Linux NetHeter FIFD 256- bytes IPwdq

NETHMETER
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O

Maximum Delay (ms)
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LLQ Comparison for IPv6 / IPv4

Average Delay (ms)

Packet Size (bytes) LLQ-IPv4 LLQ-IPv6 Packet Size (bytes) LLQ-IPv4 LLQ-IP

96 36,29 16,42 96 5,33

256 30,23 14,98 256 5,99

1024 77,61 21,71 1024 13,5

2048 36,39 36,49 2048 23,35

9180 89,31 87,27 9180 83,21

Miniumum Delay (ms) Delay Variation (ms)

Packet Size (bytes) LLQ-IPv4 LLQ-IPv6 Packet Size (bytes) LLQ-IPv4 LLQ-IP

96 1,22 1,31 96 35,06

256 2,49 2,56 256 27,74

1024 9,06 9,16 1024 68,55

2048 17,93 18,01 2048 18,45

9180 79,2 79,31 9180 10,11

V6
5,41
6,09

13,63

23,38

82,12

V6
15,1
12,4

12,54

18,47
7,96

TF-NGN QoS Monitoring
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Passive QoS parameters monitoring

» Passive capture of traffic at both ends
— Optical splitters
— Copy traffic option (some routers/switches)
— First phase: regular network adaptors (FE,
ATM, GE)
— Second phase (planned): DAG cards

* Filter IP flow/s and analyse it/them
— Packet loss, OWD, IPDV, throughput, Packet
reordering, OWD distribution, IPDV

i@0e distribution

CCABA
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Future Work

 Traffic Analysis (MIRA)

— IPv6 support
— GE capture platform
— Distributed capture platforms (RedIRIS mesh)

* NetMeter

— Synchronisation using GPS for owd

— Include new version of mgen

— Verify routes during measurement period

— Adapt for mobile scenarios (DS and IPv6 TM)

...» Passive QoS parameters monitoring

— DAG cards

10th TE-NGN. Rome 7/2/2003

C Ls ‘3 — Validate the measurements
’ CCABA

TF-NGN QoS Monitoring
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