Eduroam in a box
(take 3)

Rok Papez,
ARNES,
Barcelona, 06.09.2005



ARNES EduRoam 1/2

* WPA/WPAZ2 Wireless network

- WPA Enterprise ( + WPA2 where available)
- Dynamic VLANSs
- Support for legacy networks (multiple SSID)

* RADIUS tree hierarhy

- Non-automatic auth (forced EAP-TTLS + PAP)
- Send real user-name with Access-Accept

- Monitor users (full log + IP, close stale connections)
- FreeRADIUS problems (threads, libs, Alan DeKok)



ARNES EduRoam 2/2

* OpenLDAP

- Very unintuitive software
- Reliability vs. Performance (bdb/hdb vs. Lmdb)
- Phpldapadmin = administrator tool

- siEduPerson schema
- Bad documentation about schemas

* Specification updates
* L2 security is complex (Catalyst 3750, L2/L3 fw)



EduRoam administrators

* 50% use trial and error learning

- Low understanding of Wireless security
- Low understanding of Ethernet security

- Radius servers are missconfigured
- Extensive, manual one-time network inspections
- Why use LDAP and not MySQL/text files ?

* Time consuming EduRoam deployment
* With time - small AAI missconfigurations



EduRoam in a box - why ?

Speed up deployment

For less technicaly experianced
Deployment of a proven solution
Less errors

Automated configuration with easier
deployment

Easier reporting of data

- Statistics
- AP database



ARNES Eduroams

* Big EduRoam * Small EduRoam
- WPA(2) Enterprise - WPA(2) Enterprise
- FreeRADIUS - FreeRADIUS
- OpenLDAP - OpenLDAP
- |ISC DHCPd - |ISC DHCPd
- MySQL (accounting) - MySQL (accounting)
- EduRoam monitor - EduRoam monitor
- L2/L3 security via - L2/L3 security via

switch Linux firewall
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Read help pages at Armes EduRoam technical specification pages and click on the menu
Accounting to set various settings.

Access Points

Authentication and
Authorisation
Imfrastructure

Koncano
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Home
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Network Network configuration /
Cryptography i
yPLograpm Please select your WAN (uplink) interface:
Accounting * etho
Access Points " ethl
- " eth2
Authentication and -
Authorisation WAN address in IP/CIDR format:
Infrastructure 10.0.12.69/28
Default gateway address:
10.0.12.65
Addresses of DNS servers (enter one per line):
10.112.0.66
10.112.0.72
10.112.0,91
Hostname (optional):
malibio.arnes.si
Domain name (optional): ]

http://10.0.10.69/cgi-bin/net
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EduRc-am AAA Configuration - Mozilla Firefox

Datoteka

UnlockMe, FREE Nok...
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Hostname (optional):

malibio.arnes.si
Domain name (optional):

arnes.si

Select the type of WAN connection:

¢* Bridge

" NAT

Managment LAN interface address in IP/CIDR format
(specify when using MAT type of connection):

User VLAMN number:

203

User VLAN interface address in IP/CIDR format:
10.0.12.110/29

Metworks and hosts in CIDR format with management access to the server
(enter one perline, examples: 192.168.1.34, 10.0.133.0/24):

10.0.100.223
10.0.100.234

Reset values

Confirm and Apply changes

x| a/0/x]
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Home

Metworle SS L tOOI

ography

Accounting Certificate Authority certificate information:

Access Points & [ssuer: C=5l, ST=5Slovenia, L=lubljana, O=ARNES/emailAddress=rok.papez@arnes.si,
CN=ARMES EduRoam CA

Authentication and e Valid From: Aug 26 13:57:32 2005 GMT

Authorisation e Valid To: Aug 17 13:57:32 2006 GMT Z

Infrastructure e Fingerprint: BA:AE:42:45:09:A2:01:2E:45:05:6C:17:E9:AB:DD:EA:68:D09:1B:06

Download CA Cert

Current server certificates:

C=5l, 5T=5lovenia, L=Ljubljana, O=ARNES, CN=Eduroam server 1/emailAddress=rok.papez @ arnes.si | *|
C=5l, 5T=5lovenia, L=Ljubljana, O=ARNES, CN=pingo/emailAddress=rok.papez @ armes.si L
C=5l, 5T=5lovenia, L=Ljubljana, O=ARMNES, CN=".pingo.org/emailAddress=rok.papez @ arnes.si
C=5l, 5T=5lovenia, L=Ljubljana, O=ARNES, CN=xx/emailAddress=rck.papez @ armes.si

C=5l, 5T=5lovenia, L=Ljubljana, O=ARNES, CN=rrrfemailAddress=rok.papez @ armes.si

C=5l, 5T=5lovenia, L=Ljubljana, O=ARNES, CN=rmx/emailAddress=rok.papez @ arnes.si

C=5l, 5T=RR, L=RR, O=ARNES, CN=rrxy/emailAddress=rok.papez @ arnes.si

C=5l, 5T=a, L=a, O=a, CN=sfd/femailAddress=a

C=aa, 5T=aa, L=aa, O=aa, CN=aa/emailAddress=aa

C=5I, 5T=5lovenia, L=lajbah, O=ARNES, CN=dd/emailAddress=dd

T

L¢]

® |ssuer: /C=5l/ST=Slovenia/L=Ljubljana/O=ARNES/CN=Eduroam server
l/emailAddress=rok.papez@arnes.si

& ‘alid From: Aug 26 13:58:21 2005 GMT

* Valid To: Aug 26 13:58:21 2009 GMT

* Fingerprint: 05:30:A3.EB:EB:EB:5A:21:55:80:B2:2D:81:60:E4:F1

http:/10.0,10,69/cgi-bin/crypto
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¢ Fingerprint: 05:30:A3:EB.EB:EB:5A:21:59:80:B2:2D:81:60:E4:F1

Use Cerificate for EduR.oam |

Download Certificate

Download Private Key |

Create new certificate:
Common name (for server certificate usualy a hostname):

Email address:

Days to be valid:

Organisation:
Locality (city):

State:

Country (2 letter country code):
Certificate type:
& Server

" Certificate Authority (*)
* Warning! If vou regenerate CA certificate,
all the existing certificates will be rendered unusable!

Generate Certificate |

[¢]

Konéano
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eciumm

Hame

etnark EduRoam Accounting system

Cryptagraphy Database is online

Accaounting Create DB |
Access Points Delete DB |

Authentication Last connections:

and Autharisation
Infrastructure User-Mame Calling-5tation-Id |[Client-IP-Address |[Called-5tation-1d||HAS-Port

Timestamp [Timestd
Start Dhep

2005-08-31 ||2005-08-

rok@domain.tld 000c.f138.a2ba 10.0.12.109 000f 248a.95d1 258 15-44-33 15-57-09
rok@domain. tld 000c.f138.a2ba 10.0.12.109 000f 248a.95d1 258 fg?f’f:fl fg?fg%sé
rok@domain. tld 000c.f138.a2ba 10.0.12.109 ooof 248a.95d1 257 fg?nf’l':nffl fgfé%sl'
rok@domain. tld 000c.f138.a2ba ooof 248a.95d1 267 fg?nf’ffz'zg éi?nntfnld
ksenija@damain.tld 0004.236e.8d12 10.0,12.74 000f 248a.95d1 257 fgﬁfgfﬁ fg%ﬁf;{;
ksenija@domain.tld 0004.236e.8d12 10.0.12.108 ooof 248a.95d1 281 2005-07-25 | 2005-07 gy

12:36:41 12:41:44
2005-07-22 ||2005-07-

arnes_test@domain.tlid

000c.f138.a2ba 000f248a.95d1 272 125610 |15 75:24
burek_test@demain.tid 2005-07-22 |1970-01-
000e.35a2.7839 000f248a.95d0  |268 111812 |lo100:00
[burek_test@domaintld |, .o o ooa0 nAnE aa8e BEdn g 2005-07-22 |[1970-01
[+] |

http://10.0.10.69/cgi-binfacc
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Home

Network Configuration of Access Points

Cryptography
ryptograpry Access Point List: |
Accounting 10.0.1.66 (pass: heslo, snmp:snmpl23snmp321, rad_sec:skritogeslo) [

s Points

Authentication and
Authorisation
Infrastructure

S

Delete AP | Show MACs |

Create or Modify Access Point:
MNote: Before adding the Access Point make sure:

T

¢ AP has a valid IP address from the WLAN managment subnet

® There is admin SSH access with a username 'root' from this server
* Read only SNMP access from this server is enabled

* That the Access Foint is powered on and reachable

Access Point IP address: |
Password for user 'root": |
SNMP RO Community string: |
Radius shared secret: |

Add or Modify AP |

http:/f10.0.10,69/cgi-bin/ap
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Hame

etna Configuration of EduRoam Authentication
e —— and Authorisation Infrastructure N

Accounting
- Realm name (example: domain.tid):

Access Points I-l:l::umainx.tld

LDAP Root DN passwaord:

and Autho tion IhE shzaroot

Infrastructure Primary upstream RADIUS server:
IP Address: [10.0.10.71

T

Shared secret: Ishareds«ecretl
Secondary upstream RADIUS server:
IP Address: [10.0.11.66

Shared secret: Ishareds«ekretES
Apply |

Access Control List (ACL) for access to LDAP:
10.0.13.232 | &
10.0,13.64/28
10.0.14.223

o

[+
Delete ACL |

HMew ACL for access to LDAP:
Nate: Specify netwoark in CIOR fromat (10.0.0.1/24)

|
Add ACL I

Staticly configured users in LDAP directory: ]

e

http:10.0.10.69cgi-binfaai
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Access Control List (ACL) for access to LDAP: IE‘
10,0.13.232 -
10.0.13.64/28 | |
10,0.14.223
]

Delete ACL | ]

Mew ACL for access to LDAP:
Nate: Specify network in CIDR fromat (10.0.0.1/24)

|
Add ACL |

Staticly configured users in LDAP directory:
usernamex (pass:passwordX) | & |
ksenija (pass:ge sk
rok ipass:rokhesk)

]
Delete LDAP User |

User to insert into LDAP directory:

Nate: insert anly test usernames, real users should be

inserted using a script or other LOAP user management tools.

Specify anly the username, not the network user 1D,

Username: I

F‘asswnrd:l

Add or Change LDAP User

Koncano
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Delete LDAP User |
User to insert into LDAP directory:
Nate: insert anly test usernames, real users shouwld be
inserted using a script or other LOAP user management tools.
Specify only the username, not the network user 1D,

Username: I

F‘asswnrd:l
Add or Change LDAP User

Staticly configured users in RADIUS server:

rok (pass:123gesksezqubi) [+
userx (pass;passx)

K2
Delete Radius User I

User to insert into LDAP directory:

Nate: insert anly test usernames, real users shouwld be
inserted using a script or other LOAP user management tools.
Specify only the username, not the network user 1D,

Username: I

F‘asswnrd:l

Add or Change Radius User

Implement changed parameters:  Commit changes I
Warning! This will reload the iptables and restart the LDAP and RADIUS servers.

[¢]

Koncano



Eduroam in a box - Summary

* Skeleton/base is done

* Rough around the edges
* Still work to do

* Field deployments

* Support for other equipment

- ,Big EduRoam" - Catalyst 3750
- Other Access Points



