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1 Abstract 
 
Wireless LAN technology (WLAN, according to IEEE 802.11*) is already an 
important part of the network access infrastructure at universities and 
research institutions connected to National Research and Education Networks 
(NREN’s) in Europe.  
 
The TERENA Task Force Mobility Group (TF-Mobility group) has assessed 
national solutions that enable transparent Wireless LAN access for nomadic 
wireless users at different locations on a national level and has identified the 
requirements and additional work required to scale each national solution to a 
European level.  
 
In deliverable G1, the “Preliminary selection for inter-NREN roaming” 
concluded that there will be no single national solution recommended as the 
European model.  This is because no one solution outperforms, each solution 
has a number of strengths and weaknesses making such choices difficult.  In 
addition there has been a considerable investment made to develop a variety 
of national solutions and there is a low likelihood that NREN’s will abandon 
their solutions in favour of a European model.  This deliverable concentrates 
on the interoperability issues between the national solutions; it describes 
interoperability test beds at institutions that have implemented one of the 
national roaming solutions and details to work undertaken to provide support 
for guest access based on the other roaming solutions. 
 
Furthermore a reference implementation is presented on guest access for 
802.1X-, Web-based redirection and VPN-based authentication. 
 
The intended audience for this document are system administrators that want 
to implement a wireless infrastructure that allows for roaming access and all 
those who want to understand the issues and possible solutions involved in 
doing so . 
 
This is a TF-Mobility group document.   
 
The TF-Mobility group Terms of Reference are available at  
http://www.terena.nl/tech/task-forces/tf-mobility.   
 
A table of planned deliverables is available at:  
http://www.terena.nl/tech/task-forces/tf-mobility/docs/DelList.pdf 
 
This document follows the guidelines of the TF-Mobility group glossary of non-
technical terms as outlined in  
http://www.terena.nl/tech/task-forces/tf-mobility/Deliverables/DelB/DelB_v1-3-
5.pdf 

                                                 
1 http://www.terena.nl/tech/task-forces/tf-mobility/Deliverables/DelG/DelG-final.pdf 

http://www.terena.nl/tech/task-forces/tf-mobility
http://www.terena.nl/tech/task-forces/tf-mobility/docs/DelList.pdf
http://www.terena.nl/tech/task-forces/tf-mobility/Deliverables/DelB/DelB_v1-3-5.pdf
http://www.terena.nl/tech/task-forces/tf-mobility/Deliverables/DelG/DelG-final.pdf
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2 Introduction  
 
The three main authentication solutions (802.1X, VPN and web-based 
redirection) have different characteristics that need to be taken into account 
when creating a interoperable solution. 
 
802.1X based authentication is inherently different from Web based 
redirection and VPN-based authentication due to different demands on the 
wireless LAN networks. 802.1X enabled wireless networks require an 
encrypted channel (with dynamic WEP-keys), whilst the two other 
mechanisms are based on the concept of open, unencrypted access to the 
docking network. The result of these two contradicting requirements is that in 
order to support both types of network authentication two logically separated 
networks on the radio layer need to be constructed. In the case of an access 
point it means that the access point must be capable of using multiple SSID’s 
and can support VLAN assignment, an example can be seen from  the 
following docking network configuration: 

 
Figure 1: Network lay-out with multiple SSID’s and VLAN assignment 

 
 
It should be noted that is impossible in the vast majority of the current 
generation of access points to broadcast both configured SSID’s at the same 
time.  
 
Where it is imperative that all SSID’s are visible (broadcasted) or when the 
access points are not capable of assigning VLAN’s, an alternative solution is 
to create an infrastructure that is separated on layer 1, an example  
configuration is as follows: 
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Figure 2: Network lay-out without multiple SSID’s and VLAN assignment 

 
 
For the remainder of this document the first setup will be assumed. 
 
The Web-redirection and the 802.1X based approach share the use of a 
European scale RADIUS-hierarchy to forward user credentials for 
authentication at their home institution.  
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Figure 3: European proxy hierarchy (june 2004) 

 
 
 
 
 
The guest users will enter their credentials that will be forwarded, based on 
the realm,  through this RADIUS proxy hierarchy to their home institution 
RADIUS-server for authentication requests to be processed and the result 
forwarded back to the visited institution so that if successful will result in 
network access granted according to local  policy. This European 
infrastructure is currently in place and a number of NRENs have built national 
RADIUS proxy hierarchies. For the remainder of this document it is assumed 
that this RADIUS proxy hierarchy infrastructure is in place. 
 
For the VPN-based approach in order to make it possible for guests to access 
their home VPN-concentrator a block of IP address space has been allocated 
based on the Controlled Address Space for VPN Gateways (CASG) concept 
that has been discussed in detail in the TF-Mobility deliverable G. 
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Figure 4: Address Space for VPN Gateways 

 
 
It is assumed that guest users get restricted network access with their VPN-
client to their home institution’s VPN-server as long as it uses an IP-address 
from the CASG. For the remainder of this document it is assumed that the 
CASG is in place.
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3 Testbed design for national roaming solutions 
 
In order to design and document the reference architecture, three local test 
beds had to be created, to represent each of the major national roaming 
solutions in use today. These solutions are at SURFnet in the Netherlands 
(802.1X), at the Technical University of Tampere in Finland (Web-based 
redirection) and at SWITCH in Switzerland (VPN-based).  A test bed was 
created to attempt to extend support to guest users from one of the other two 
solutions or a guest user from another NREN that was using a similar method 
deployed locally. 
 
3.1 Test bed at 802.1X based docking network 
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Figure 5: 802.1X based docking network 

 
SURFnet uses 802.1X as the default authentication method, for this purpose a 
nationwide roaming service with the SSID broadcasted name “eduroam” has 
been launched to associate with a wireless network. This means that guest 
use by other 802.1X users is possible without any additional configuration. In 
order to support Web and VPN users a captive portal (created by Tino) has 
been implemented as well as an extra, non-802.1X based, wireless network. 
 
The docking network contains access points that are capable of handling 
multiple SSIDs: SSIDs are mapped to VLANs (Table 1). Access points are 
connected to a layer 3 switch, which is responsible for inter-VLAN routing. 
VPN and Web users connected to the SSID broadcasted name “eduroam-
guest” are granted (unauthenticated) access to VLAN 163. All sessions to 
destinations outside this VLAN are however intercepted by a session intercept 
device using Tino2. VPN sessions with a destination address that lies within 
the CASG address space are routed through. Web-based authentication 
                                                 
2 http://www.cc.puv.fi/~teu/tino/ 

http://www.cc.puv.fi/~teu/tino/
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users need to fill in their user credentials on a webpage that is generated by 
Tino which are checked against the RADIUS-hierarchy, again, upon proper 
authentication all traffic is routed through.  
802.1X users connected to the SSID “eduroam” are granted access to the 
Internet (and possibly to a number of local services to the discretion of the 
visited institution) upon successful authentication over the RADIUS-hierarchy. 
 

 
Table 1: VLAN configuration 

 
 
802.1X User at SURFnet 
 
Depending on the operating system and the 802.1X client in use, the following 
procedure may differ slightly. In general an 802.1X user who wants to connect 
to the SURFnet docking network has to 
 

o Connect their device to the docking network by associating with the 
broadcasted SSID “eduroam”. 

o Logon to the 802.1X network (802.1X client sends credentials, after 
successful authentication the device receives IP configuration via 
DHCP). 

o Depending on the 802.1X authentication credentials users are placed 
in a particular (employee, guest etc.) VLAN 

 
VPN User at SURFnet 
 
A VPN user who wants to connect to the SURFnet docking network has to 
 

o Connect their device to the docking network by associating with the 
broadcasted SSID “eduroam-guest” to automatically receive an IP 
address and configuration via DHCP),  

o Initiate their VPN client and login at the home institutions VPN server 
(access is granted to resources at the home institution as well as to the 
Internet (via home institution) via an encrypted tunnel). 

 
 
 
 
 

SSID  VLAN-
ID 

Purpose Parameters 

 108 VLAN for access points, 
RADIUS server 

 

eduroam-
guest 

163 
 

VPN and web user  Open, no WEP, 
DHCP 

eduroam 117 802.1X user 802.1X, WEP, 
DHCP 
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Web User at SURFnet 
 
A web user who wants to connect to the Internet at SURFnet has to 
 

o Connect their device to the docking network by associating with the 
broadcasted SSID “eduroam-guest” to automatically receive an IP 
address and configuration via DHCP),  

o Start a web browser, type in the details of any web page and the user 
will be automatically redirected to a login web page to enter their user 
credentials (username/password) and have access to additional 
information about the roaming system at the visited institution, 

o Once the guest user has entered their credentials and successful 
authentication has occurred access to the Internet (and possibly some 
local services) is granted either for a specific time period or until a 
timeout occurs). 
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3.2 Test bed at VPN based docking network 
 
Note: actual IP-addresses have been changed into 111.222.x.y 
 
Configuration 

 
Figure 6: VPN based docking network 

SWITCH has chosen a VPN-based approach for WLAN authentication. In 
order to support also 802.1X- and Web-based authentication a RADIUS-
server (Radiator), a captive portal (BlueSocket) as well as an extra, 802.1X 
capable, wireless network have been implemented. 
 
The docking network contains access points capable of handling multiple 
broadcasted SSIDs that are mapped to VLANs (Table 2). The access points 
are connected to a layer 3 switch, which is responsible for inter-VLAN routing. 
VPN users connected to SSID “web-vpn” are granted (unauthenticated) 
access to addresses in the CASG address range, implemented with an ACL 
on the captive portal (BlueSocket). 802.1X users connected to the SSID 
“802.1X” are then granted access to the Internet upon successful 
authentication via a RADIUS proxy hierarchy. The sessions of Web users are 
intercepted by the BlueSocket device and users are redirected to a login web 
page to enter their credentials.  Upon proper authentication at their home 
institution via the RADIUS-proxy hierarchy, the user granted Internet  access 
according to visited institution policy. 
 

 
Table 2: VLAN configuration 

 

SSID VLAN-ID Purpose Parameters 
 20 VLAN for access points, 

RADIUS server 
 

web- vpn 25 VPN and web user  Open, no WEP, 
DHCP 

802.1X 35 802.1X user 802.1X, WEP, DHCP
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802.1X User at SWITCH 
 
Depending on the operating system and the 802.1X client in use, the following 
procedure may differ slightly. In general a 802.1X user who wants to connect 
to the SWITCH docking network has to 
 

o Connect their device to the docking network by associating with a 
broadcasted SSID “802.1X” (VLAN 35), 

o The user can then logon to the 802.1X network (the 802.1X client 
sends credentials, after successful authentication notebook receives an 
IP address and configuration via DHCP).  

 
VPN User at SWITCH 
 
A VPN user who wants to connect to the SWITCH docking network has to 
 

• Connect their device to the open docking network with SSID “web-vpn” 
(VLAN 25) and automatically receive IP configuration via DHCP. 

• Start their VPN client and login at the home institution (access is 
granted to resources at the home institution as well as to the Internet 
(via home institution) via an encrypted tunnel). 

 
Web User at SWITCH 
 
A web user who wants to connect to the Internet on the SWITCH docking 
network has to 
 

o Connect their device to the open docking network with SSID “web-vpn” 
(VLAN 25) and automatically receives IP address and configuration via 
DHCP. 

o Start a web browser, access any web page and is then automatically 
redirected to a login web page to enter their user credentials.  The 
page also contains additional information about the roaming system at 
the visited institution), 

o Once the guest user has entered their credentials and successful 
authentication has occurred access to the Internet (and possibly some 
local services) is granted either for a specific time period or until a 
timeout occurs). 

 
 



































http://www.surfnet.nl/innovatie/wlan/
http://www.cc.puv.fi/~teu/tino/
http://www.cc.puv.fi/%7Eteu/tino/tino-1.2.tar.gz%E2%80%9D%00
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