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What is it and what does it do?

A plug-in for the Shibboleth Identity Provider

For the end user
 shows attributes,

to be released
 requires user consent

For the IdP deployer
 force end users to agree to terms of use
 collect usage information on attribute release

and resource access
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Benefits

 Helps to implement data privacy protection,
provides auditability.

 User controls attribute release ➜ improves user acceptance

 Provides Kim Cameron’s 1st Law of Identity [1]:
 User Control and Consent:

“Technical identity systems must only reveal information
  identifying a user with the user consent.”

 It was a requirement for some Swiss universities
for participating in SWITCHaai.

[1] http://www.identityblog.com/stories/2005/05/13/TheLawsOfIdentity.pdf

http://www.identityblog.com/stories/2005/05/13/TheLawsOfIdentity.pdf
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Terms of Use

A user accesses a resource for the first time

 Show Terms of Use
(optional)

 User has to accept the
Terms of Use

 Versioning support,
as long as Terms of Use
do not change, the user
will not see them again
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• After the Terms of Use, show the attributes to be released to the resource

 The user can accept or
decline attribute release.

 If consent was given,
the user will never be
asked again as long as
the set of attributes for
this resource does not
change.

 The user may give a
global consent for all
subsequent attribute
releases.

Attribute release
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Reset approvals

 The user has the possibility to reset already given attribute release
consent or to disable the global release approval flag.
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Shibboleth 2
login process

http://www.switch.ch/aai/demo/

uApprove

http://www.switch.ch/aai/demo
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How it works - 3 Components

uApprove is a Java application,
with three components:

1. An IdP plug-in, to determine whether to invoke
uApprove

2. An application, which presents the views
(Terms of Use, attribute set, reset form) and
interacts with the user.

3. Persistent information store,
either a SQL database or a XML flat file
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Embedded within the Shibboleth components
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IdP integration

 The uApprove IdP plug-in implements the javax.servlet.Filter interface
 It is triggered on http requests and forwards to /idp/profile/*

Skip first request,
we need the principal

We have all information
to run the decision-flow
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Decision flow

Skip plug-in

Continue IdP flow
 fetch the principal if not yet known
 log provider access if configured
 return control to IdP

Post data to uApprove application
 put login context to the session
 handle isPassive rules
 post form with encrypted data:

 principal
 service provider
 attributes incl. values

Do we find
a clean

login context

filter case 1

Monitoring
only mode

Y

Spec.
AuthN class

configured but not 
provided N

Y

N

Y

Service
Provider

blacklisted

Y

Principal
unknown

N

N

Y

Reset
Approval

N
Y

Terms
of use

changed

global
approval

given

first
service provider

access

attributes
changed

N

Y

N

N

Y

Y

N

Y

N

Start state
End state

Decision state

filter case 2

How the IdP plug-in decides
when to invoke the
uApprove application.
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Information persistence and maintenance

 Users
 Principal
 Last accepted version of the ToU
 First access, last access

 Attribute release approvals
 User
 Service Provider or global approval
 Date and time
 ToU version
 Attributes excl. values

➜ User may delete his entry (reset approvals)

 Provider Access (optionally)
 Same information as attribute release approvals,

but users cannot remove it
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Features

 General
 Independent of authentication mechanism

 Deployment configuration
 Optional terms of use
 Optional global release approval flag
 Service Provider blacklisting

 Attribute release information
 Names and description in local language
 Hide specific attributes

 Audit log
 Provider access log provides usable usage statistics.
 Monitoring mode only
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Example usage statistics with provider access log

SWITCH Virtual Home Organization, last months
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Users & interested parties of uApprove

In Switzerland
 SWITCH incl. Virtual Home Organization
 University of Lausanne
 University of Fribourg
 University of St. Gallen

International
 Germany

 Stiftung Alfred-Wegener-Institut für Polar- und Meeresforschung, Bremerhaven
 University of Freiburg
 Bavarian State Library
 Leibniz-Rechenzentrum der Bayerischen Akademie der Wissenschaften, Munich
 University of Tuebingen

 Other European Countries
 University of Cambridge, UK
 Technical University Prague, Czech Republic

 USA
 Brown University, Rhode Island
 The Ohio State University
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Summary

Valuable Shibboleth Identity Provider plug-in

Retrieves user consent about attribute release

Straight forward to use
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Try it out

Online demonstration
 https://aai-demo.switch.ch/secure-uApprove/
 Username(s): demo[1..50]
 Password: demo

Website & Download
 http://www.switch.ch/aai/uApprove

https://aai-demo.switch.ch/secure-uApprove
http://www.switch.ch/aai/uApprove
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Advertisement: Shibboleth 2 Install Fest

• Three successful Shibboleth Install Fests
– June and July in Zürich
– August in Lausanne

• A further IdP & SP Install Fest
– Wed 21. - Fri 23. January 2008 in Zürich
– Registration at

http://www.switch.ch/aai/events/installfest-2009/

http://www.switch.ch/aai/events/installfest-2009

