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How will CSIRTs face a network breakdown ?
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Emergency BackupInfrastructuresfor CSIRTs

Background

whatever happenwe needto beableto keepin touch
thenetwork we useto keepin touchmight collapse
thusweneedanother(backup)network
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Emergency BackupInfrastructuresfor CSIRTs

Purpose of the project

To identify in general terms, the potential
threats to the European communication
infrastructure. To identify alternative methods of
communication that will enable information to be
passed between CSIRTs with experiment as an
objective.
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Emergency BackupInfrastructuresfor CSIRTs

Threat assessment

first thoughtsaboutsuchabackupinfrastructurecame
from thefearthatbothInternetand phonenetwork
collapseat thesametime;
we investigatedabouttheprobabilityof suchanevent.
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Emergency BackupInfrastructuresfor CSIRTs

Threat assesment : both phone and
Internet collapsed

it hadalreadyhappen...
becauseof physicalfailureduemainly to weather
relatedevents(storms,floods,tornados,blizzard,...)
or humanfailure(diggingthestreetandcutacable,
...)
at a local level (district, town, region, ...)
couldbesolvedat a local level (no needfor a
coordinationwith otherCSIRTs to managethe
outcomesof astorm...)
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Emergency BackupInfrastructuresfor CSIRTs

Threat assesment : whole Europe out
of network ?

while abreakdown canhappenin asignificantpartof
Europe,yetwe couldn’t defineascenariowherethe
attackwouldbesohugethatall meansof
communicationbetweenCSIRTs aredisabled
anyway if suchaproblemshouldoccur, thenCSIRT
coordinationmight asecondaryimportanceregarding
thesituation
your input is welcome
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Emergency BackupInfrastructuresfor CSIRTs

Threat assesment : without phone or
without Internet

ouranalysisis for themoment:
thethreatanalysisfor abreakdown of bothphoneand
Internetis to becontinued
a failureof phoneor Internetfor asignificantperiodof
time is farmoreprobable
we shouldstudyfirst how to reactto sucha risk
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Emergency BackupInfrastructuresfor CSIRTs

Alternative methods communication

Thereareknown solutionsto theidentifiedrisk :
phonefailure:

voiceover IP, ...
Internetfailure:

modems,...
But trustedintroducerdoesnot take into accountthese
contactinformation.
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Emergency BackupInfrastructuresfor CSIRTs

Proposal

identify standardbackupsolution
identify thebenefitandrisk of thesesolution
agreeoncommonprotocols
proposeanupgradeof trustedintroducerinformation
ongoingprocessof threatassesment
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