Planche 1

~N~No b wNBE

Backupnetwork for incidentresponse

Backup network for incident response
How do face network breakdown ?

PurposeofaCERT . . . ... ........
Howdowework? . . . ... ........
Sampleof contactinformation . . . . .. ..
Singlepointof failure
Probabilityof suchanattack . . . . . .. ..
Needfor abackupnetwork . . . . . . .. ..
Requirement$or a backupnetwork

Gilles ANDRE
gilles.andre@erta.ssi.gouv.fr

CERTA
2 8
3 9
‘5‘ 10
6 11
7 12
8 13

Candidatesolutions. . . . . . ... ... .. 9
A Radionetwork for EuropearCSIRTs . . . 10
Areweradiohobbyists? . . . . .. ... .. 11
A network dedicatedo CSIRTs . . . . . .. 12
Constraints. . . . . .. ... ... ... 13
Youropinioniswelcome. . . . . ... ... 14



Planche 2

Purpose of a CERT

Backupnetwork for incidentresponse

= Coordinationof incidentresponse

= Vulnerabilityadvisories
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How do wework ?

Backupnetwork for incidentresponse

our job is to respondo incidentsinvolving our
consituenyg;

if anincidentinvolvesotherconsituencieshen:
» we haveto warntheseCERTs

= by mail
m or fax

= by phone
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Sample of contact information
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= Constituency

Type of constituency Government related

Description of constituency French administration community:
Allfrench public offices and services as well as local territorial
offices

Internet domains and/or IP address " gouv fr (kernel constituency),

ranges "

Country of constituency France

— Team Contact Information

Public VWWW server http: i certa ssi.gouv fr (french only)
Email address certa-svp@certa ssi.qouv.fr

Regqular telephone number +33141462523

Emergency telephone number +33 1 717583 00 (french speaking)
Facsimile number +33141463701

Other telecommuncation facilities

Postal address SGDN/DCSSICERTA

51, boulevard de Latour-Maubourg
75700 Paris 07 SP
France

= Business Hours

08:30 to 18:30 Monday to Friday (GMT+1, GMT+2 with DST)
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Single point of failure
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trend : convergenceof dataandvoice networks;
thesamenetwork will be usedfor everything;
thus,if the network suffersa successfuattack,we cant

solve theincidentbecauseve canneithertalk nor send
mail to eachother
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Probability of such an attack
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Prophetfhasbeenannouncinguchanattackfor years,

but ...
... we have never seensuchattacks

Is suchanattackpossible?
thereis muchdebateaboutit.

your opinionis welcome.

If we believe thatsuchanattackcouldhappenywe have
to anticipateto minimizeits outcome.

In thefollowing slides,| have madethe assumptiorthat
onebelievesin suchanattack.
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Need for a backup network
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whateser happernwe needto be ableto keepin touch
the network we useto keepin touchcouldcollapse

thuswe needanotherbackup)network



Planche 8

Requirements for a backup network
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mandatory theserequirement®UST befulfilled
we needa physically differentnetwork (to getrid of
the corvergenceeffect)

we needa network thatcoversour groupsi.e.
Europewith aratherloosedefinition of what
Europeis)

important theserequirementsrenot strictly necessary
but bringscommonsense
the network shouldbecheap

the network shouldbe basedon proventechnology
(we do notwantto fund a big studyon emegent
technologies)
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Candidate solutions
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CSIRT teammembergphysically meeting(how dowe
know whereandwhento meet?)

RFC1149: IP datagram®n Avian Carriers:-)
snailmail : efficient, known, cheapbut slow

satellitetelephongwill CSIRT actvities bea priority
whensatelliteresourcedecomescarce?)

radionetwork
| will now emphasizen radio network
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A Radio network for European
CSIRTs

Backupnetwork for incidentresponse
memberof the network on avolontarybasis

basedn pacletradio (amateuradioor HAM hadbeen
usingthistechnologyfor years)

HF is necessarpecausef distances
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Areweradio hobbyists?
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amateuradiois very strictly reglemented
it is meantasa hobbydesignedo improve technology

exchangeshouldbelimited to technical(radio)topics
exchanges should be clear

amateuradiois donebetweendentifiedpeoplewho
acquiredalicense

We obviously cannotuseradiofor CSIRT purposeas
hobbyists.
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A network dedicated to CSIRTs
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mostcountrieshave somekind of “National Ageng for
Frequenciesto allocatefrequenciegor thosewho need
one

licenseseemsnotto be mandatorywhenradiois done
betweerorganisatiorandnot people

It is easierto askfor afrequeny whenyou arean
alreadybuild organisation

Is TF-CSIRT theright bodyto doit ?
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Constraints
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it is easyto “sniff” aradionetwork, cypheringwill be
mandatoryfor any exchange

we needto ensurehatcypheringis allowedin every
participatingCERT countries

bandwidthof radionetworksis ratherlow (we cant
expectmorethan300Bytes/s betterratescannotbe
guaranted)this limits the useof the network to mere
mail exchange

radionetwork depend®n propagtion(i.e. some
momentsarebetterfor communicatiorthanothers)

is therestill ary freefrenqueng availablein each
involved countriesthatcoversall Europe?
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Your opinion iswelcome
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Is thethreatof network breakdaevn probablein a
forseeablduture?

Is aradionetwork the appropriateanswer?

Is therea betteranswer?

Who shouldbe partof sucha network ?

Who shouldlead(in theradiomeaning)he network ?

Who pays?
Proposal : creationof a working group within TF-CSIRT
dedicatedo defineand experimentan appropriatebackup
network for EuropearCSIRTSs.

14



	Purpose of a CERT
	How do we work ?
	Sample of contact information
	Single point of failure
	Probability of such an attack
	Need for a backup network
	Requirements for a backup network
	Candidate solutions
	A Radio network for European CSIRTs
	Are we radio hobbyists ?
	A network dedicated to CSIRTs
	Constraints
	Your opinion is welcome

