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Purpose of a CERT

Coordinationof incidentresponse

Vulnerabilityadvisories
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How do we work ?

our job is to respondto incidentsinvolving our
consituency ;

if anincidentinvolvesotherconsituenciesthen:
we have to warntheseCERTs

by mail

or fax

by phone
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Sample of contact information

4



P
la

nc
he

5

Backupnetwork for incidentresponse

Single point of failure

trend : convergenceof dataandvoicenetworks;

thesamenetwork will beusedfor everything;

thus,if thenetwork suffersasuccessfulattack,we can’t
solve theincidentbecausewecanneithertalk nor send
mail to eachother.
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Probability of such an attack

Prophetshasbeenannouncingsuchanattackfor years,
but ...

... we haveneverseensuchattacks

is suchanattackpossible?
thereis muchdebateaboutit.

youropinionis welcome.

If we believe thatsuchanattackcouldhappen,we have
to anticipateto minimizeits outcome.

In thefollowing slides,I havemadetheassumptionthat
onebelievesin suchanattack.
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Need for a backup network

whatever happenweneedto beableto keepin touch

thenetwork we useto keepin touchcouldcollapse

thuswe needanother(backup)network
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Requirements for a backup network

mandatory theserequirementsMUST befulfilled
we needa physically differentnetwork (to getrid of
theconvergenceeffect)

we needanetwork thatcoversour groups(i.e.
Europewith a ratherloosedefinitionof what
Europeis)

important theserequirementsarenot strictly necessary
but bringscommonsense:

thenetwork shouldbecheap;

thenetwork shouldbebasedonproventechnology
(we donotwantto fundabig studyonemergent
technologies)
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Candidate solutions

CSIRT teammembersphysicallymeeting(how dowe
know whereandwhento meet?)

RFC1149: IP datagramsonAvianCarriers:-)

snailmail : efficient,known, cheapbut slow

satellitetelephone(will CSIRT activities beapriority
whensatelliteresourcesbecomescarce?)

radionetwork

I will now emphasizeon radio network
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A Radio network for European
CSIRTs

membersof thenetwork onavolontarybasis

basedonpacket radio(amateurradioor HAM hadbeen
usingthis technologyfor years)

HF is necessarybecauseof distances
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Are we radio hobbyists ?

amateurradiois very strictly reglemented:
it is meantasahobbydesignedto improve technology

exchangeshouldbelimited to technical(radio)topics

exchanges should be clear

amateurradiois donebetweenidentifiedpeoplewho
acquireda license

Weobviouslycannotuseradiofor CSIRT purposeas
hobbyists.
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A network dedicated to CSIRTs

mostcountrieshavesomekind of “NationalAgency for
Frequencies”to allocatefrequenciesfor thosewho need
one

licenseseemsnot to bemandatorywhenradiois done
betweenorganisationandnotpeople

It is easierto askfor a frequency whenyou arean
alreadybuild organisation

Is TF-CSIRT theright bodyto do it ?
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Constraints

it is easyto “sniff ” a radionetwork, cypheringwill be
mandatoryfor any exchange

we needto ensurethatcypheringis allowedin every
participatingCERT countries

bandwidthof radionetworksis ratherlow (we can’t
expectmorethan300Bytes/s,betterratescannotbe
guaranted),this limits theuseof thenetwork to mere
mail exchange

radionetwork dependsonpropagation(i.e. some
momentsarebetterfor communicationthanothers)

is therestill any freefrenquency availablein each
involvedcountriesthatcoversall Europe?
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Your opinion is welcome

Is thethreatof network breakdown probablein a
forseeablefuture?

Is a radionetwork theappropriateanswer?

Is thereabetteranswer?

Who shouldbepartof suchanetwork?

Who shouldlead(in theradiomeaning)thenetwork?

Who pays?
Proposal : creationof a working groupwithin TF-CSIRT
dedicatedto defineandexperimentan appropriatebackup
network for EuropeanCSIRTs.
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