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Introduction to DK-
CERT Vulnerability
Database

By Peter Rickers and Mikael Stamm
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Fundamental Idea
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e Securing of networks, in-house and externally

e Savings for the costumers

« Making admission to the correct information more
effective

e Maximum utilization of resources
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Target Group
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 The data base has primarily been constructed for the
Danish Research Net, but suitable for the Danish School
Net (Sector Net), government institutions, and certain
private sector.

» 4500 potential costumers.




UNIeC

Overview
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e Basic concepts

e Administrating the system

 From the users point of view




Basic Concepts

MS Mail 2

MS Mail 1 {}
~_~

Distributors

CC-CERT 1

Advisories

Ciscoweb 1

~~

UNIeC



UNIeC

Basic Concepts %
=

MS Mail 2
MS Mail 1 {} %
{} Ciscoweb 1 Web sites
CC-CERT 1
Distributors ﬁ
Q D)
i\\(mWarring (9 ) D D ﬂ D D ﬂ
mm) * Warring Costumers

Advisories




UNIeC

Basic Concepts %
=

MS Mail 2

MS Mail 1 {} %
{} Ciscoweb 1 Web sites

CC-CERT 1
Distributors

Q
e rap)oor
e *Wamng Category Costumers
*Warnng
- Advanced Category ﬁ
user Super (Costumer)
\@\ user
— fegch
@_\ Language Private
Advisories Status

Customer types




UNIeC

The Administration System
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e Advisories administration
 Edit contents
o Categorize
e Control appearance on site

e Customers administration
» General preferences
o Categorize
o Users administration
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Contents of an Advisory

e New advisories from
e mall
 web harvest
o staff
« Title/description pr type

« Damage level, date

e Links

ediger efter type - Microsoft Internet Explorer =] 3]

Fle Edt Yew Favortes Tools Hsip ﬁ

bk + = - (@D 8 A Disearch GlFavorites  (HHistory | B Sb

Address I@ http:ficzdit. vhostipz, huging. webhatel.net uni-c. dkfperlfadminsystemf AdminSystemPesult  cgi j a0

|Unks @]0Reily  @]2von #5L Tutorial &) Vitslisten! &) UserFriendly  @]0ibert &1BugzilaWe @METAFAQ @]CERTBugzlla @]CU5Book 4]ASCII - 150 8858-1 Table with HTVL Entity Names

Advarsler
Rediger efter type

0000-00-00 Unparsed - from ' [SS Customer Relations <bpq@iss.net>' - subject ' [Xpress] Internet Scanner X-Press Update 6.10 is Now Available!”

engelsk Brug Default Default
Titel: r |Unparsed -from ' 135 Customer Relations <
Beskrivelse: = Internst Scenner X-Press

Update 6.10 iz now availsble

from the ISS

Download Center:

http://wuw. iss.nec/download/ .
Internet Scanner XPU 6.10
contains 24 new checks and
n fixes for 16 existing checks.
XPU 6.10 focuses

on Oracle Application Server
and Windows XP.

PROTECTION BENEFITS

Ll - Operating Environment Ll

Data: 0000-00-00

Datoformat: §388-mm-dd
vurdering: [ o =«

CVE/CAN: oool

non

Links: | My H Rediger H Slat || Aben ‘

vejledning:
GEM: Gem den nye advarsel
TILBAGE: Tilbage til oversigt over advarsler

|
4

@] Done [ @ meerner
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Category for an Advisory
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4} Advarsel - Aktuelle kategorier - Microsoft Internet Explorer 5 =13l x]
J File Edit Wew Favorites Tools  Help ﬁ
J GBack + = - @ () 3| Qoearch [EFavorites (BHstory | BN~ S e
J Address I@ htkp:ffc2dik, vhostipZ, huging.webhotel . net,uni-c, dkfperlj adminsystem/ ddmin3ystemResult, coi? action=Advisor yMaskE dit LiskBaid=360 j .5>Go
[ ] B u n C h Of m aS kS |tinks @&)oReily  @]2von sl Tutorial  &]witslistent @ ]UserFriendly  €]Dibert €)Bugzlla WG E]METAFAG &]CERTBugzlla )CSBook @)ASCII- IS0 8859-1 Table with HTML Entity Names
Advarsler -

Aktuelle kategorier

]
. M al I I g ro l l p 0000-00-00 Unparsed - from ' 185 Customer Relations * - subject ' [Xpress] Internet Scanner X-Press Update 6.10 is Now Available!"

My

dicrosoft Exchange ™

Ex: Server software s

Fortryd req

e OSinfo

. | Forrige H Maste || AnnuHer|
Ex: Windows, :

Hovedkategori

Operativaystem
PreEdit
1)
Serverprogrammel
Sikker kommunikation

*
Type Yersion Patch
e A IN fO Ui =
L] Unigys 2000
Unizfare 2000 Acvanced Serer
RIS 2000 Datacenter Server
Ex: Exchange server
. 7 YWirex Irnmunix 05 x| |2000 Server =l
2000 Nawn ¥ersion Patch
! Wicrasoft Acces =
Microsoft DMNS Server 2000
* Microsoft Excel —! |55

sl

/@] Done l_l_le Internet
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Status for an Advisory

 Represent “life cycle” of the advisory
 New advisory
 Still in preparation
 Ready — but not approved
* Online on site

e Status for each customer type

UNIeC
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Customer

* Defines users view on the system
* Type — information “language”
e Site — general layout

e Customer groups
e Overview in the administration system

e Users — interaction with the system

Categories — reflects interest areas

12
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Users

« Users have the following information:
e Username and password
« Name and title
 Email and mobile phone number

* Provide
e Login to the web interface
* Notification messages from the system

UNIeC

13



A
—
-
ad
LL
O
=
=
=

UNIeC

The System from the Users Point of View

 Private area on the website for each costumer
 Menu for changing own preferences.

« Navigation in the advisories — based on own categories
(interest areas)

e Advisories ...

14



elkommen til DK «CERTs sikkerhedsprodukt - Microsoft Internet Explorer o ] |

J File Edit “iew Favorites Tools  Help ﬁ UN I . c
J = Back ~ = - @ @ ) | @58&"’['1 (3] Favorites @History ||%- =N

J Address @ http:,l',l'czdkl:.vhu:ustipz.huginﬁ.wehhntel.net.uni-c.dk,l'|:uerIIl'u:ustomersystemIOutputSystem.u:gi?actinn=Shu:uwF‘age&tempIate=tempIates,I'CustnmerSystemll'Frnntpage.htmlj f‘)GD
|Unks @]OReily @]Zvonwsl Tutorial  @]vitslister! @& ]UserFriendly @&]Dibert @]BugzilawG @]METAFAG &]CERTBugalls  @&]CYS Book 22

DKeCERT ————————————————————

Danish Computer Emergency Response Team FORSIDE | LOGIM SOM SvSTEMEIER | WvHEDER | ARTIKLER | WEILEDMIMGER | KOMNTAKT | AMMELD | OWERSIGT

ABONMEMENTSYDELSER

Seneste sirbarheder »

Demo Customer

Systern Developer Peter Rickers
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Rediger indstillinger #
Seneste sndringer | produktlisten: 22/05-2002 ki, 17:59:51
Anmeld en sikkerhedshandelse b

NYHEDER

Sperg DKeCERT b

Eﬁgfz:ﬁn UL\JI-E vejledning til sarbarhedsdatabasen #

Et sterre antal servere i Danmark er blevet hacket
Et sterre antal servere | Danmark er de seneste dégn blevet hacket af
uvedkommende ved udnyttelse af kendte sarbarheder | SSH, #

Gone(r) virusform

Der er konstateret en ny orm og den ses i stort antal | Danrmark,
ormen er meget destruktiv, da den aktivt sgger efter en mangde
programmer - af sikkerbedsmazssig karakter - og sletter derm, for selv
at f2 frit riderum. »

BadTrans ¥irus/fOrm

Denne virus er en e-mail-orm, der tilsyneladende rammer danskere |

stort omfang. Den anretter, sa widt vides i skrivende stund, ikke skade
o Q - - - = =

pa data pa inficerede systemer, men kan til gengeeld smitte maskiner

abne for en =&ldre MIME-sdrbarhed, »

Flere nyheder ... b

| K

& l_ l_ | Internet
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elkommen til DK«CERTs sikkerhedsprodukt - Microsoft Internet Explorer

J File Edit Miew Favorites Tools Help

=10l x|

J = Back ~ = - @ @ ) | @58&"’['1 (3] Favorites @History ||%- =N

J Address @ ukSyskem, cgitaction=5howP agedMain=ServerprogrammelfOs=windowsaapplication=M53:20I15&kemplate=templates ¥ 2FCustamet System3:2F advisoriespage. html j f‘)GD

|Unks @]OReily @]Zvonwsl Tutorial  @]vitslister! @& ]UserFriendly @&]Dibert @]BugzilawG @]METAFAG &]CERTBugalls  @&]CYS Book

x>

DKCERT

Information for Peter Rickers, Demo Customer

MS Commerce Server b
Microsoft %ML Core Service b
Microsoft Outlook
SMMP b

telnet »

Interix »

iFlanet Webserver »
QormniHTTPd B

Metscape Webserver b
PRTP »

SH39 Mailserver b
Oracle b

Cisco CallManager »
FTGate Mailserver b
Microsoft Office

SaL b

FormMail #

Danish Computer Emergency Response Team FORSIDE | LOGIM SOM SvSTEMEIER | WvHEDER | ARTIKLER | WEILEDMIMGER | KOMNTAKT | AMMELD | OWERSIGT

4 TILBAGE TIL SYSTEMEJER FORSIDE

Fortolkere:
windows b M=z IIS P 2002-04-10 MS02-0158 Flere sdrbarheder i
Operativsystem: CheckPoint Firewall-1 » Microsoft IIS »
Windows » Microsoft SQL Server b 2002-03-06 IIS returnerer IP adresser i HTTP
Serverprogrammel: EFTP » headeren »
Windows Microsoft Internet Explorer b 2002-03-06 Sarbarhed | WinNT sikkerheds
Sikker kommunikation: Iklke angivet ¥ politik »
Windows b WaliCert Enterprise Wa » z00z-02-27 Sarbarheder i PHP program til
Yirus: Microsoft Exchange » webservere k
Windows » Apache » z2001-12-22 Sirbarheder i 115" hindtering af
PHP # session ID cookies B
Mone » Z001-05%-03 Svaghed i ISAPI Extension for 115

5.0 Server b

Flere advarsler »

=

l_ l_ | Internet

| K
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2} Advarsler - Microsoft Internet Explorer =10l x|

J File Edit Wiew Favorites Tools  Help ﬁ UN I . c
J sHBack ~ = - @ @ ol | @SEarch [3e] Faworites @Histnrv ||%v =N ‘]

J Address I@ stip2.hugin6.webhotel.net.uni-c.cII<,|'|:|erI,I'custnmersystemIOutputSystem.cgi?actiu:un=ShnwPage&aid=564&l:em|:|Iate=tem|:|Iates%2FCustu:umerSystem"fozFadvisnry.htmlj f\)GD
|Unks @]OReily @]Zvonwsl Tutorial  @]vitslistern!  @]UserFriendly @]Dibert @)BugzilawG @]METAFAQ &]CERTBugails  @]CYS Baok 2

DKeCERT ———————————————————

Danish Computer Emergency Response Team FORSIDE | LOGIN SOM SYSTEMEJER | MYHEDER. | ARTIKLER | WEJLEDNIMGER | KOMTAKT | AMNMELD | OWERSIGET

11§ returnerer IP adresser i HTTP headeren LINKS

Beskrivelse af IIS Authentication »
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Dato:

Z2002-03-06 Microsofts beskrivelse af s3rbarheden »
Yurdering: wderligere oplysninger k

Mellem

Beskrivelse:
En sarbarhed i 115 medfdrer, at Current-Location kan angive interne IP adresser, som normalt er
gemt eller maskeret bag en Metwarl Address Translation (NAT)Y Firewall eller proy server,

wed brug af statiske HTML sider, fx. Default.htm, tilfgjes en Content-Location header il svar p3
forespergelser. Som standard | Microsoft Internet Information Server {IIS) angiver Content-Location
IF adressen pd serveren istedet for hostnavnet eller domasnet (FQDMY,

1IS 5.¢ 0g 4.0 er sirbare, hvis 'Basic authentication' er aktiveret,
Lgsning: Microsoft har angivet falgende vejledning til at forhindre afslgring af interne IP adresser:
Microsoft advarer imod forkert brug af Adsutil.vbs filen. Brug af filen er pd eget ansvar,

Ebn en kommando promt og angiv stien til adminscripts (Denne kan vere forskellig afhangigt af
den enkelte installation): cNinetpubhadminscripts (IIS S.x) chwinnthsystermn3 2hinetsrvhadminsamples
(115 4.0)

Kgr kommandoerne: adsutil set w3svc/UseHostMame True net stop iisadmin /vy net start w3sye

Istedet vil IS serveren nu bruge en maskines hostnawn,

I

|&] Done l_l_la Inkernet
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; Kundesystem - Tekniske kontaktpersoner - Microsoft Internet Explorer

Rediger indstillinger

Tekniske kontaktpersoner

Demo Customer

UserID: |newpr

Fornawvn: IPeter

Efternawvn: |Ricker5

Titel: ISystem Developer
E-mail: |Peter.Rickers@uni—c.dl-

Mobiltlf/SMs: [22245511

Nyt password |

Gem | | Annuller

=10/

¥Yejledning:

Foretag de @nskede sndringer og tryk
gern.
SMS er en forsggsordning.

UNIeC
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<} Kundesystem - Kategorier - Microsoft Internet Explorer E o ] 24
Rediger indstillinger &
Kategorier

Demo Customer

“htindows S
*Fedhat Linux7.0 - i586/4/Samba* M
“Riedhat Linux7.0 - i5864Apache/1.3.24/*

Rediger
Kopier

Slet

Tilbage ) y ]
Printervenlig version

¥ejledning:

I boksen vises de systemer, der er registreret | databasen, pa formen:
Hovedkategorifoperativsystem/version/patch/application/version/patch

Patch dzkker over sdvel patchniveau, servicepack og hotfix,
* hruges, nar du iklke gnsker at specificere (*="alt")

Tryk ny faor at tilfgje kateqgaori,

Marker en kategori og tryl rediger for at redigere en eksisterende
kateqari.

Marker en kategori og tryl; kopier for at oprette en kategori, der er
nasten identisk med en eksisterende. Marker den nye kategori og tryk
rediger,

Marker en kategori og tryk slet for at fierne en kateqgaori, der ikke
lezngere er aktuel,

UNIeC
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Features and Functions

« SMS and Email notification (new/changed advisories)

e Generating email lists

e Logging of category changes

« Easy overview of customers due to the grouping concept
e Search on many criteria Iin the administration system
 Add CVE/CAN number to advisories

e Add Protocol and Port number to advisories

* Report system for statistical information

20
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Questions ??7

UNIeC
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