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A bit of history

CERT Polska founded in 1996 as CERT NASK

NASK (Research and Academic Network in Poland)
administers top-level domain .pl

CERT was to handle security incidents for this
domain -

Joined FIRST in 1997 as a full member <

Known as CERT Polska since 2001 ‘;%
»»;dm

TERENA TI Level 2 since November 2001

ER

POLSKA



Who are we?

= A virtual” CERT until 2000

= Now a team within NASK structures separated from the internal
security team

* Three people directly assigned to CERT backed with support of
NASK engineers when needed
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Our goals

» providing a single, trusted point of contact in Poland
for the NASK customers community and other
networks in Poland to deal with network security
Incidents and their prevention

* responding to security incidents in networks
connected to NASK and networks connected to other
Polish providers

= providing security information and warnings of
possible attacks cooperation with other incident
response teams all over the world
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What do we do?

Handling internal incidents

NASK is one of major Polish ISPs, connecting
plenty of academic and governmental institutions

CERT regqisters internal incidents reported by IDS
systems, third-party or in any other way and
coordinates their handling

Close cooperation with NASK’s security team and
other teams

Lack of shared ticketing system
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What do we do?

So far, CERT Polska is the only Polish CSIRT
active on international arena.

e We act as a contact point to other providers and
their security teams or CSIRTSs

e we are widely recognized and respected in
Poland by providers and other institutions as
trusted point of exchange of information

« we register all incidents involving Polish networks
reported to us

* however, most incidents are handled by other
providers’ own CSIRTs
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What do we do?

Education: http://www.cert.pl/
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What do we do?

Education: conferences and seminars: SECURE

major annual two-day event organized by CERT Polska and
NASK with great support from leading technology and
methodology providers.

guests from both Poland and abroad are invited to give
speeches on various aspects of IT security (Tenn Nijsen,
Damir Rajnovic, David Crochemore, Rob Thomas, lan Cook
to be mentioned)

traditionally, two parallel blocks (for managers and
technicians) are held

great place to learn and establish contacts for many

popularity of the event grows every year, attracting more
than 100 people
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What do we do?

Close cooperation with governmental
Institutions leads to plans for CERT Polska to
play an important role in securing critical
country infrastructure.

CERT Polska would act as an information
exchange point and knowledge base.

= March 2002: Conference on Protection of
National Critical Infrastructure - David Parker
sharing his experience from UNIRAS
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Who do we work with?

» Colleagues from NASK

= | aw enforcement:

 actively supporting each other on conferences and
seminars, both organized by CERT Polska and
the Police

« knowledge base and expertises

* Inspector General for the Protection of
Personal Data
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Who do we work with?

Other Polish CSIRTs

* Polish Telecom (TP S.A. Abuse Team)
 AsterCity.net
* POL34-CERT
e and others...

Quality of these contacts varies
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How do we do It?

» Automated processing, as far as possible
 CodeRed, Nimda
o Klez
o SpamCop notifications
e Spam
» Manual processing with Windows application

* Web interfaces for fast lookup in all
databases
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How do we do It?

"Subject: \[SpamCop

/

store new information in existing record

G

NO

Was last occurence more than a month ago~

First occurence of this IP?
YES

YES

look up WHOIS databases

v

create a template for automated registration

v

send a note on new report from SpamCop

v

manual data verification,
half-automated registration

v

Regular manual incident handling
procedures
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How do we do It?

Manual processing: self-developed Windows

s e
I Ele Edit Window Help

=5 6|5 4

application:

“Features:

—CERT Polska

Spraw

5 Mowa

Murner spraw) Prayimujzcy zgkoszeni Data zghoszeni
( G |7|\renausz Paratjariozik =l |7 2002-04-29 a—|

Data rejestrac
|7 2002-04-29

o —Zgkaszige
Organizac Imig | Mazwizka emait
Raport: B
ey | “privata |7|Adriar\ Fomalczk | “adlian_l@pnnzta fm ‘ 5B ko]
M Lista | Foszkodowan|
. Organizac Imig i Mazwiska email artaky]|
I Szukaj “pnvate |7|Adnan Fornalczpk, | “adnan_l@poczta.fm ‘
Remaincier Ataian

Kantakty

"Drgamzaciz—‘ "\mia i Mazwisko

"Emnil

‘ = Kontak

System zastakowany |

l—
l—
05: l—
GMT l—

Metmaska:

Hostrame:

System atakujac

|'Dala I0ZpOCZECia |

P [a17.3985.180 20020408
Metmaska: I Data zakorficzen
Hostname: |2D”2'”“'DB

—

Data wpkryci

IZUUZ-U4-27

llogc 2aatskawanych hostd

i~ Opis spra

proby polaczen na port 80 - prawdopodobnie
TPS&

codered b nimda - wpslano do = |

=

1
Datas/godzina modylik acj
|7 2002-04-29 16:24:11

[ Attacker

Too ulnerabilit ction— | Target— p Objectives |
£ Hackers | ¢ Physattack | © Design @ Probe  Account 1 ChallandeStartT hiill
" Scan 1 PoliticalGain

£ Spies " InfeExchange| © Implemetation C Flood | & Frocess 7 FinancialGain
" Terorists ; UseiComm " Configuration r(: g«;léhaesgl ~ Data Stalu::::u:em
" CorpRiders| ~ Sy | UnauthResult | ( Shoof | ¢ Component | & Ooa”
& (i Autatgent | ¢ incieasedbiocess | Read [~ oo 0| € Close

TOP-Am | Toalki " Disclosurelnfo " Copy omputer | Handuo
" Vandals | ¢ DistrTool € Cormuption (" Steal  Metwark Ty

 Dos " Modify

 Voyeur " DataTap " TheftResources | (" Delete | ¢ Intemetwork =

ol

<

> |

m |

!§ Edycia
E Zapisz
 Close

5; Dziennik.

59

59 Y

management

built-in contacts database

e pasic reports and statistics

e reminders

 SQL lookup front-end

Under permanent development
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Number of icidents

CERT Polska Statistics — 21/05/2002
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Amount classes

CERT Polska Report 2001

How many computers are attacked during a single
Incident?

34%

54%

0% 10% 20% 30% 40% 50% 60%

Per cent

ml m2-254 m255+ 1+
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What is attacked?

m2,4%

m1l,1%

25,1%

0%
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Most frequent attacks

46,4%
17,1%
13,9%
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Who reports to us?

9,6%
38,7%
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Who attacks?

11,3%

10,0%

56,5%

0% 10% 20% 30% 40% 50% 60%

B Education BISP B Commercial Known IP, Unknown Branch  Undetermined




Questions?

Comments?

iInfo@cert.pl
phone: +48 22 523 1274
fax: +48 22 523 1399
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Thank you!
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