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OLD GARR-CERT Presentation

... I do not know who was the first to present 
GARR-CERT

... And I do not have that presentation, nor any 
presentation at all

Since my duty is to make an «update»

... I added a general (but detailed) description of 
GARR-CERT (next 14 slides), but I’m not going to 
explain them in this speech

Read it if interested!

(Or go to page 17)



GARR Presentation (before update)

GARR (whose acronym means "Gestione Ampliamento Rete Ricerca" - "Research 
Network Widening Management") is composed by all subjects representing the 
Italian Academic and Scientific Research Community. GARR activities are ruled 
by Consortium GARR and operationally by Consortium GARR Management. 

The main institutional tasks of GARR towards its own Community is: 

to implement and to manage the networking interconnection service and the 
interconnection service to the other european and worldwide Research networks and 
to Internet in general; 

to supply operational and application networking services; 

to support the coordination and collaboration among the Research activities (national 
and international level) via telematic services, including the research and 
development in telematics itself; 

to support the dissemination, the information update and the exchange of 
knowledge in telematics, also organising Workshops and Courses.
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GARR-CERT Presentation

Mission Statement:

• to assist the users of the GARR Network in 
implementing proactive measures to reduce the 
risk of computer security incidents;

• to assist the users of the GARR network in 
responding to such incidents when they occur.  
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GARR-CERT Presentation

� Constituency: The GARR-CERT constituency is the 
community of the users of the GARR Network, the Italian 
Academic and Research Network.

� Sponsorship: GARR-CERT is an operative service of the 
GARR Network.

� Authority: GARR-CERT operates under the auspices of 
the GARR members and the supervision of the GARR 
management.

� In case of missing support from the local APM, it has 
authority to obtain from GARR NOC the filtering of the 
involved node(s) on the GARR network border routers.  
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GARR-CERT History

Foudation: 

� The GARR-CERT was formally founded in 1st

of March 1999

• GARR-CERT is a Level 2 Team of Trusted 
Introducer since 1st if January 2001
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GARR-CERT Policies 1/2
Types of Incidents and Level of Support

GARR-CERT is authorized to address all types of computer security incidents that 
occur at nodes connected to the GARR network.

The level of support given by GARR-CERT will vary according to the severity of 
the incident and the GARR-CERT's resources at the time. Every effort will be 
done to give some response within one working day. No direct support will be 
given to end-users, as they are expected to contact their system administrators.

GARR-CERT expects that the APM of the sites involved in security incidents will 
cooperate in the resolution of the problem.

The incident handling procedure, which, in extreme cases, will lead to filtering 
the compromised node(s) on the GARR network border routers -- as approved 
by the OTS GARR -- can be found at (in Italian): 
http://www.cert.garr.it/incidenti.php3

GARR-CERT is committed to keeping its constituency informed of potential 
vulnerabilities, possibly before they are actively exploited. 
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GARR-CERT Policies 2/2

Co-operation, Interaction and Disclosure of Information:

GARR-CERT, unless explicitly authorized, will not divulge the 
identity of nodes victims of computer security incidents.

Communication and Authentication:

Telephone and unencrypted e-mail are considered sufficient 
for the transmission of low-sensitivity data. If it is necessary 
to send high sensitivity data by e-mail, PGP will be used. 
Network file transfers will be considered similar to e-mail for 
these purposes
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GARR-CERT WorkFlow 1/3
1- When GARR-CERT receives a report about an incident, it verifies that at least 
one of involved entities belongs to its own constituency. If this is not the case, 
then GARR-CERT tries to forward the message to the appropriate external 
CSIRT. 

2- GARR-CERT assigns an unique id number to the incident, and sends a report 
to the local Access Point Manager (APM), the manager of the router connecting 
the involved site to the GARR Network. The APM is also asked to forward the 
information to the local people involved. In this communication GARR-CERT 
specifies the maximum time allowed to solve the problem.

GARR-CERT then replies to the entity that signalled the incident, sending a first 
report which includes the assigned id.

In case of particularly severe issues, e.g. those with penal relevance, the 
communication sent to the local APM will also includes a formal invitation to 
filter out the involved node without further confirmation request, in case the 
problem cannot be solved within the time limit specified. A copy of this message 
will be also be sent to GARR-NOC (the Network Operations Centre). In this case 
we proceed to step 5. 
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GARR-CERT WorkFlow 2/3

3- If the incident is solved within the requested time frame, we proceed to step 
9.

4- If the incident is not solved within the requested time frame, GARR-CERT 
asks the local APM to filter the involved network/computer/service on his/her 
local router. In this notification GARR-CERT indicates the maximum time allowed 
to the APM for the action. 

5- If the APM acts within the time limit, we continue with step 8

6- If the local APM does not act within the requested time, GARR-CERT sends 
to GARR-NOC the request to filter the involved network/computer/service.

If the deadline for the filtering action was outside GARR-CERT working hours, 
GARR-NOC will proceed without the GARR-CERT formal request.

7- GARR-NOC install the filters as requested and notifies GARR-CERT
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GARR-CERT WorkFlow 3/3

8- GARR-CERT verifies that the network/computer/service causing the problem 
is filtered and sends a report of "neutralized problem" to all the involved parties.

9- When the local people communicate that the problem is solved, GARR-CERT, 
after a successful verification, sends a request to remove the applied filters to 
the local APM or GARR-NOC. Then GARR-CERT sends a communication of 
"problem solved" to all the involved parties and it closes the incident. 

The maximum allowed time for solving the problems are as follows:

* open mail relay: 3 days;

* Nodes that are source of hostile actions (port scan, attacks, etc.): 1 day;

* Nodes used for DoS attacks: 5 hours.

* Incidents with penal relevance: 4 hours. 
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GARR-CERT Services 1/3

Incident Response:

GARR-CERT will help system administrators of nodes 
connected to the GARR network in handling computer 
security incidents. In particular:

* investigating the nature and extent of the incident;

* determining the initial cause (e.g. Vulnerability 
exploited);

* keeping contacts with other sites involved;

* reporting to other CSIRTs;

* helping in removing the vulnerability. 
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GARR-CERT Services 2/3

Proactive Activities:

GARR-CERT coordinates and maintains the following 
services to the extent possible depending on its resources:

* mailing lists.

* auditing services;

* dissemination of information about vulnerabilities and 
recommended security measures;

* testing and developing security tools. 
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GARR-CERT Services 3/3

Certification Authority:

GARR-CERT coordinates and maintains the GARR 
Certification Authority and SCS Registration Authority to 
provide:

* GARR-CA Personal Certificates;

* GARR-CA Server Certificates;

* TERENA Server and e-Science Server Certificates (TCS)

* TERENA Personal and e-Science Personal Certificates
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GARR-CERT People

Leader: 

Roberto Cecchini

Operational (4FTE):

Barbara Monticini (CA and AAA)

Andrea Pinzani (Incident Response)

Maria Sole Scollo (Incident Response)

Simona Venuti (NetFlow & Research)
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How to reach GARR-CERT

Web Server: 

http://www.cert.garr.it 

� Names of members and list of public pgp keys

� Telephone numbers and snail mail address

� Historical Security Alerts

� Web form to report an incident

Mailing lists:

cert@garr.it to report incidents

sicurezza@garr.it to inform about security alert
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Information/Update

� Established on the 1st of March 1999

� TI Accreditation: 1 January 2001

� Constituency:

Italian Academic and Research Network

� AS: 137
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Staff

� The BoSS

� Roberto Cecchini

� 2 FTE

� Maria Sole Scollo – Incident Response

� Andrea Pinzani – Incident Response

� 2 FTE 

� Barbara Monticini – CA, AAI

� Simona Venuti – NetFlow & Research
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GARR Network Evolution

From GARR-G (GARR GigaBit):

� GigaBit Ethernet for the whole backbone (up to 
10Gb)

� GigaBit Ethernet for almost every leaf

to GARR-X (2012)

� We are buying our own dark fiber

� We are going to completely own our routers

� We are not sharing the net anymore with 
private ISPs
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GARR-G
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GARR-X
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Functions

Reaction

Prevention

Cooperation

& Research

• Alerts & Warnings

• Incident Response

• Incident Investigation

• Security FAQ

• Sec. Advice

• Sec. Guides

• Remote Vulnerability 
SCAN on Demand

• Trusted Introducer

• TERENA

• Geant

• HoneyPot System
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Reaction

� Alerts and Warnings
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� Incident Response

Reaction
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� Incident Investigation

Reaction
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� Number of incidents in 2011

Total 3654 incidents

Statistics 1/2
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� Distribution of types of incidents in 2011

Statistics 2/2
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Prevention

� Security FAQ
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Prevention

� Security Guides
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Prevention

� SCARR (http://scarr.garr.it)

Remote Vulnerability Scanning on Demand
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Cooperation

� Trusted Introducer

� TERENA TF-CSIRT Task Force

� Geant collaboration 

� GN3 – SA2 – T4 (Security Services)

� GN3 – JRA2 – T4 (Security Research)
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Research

� Research on unknown vulnerabilities with a 
HoneyPot system 

� Research on bad traffic characteristics by 
montoring the traffic towards 2 class C 
darknets

� Research and collaboration with external 
security groups
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How to reach GARR-CERT (again)

Web Server: 

http://www.cert.garr.it 

� Names of members and list of public pgp keys

� Telephone numbers and snail mail address

� Historical Security Alerts

� Web form to report an incident

Mailing lists:

cert@garr.it to report incidents

sicurezza@garr.it to inform about security alert
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Thank you!

If you have any question 
feel free to ask

simona.venuti@garr.it


