
CERT Polska
Team Update etc.

Przemek Jaroszewski
CERT Polska/NASK



Background information

� NASK maintains .pl registry

� CERT Polska was established in 1996 (as CERT NASK)

� CERT Polska joined FIRST in 1997, TF-CSIRT in 2001, 
APWG in 2010

� Constituency: .pl � last resort CSIRT

� Other CERTs in Poland: PIONIER, TP, CERT.GOV.PL, 
Military CERT, Alior Bank CSIRT



Focus

� Information sharing in .PL and elsewhere (N6)

� Security research projects: ARAKIS 2.0, 
HoneySpider Network, WOMBAT, 
FISHA/NISHA

� Services for banks



Recently on the agenda…

� P2P Zeus

� Misuse of typosquatted domains

� Anonymous vs Polish government



Anonymous vs .gov.pl

• The attacks started on January 21st, after Polish
government revealed plans to sign ACTA

• DDoS attacks with LOIC and HOIC
• Sejm (Lower House of the Parliament)

• Prime Minister

• Internal Security Agency

• CERT.GOV.PL

• The Police

• Central Anticorruption Bureau

• Ministry of Foreign Affairs

• Several private websites of politicians

• and more…

• Coordinated via irc.anonops.li, #poland

• Distinctive msg in requested URL („STOP 
ACTA”, „We Are Anonymous”), manipulations
with User Agent and Referer





Memorable quotes

� <nooke> why not dos tesco because their canned food is 
expensive?
<tony9x9> nooke: which one
<nooke> tony9x9: does it matter?
<nooke> canned fish
<nooke> and any tesco will do
<tony9x9> tesco.pl?

� „It’s not an attack. It’s just an increased interest in the content of 
government’s websites.” – Paweł Graś, Government spokesman

� „I wish to thank the hackers for security the test of my ministry’s
website. We repulsed the attack.” – Radek Sikorski, Ministry of 
foreign affairs



Defacements on top

� Prime minister’s website (SQL inj + rainbow table attack)

� Ministry of Defense (Unconfirmed Squid poisoning)

� Radek Sikorski’s blog (subtle changes)

� Ewa Kopacz’s facebook profile

� and more…








