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Monitoring threats and vulnerabilities

Taranis



Monitoring threats & vulnerabilities (1)

24x7 available for handling ICT security incidents

Monitoring of open and closed sources

12x7 active duty

Handle reports send to cert@govcert.nl

- Websites

- Mailing lists

- Honey pots

- IRC

- Other CERT’s

QUERY 1



Monitoring threats & vulnerabilities (2)

Informing colleagues through an internal mailing list

Alerting citizens and small business through Waarschuwingsdienst.nl

Writing security advisories for our constituency (government)

Writing a weekly overview of security news (‘End-of-Week’)

Weekly circulation (9 persons)



Monitoring threats & vulnerabilities (3)
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The monitoring process

Collect Assess Analyze Write Publish



The monitoring process
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Taranis principles

• Integration of all phases into one tool
• Minimal ‘copy-and-paste’ actions
• Higher efficiency, lower error rates
• Use of templates for standard texts
• Taranis as the source for advisories, alerts and End-of-Weeks
• Modular composition
• Sharing with the community
• Traceability of actions



Taranis

Collect Assess Analyze Write Publish
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Taranis products



Demo



How to obtain the software?

• After signing you will receive a Software CD and manual

• Sent e-mail to info@govcert.nl

• Sign the Gentlement’s Agreement you will receive in return



More information?

• contact info@govcert.nl

• Check our website: 

http://www.govcert.nl/render.html?it=210

Taranis Workshop organized 17th november (after our symposium)

=> Hands-on class + a change to meet with the developers 

http://www.govcert.nl/render.html?it=210


Thank you for your time!

Questions?Questions?
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