EGI CSIRT Update

Michael Hausding - SWITCH
TF-CSIRT Istanbul

EGI-InSPIRE RI-261323



« EGI — European Grid Infrastructure
http://egi.eu/

« EGI-Inspire (Integrated Sustainable Pan-European
Infrastructure for Researchers in Europe)
http://www.egi.eu/projects/egi-inspire/

« EGI CSIRT
https://wiki.egi.eu/wiki/EGI_CSIRT:Main_Page
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http://egi.eu/

. Incident Response Task Force (IRTF)

Handle day to day operational security issues and coordinate Computer-
Security-Incident-Response across the EGI infrastructure.

. Security Drills Group (SDG)

Provide an overview of the various CSIRTs readiness' to react to an
computer security incident and challenge the inter CSIRT
communication channels.

. Security Monitoring Group (SMG)

Develop, deploy and maintain security monitoring tools.

. Training and Dissemination Group (TDG)

Raise security awareness and improve security for system
administrators by providing security training and best practice
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 Incident Response Taks Force
o Coordinator: Lelf Nixon

e Members: Volunteers from more
than 10 NGIs and NRENSs

* Vulnerability assessment Group Is
part of IRTF
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Sec. Incident Management

* Duty contact rotation
* Weekly handover (TC)
* Incident Reporting Procedures




Vulnerability Assessment

* Regularly monitor vulnerability
databases

* Assess impact of vulnerabilities
on the EGI Infrastructure

* Advise the project mitigation
solutions




* Realistic Incident simulation to
test procedures, tools and
communication

* Each site / NGI gets a score that
IS communicated Inside the
project
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Thank you!

Questions?
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