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CERT-MD: State of Art
RENAM

RENAM – Research and Educational Network 
Association from Moldova.

RENAM network is providing services for scientific 
and educational organizations, personal members of 
scientific – educational community of Moldova.

At the moment, more than 80.000 users, working in 
more than 30 organizations, make use of RENAM 
facilities. 20.000 workstations, personal computers 
and 100 servers operate in the net. RENAM has 
peering agreements with some principal Internet 
Service providers in Moldova.
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CERT in Moldova 

Realization of CERT – NATO project “Creation of Infrastructure 
for CERTs in Belarus, Moldova, Ukraine and their Initia l 
Operation” in R&E networking segment of Moldova. 

Specific features of MD CERT organization and functioning:

MD CERT deploying is effectuating in close cooperation with 
national CERT coordinator – SE “The Centre of Special 
Telecommunications”;

MD CERT is a part of the creation national structure of Secure 
Incident Response Centres;
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History
RENAM CERT starts in January 2007

01.12.2006  - installed the hardware 1 server and 1 workstation

01.01.2007 - created a web page on www.cert.md

End of 2007 - installed and configured ticketing system RT.

October  2007 - the first incident from another CERT– from CERT Polska

05.03.2008 - registered first incident from another CERT in RT ticketing 

system.

01.01.2009 – finalized NATO project “Creation of Infrastructure for CERTs 

in Belarus, Moldova, Ukraine and their Initial Operation”

02.06.2009 – CLOSER Workshop at Chisinau.

21.06.2010 – sent request to be listed in trusted introducer list

10.09.2010 – finalized cert.md web site redesign

http://www.cert.md/
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Cert Room and Equipment
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MD CERT Structure
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Contacts

•Cert-RENAM web page www.cert.md

•Mail for incidents inc@cert.acad.md

•Form for submit: http://cert.acad.md/submit-an-incident

•Trace incident: http://cert.acad.md/trace-incident

mailto:inc@cert.acad.md
http://cert.acad.md/submit-an-incident
http://cert.acad.md/submit-an-incident
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CERT Web Site – www.cert.md
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Submit an Incident http://cert.acad.md/submit-an-incident



CERT-MD: State of Art

Trace Incident http://cert.acad.md/trace-incident
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Collecting of the incidents 

• Monitoring of the network and fixation of its 
suspicious parts or actions in the network .

• User will inform by himself about the incident on 
his part of the network and after this information 
is processed by CERT officer it will be 
considered as an incident.

• Information about the incident can be received 
from another CERT system. Because these 
systems and teams must exchange information 
about the incidents.
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Collecting of the incidents using Nagios

The main problem is organization of dynamic collecting of the IP
From RENAM network
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Ticketing system
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Statistics
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Constituency 

Main constituency of CERT-MD are Moldavian universities – 
members of RENAM Association.

The main types of incidents are 
• Spam
• Port scanning

In addition CERT-MD registered and helped resolving 
incidents from CERT’s from other countries – Poland, Spain 
,USA, etc…

The type of those incidents were:
• Phishing
• Malware Hosting
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Summary

• Incident tracking system

• Incident handle

• Software network monitoring

• Website with web resources

• Statistics

• Established contacts with foreign CERT teams
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CERT problems and future plans

Team of CERT RENAM is looking for ways to implement 
more services for RENAM constituency.

There are 2 principal ideas how to improve work of 
CERT in Moldlova:

•Creation of anti DDOS network in Moldova

•Development of CERT infrastructure in the Republic of 
Moldova
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Development of CERT  infrastructure in the Republic of Moldova
One of the main priority aim for CERT-RENAM is spreading 
security technologies through all RENAM network. The high 
priority goal is to offer each user in the network to submit 
incident which will be handled by CERT.

Current CERT infrastructure provides different possibilities for 
submitting the incident, but all of them have much parameters( 
IP, logs, …) that user need to introduce. It makes them not user 
friendly for internet Users.

The solution is to develop an web infrastructure:

• Creation of common INTERNET portal for collecting and 
handling the incidents 

•Web module that we will be able to install at all Institutions for 
collecting incidents on the web sites.
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CERT Developing

Creation of a centralizing system for collecting incidents will 
offer: 

• To localize and prevent the incident at the early step of it's 
spreading

• Track the evolution of the incident from its first appearing in the 
network

• Configure the monitoring of the dangerous parts of the network

• Make a wide statistics of the incidents as for the whole Republic 
and for selected organization.   
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1. Improving the web site  www.cert.md to create the 
informational portal of Informational security.

2. Creating the special web module that can be integrated to 
different web resources, with special components for 
collecting, analyzing, monitoring of the incidents and 
special tolls for calculating local statistics 

3. Installing the web module at the all large ISP, public and 
governmental institutions , large educational organizations.

4. Connecting the local web sites with portal using  web 
services.

5. Creating the system of common statistics

http://www.cert.md/
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Anti DDOS network

Creation of anti DDOS network in Moldova

Creation a system for fighting against DDOS attacks using existing 
governmental network infrastructure of the Republic of Moldova. DDOS is a 
great problem for commercial and governmental INTERNET resources in 
our days. There doesn't exist any universal algorism for defending 
against DDOS for one server. The solution of this problem – is creation of 
unity distributed system for defending against DDOS based on the all 
servers of the republic. It will make possible to distribute identification of the 
legacy user threw the servers that are not attacked at this moment, that will 
guard the attacked server from the intruders attacks and will decrease its 
loading.
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Conclusions

RENAM users and administrators have the main 
priority in resolving and analysing the incidents.

But all the Internet users from Moldova and from other
countries can use the CERT services of RENAM Association 
for resolving the incidents in their network segments.

RENAM-CERT is open for communication and 
cooperation with other CERT teams from Moldova and other 
countries  
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