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History ...

> 1999 — The Millenium bug (Y2K) initiated first moves toward Cyber Security
> 2001 — The Ministry of Interior — conception of national security

> First attempt to set up National CSIRT

> Jan 2002 — The Ministry of Informatics was established

> Oct 2006 — Call for proposals “Cyber Threats from the view of security of the
Czech Republic”, by Ministry of Interior

> Jan 2007 — The Call won by the Consortium of Universities, CESNET and NESS

> Jan 2007 — The Ministry of Informatics revocated, The Ministry of Interior take over its
role

> Feb 2007 — Memorandum about National CERT of The Czech Republic (Relsie)

> May 2007 — Project “Cyber Threats” starts
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* May 2007 — project “Cyber Threads” starts

* Jul 2007 — Dec 2007 — creating “National CSIRT of The
Czech Republic” — web, doc, policy ...

* Sep 2007 — presentation on 22™ TF-CSIRT in Porto

— announced start on 1% Jan 2008

* Mar 2008 — stopover

* 3" April 2008 we started CSIRT.CZ = “CSIRT of last resort”
* Apr 2008 — request for “listed” status

* Apr 2008 — working group established
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* Model CSIRT
* Started 3" Apr 2008
* Established by CESNET-CERTS

CSIRT.CZ

* Role “Last point of help” in CZ

* Services:

~ incident handling
~ tutoring new members of CSIRT.CZ

~ working group
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* Contact:

CSIRT.CZ

— abuse@csirt.cz

~ http://www.csirt.cz/
* Served:

~ |IP ranges registered to Czech Republic

*° 91 AS
* 198 network blocks

~ http://www.csirt.cz/ipczech — Czech Republic IP?
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* What incidents should be reported to CSIRT.CZ?:

~ persisting

~ serious problem and no response
~ when you can not find contact address

— when contact info does not work

* CSIRT.CZ is “last resort”



ﬁCESN ET

4

* Czech ISP
* Bank

Working group

* Content providers
* CESNET-CERTS
* State security council

* Ministry of Defense
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% Working group goals

* Motivate czech ISPs to create CSIRT

* Create and negotiate basic rules for communication
between ISPs and CSIRT.CZ

* Create and discuss concept for legislative changes
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Questions?



