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NoAH Project: Introduction

 EU project of the 6th framework
 Leader: FORTH
 Start April 2005
 End Sep 2008
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NoAH Project: Overall aims

 Set-up of a honeynet
 Hybrid architecture

 Cooperation of:
 low-interaction 
sensors 

high-interaction 
(Argos-sensors)

 Generation of attack 
signatures
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NoAH Project: Argos-Sensor

 High-interaction honeypot
 Based on QEMU emulator

 Instrumented for dynamic taint 
analysis on network data
 Designed to reliably detect buffer 

overflow and related attacks
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NoAH Project: Argos alert
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NoAH Project: Current state

 The demonstrator testbed is up
 Two sensors:

Windows XP without any SP
Vulnerable Apache 1.3.24 webserver
A lot of other known vulnerabilities

SuSE 9.3
 ssh server
 vsftpd FTP server
Standard SuSE apache webserver 
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NoAH Project: Current state

Data presentation service online
Based on weasel presentation of Snort alerts
 Extension for graphical data presentation

 Two versions
 Project internal
Version for cooperating sites containing 
anonymized data 
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NoAH Project: Presentation

Alerlts in
tabular form
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NoAH Project: Presentation

Attacks in
graphical form
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NoAH Project: first results

Very few attacks against SuSE linux
MS-SQL worm is by far the most frequent 
attack detected by snort and Argos

Many attacks exploiting known windows 
vulnerabilities
 Not all succeed
 Corresponding snort alert for each attack 
 However, not all are detected by snort as 

exploit
No attacks against vulnerable apache server



Slide 11© 2008 DFN-CERT Services GmbH / NoAH Development

NoAH Project: Fun
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Outlook

 Next steps will extend the demonstrator testbed
 Cooperating sites are welcome!

 Will be announced on the TF-CSIRT mailing-list



Questions?

Andreas Bunten / Jan Kohlrausch
https://www.dfn-cert.de/

[bunten|kohlrausch]@dfn-cert.de


