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NoAH Project: Introduction

" EU project of the 6th framework
» Leader: FORTH P
= Start April 2005
" End Sep 2008
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NoAH Project: Overall aims
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NoAH Project: Argos-Sensor BE'Q T

" High-interaction honeypot
* Based on QEMU emulator
" Instrumented for dynamic taint
analysis on network data

" Designed to reliably detect buffer i
overflow and related attacks
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NoAH Project: Argos alert
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lines 1-26

—i| - Kohlrausch@wayne:.../honey/qemu/alerts Al

carlog w0.1.2 Copyright{c) G Portokalidis
Het tracker data@ Attack—packet available?
VERSIOH ARCH Type of TIMESTAHMP
0x02 i38 6 alert 1194963783
ERX ECX EDX EBX
0x 00000000 0x000acdd0 0x0008 haea 0x005bfdl18
(0x00000000) (0x00000000) {(0x00000000) (0x00000000)
[ 637] [ 6371 [ 637] [ 637]
ESP EBFP EG1L EDI
0x005bf7hc 0x19eh10ehb 0x000bh310 0x000beT o
(0x00000000) (0x067957ac) (0x00000000) (0x00000000)
[ 637] [ 669] [ 637] [ 637]

// TP Faulty EIF EFLAGS

| 0xQ018759f 0x75879a8d 0x00000202

\ Eg};g??g >7h0) Address of RET assembly command

Program counter

BLOCK# VERSION TAINTED SIZE PADDR YADDR
0 0x01 YES 1 0x06732028 0x00080028
1 0x01 YES 8 0x06T7h8ho8 0x0008db6d

r 0x01 YES T44 0x0bd32 6bE8 0x 00094 6h06 I
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NoAH Project: Current state 8 EE T

" The demonstrator testbed is up
" TwO sensors:

* Windows XP without any SP
*Vulnerable Apache 1.3.24 webserver
" A lot of other known vulnerabilities

" SUSE 9.3

" ssh server
" vsftpd FTP server
* Standard SUSE apache webserver
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NoAH Project: Current state 8 EE T

" Data presentation service online
" Based on weasel presentation of Snort alerts
" Extension for graphical data presentation

" Two versions
" Project internal

" \Version for cooperating sites containing
anonymized data
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NoAH Project: Presentation
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ta b u Ia r fo rm # mozilla.org %= mozillaZine mozdev.org

[T 24-1996 MS-SQL Worm propagation attempt OUTBOUND

[T 42-1988 BLEEDING-EDGE EXPLOIT NETBIOS SMB-DS DCERPC

MetrpPathCanonicalize request (possible MS0&6-040)

B

2008-05-06 11:15:46

2008-05-06 02:11:10

https:/fsundan

ce. dfn-cert.de/noahfweasel004/index. php?action=stdstat&filt...

sundance.dfin-cert.de (& -_a_l
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NoAH Project: Presentation 8 EE T
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Ports: aAll Source Ports | All Destination Ports | TCP Source Ports | TCP Destination

attempted-recon Centered View

ICMP PING MMAF |
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SMMP trap udp
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NoAH Project: first results 8 Eﬁ .

-

" Very few attacks against SUSE linux

" MS-SQL worm is by far the most frequent
attack detected by snort and Argos

" Many attacks exploiting known windows
vulnerabilities

" Not all succeed
" Corresponding snort alert for each attack
" However, not all are detected by snort as
exploit
" No attacks against vulnerable apache server
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NoAH Project: Fun EEE T

W= ES

eﬁack M > \ﬂ \g ;j j.:"'Searn:h H;i? Favarites @Media €‘3 J - H,} =

Address | @] hetp: {192, 168,42, 6:8080 v Go Links ®
Tnitializing .
Loaded {BEDS6C36-6343-11D0-9834-00C04F C29E26} %
Ceating the 3MLHTTP object... Tempmetasploit.exe has encountered a problem and

needs to close. We are sony for the inconvenience.

Downloading the payload.
[F o weere in the middle of something. the infarmation you were working an
. . might be lost.

Writing the pavload to disk. .
Please tell Microsoft about this problem.

“We have created an errar report that pou can zend to us. We will treat
thiz report az confidential and anorymos.

Executing the payload. .

To zee what data thiz emar repaort containg, click here.

Send Eror Report

@ Done & Internet

+» Start 2R httpiif192.168.42.61... % & 10:29 PM
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Outlook ng T

" Next steps will extend the demonstrator testbed
* Cooperating sites are welcome!
" Will be announced on the TF-CSIRT mailing-list
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Questions?

Andreas Bunten / Jan Kohlrausch
https://www.dfn-cert.de/
[bunten|kohlrausch]@dfn-cert.de



