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The speed of insecurity

Source: “The Dynamics of (In)Security“, Stefan Frei, ETH Zurich, BlackHat 2006
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Motivation 

Disclosure and Exploit are (sometimes) too close
> Zero-Day exploits are a fact
> Manual SG is too slow

Automated Signature Generation (ASG) could…
…make security products cheaper
…render remote updates of signature databases obsolete
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Overview: Building Blocks of an ASG System
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Techniques for Detecting Unknown Attacks

Anomaly based

Network-Based
• Profiling of benign traffic [3]

Host-Based
• Execution path profiling [1]
• Traffic to honeypot [2]

Compromise based

Network-Based
• Honeypot [4]
• (Protocol violations)

Host-Based
• Address Space Randomization [6]
• Memory tainting [7]
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Compromise Based Detection Techniques

Memory Tainting: Honeypot:
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Techniques for Detecting Unknown Attacks

Limitations:
Anomaly based techniques: Are prone to false 
positives and false negatives
Compromise based techniques: Mainly for buffer 
overflow and/or code injection attacks

Ready for use in production infrastructures?
All techniques can be found “in the wild” (in software 
and/or hardware)
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Techniques for Network Traffic based Analysis Engines

Group traffic (e.g. according to service) and:
[3] search for longest common substring (LCS)

(> only for non-polymorphic attack payload)

[8] search for characteristic n-grams 
(> can handle attack payload with block reordering)

[4] extract significant regions using position aware 
byte frequency analysis
(> can handle attack payload with limited polymorphism)

Output: Byte sequence(s) or byte frequency distribution
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Techniques for Network Traffic based Analysis Engines

Limitations:
Requires MULTIPLE SAMPLES of the ‘‘same‘‘ attack 
Are prone to false positives and evasion:

- Systematic manipulation of byte distributions
- Injection of fake characteristic byte sequences

Only for unencrypted traffic

Ready for use in production infrastructures?
No. At least not for use in IPS
Could be used as add-on to manual analysis
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Techniques for Host Information Based Analysis Engines

Memory analysis: Identify relevant content
Log memory content injected by the attacker
Log its use (data, code, jump address,…)

How?
Instrumentation of applications

[9] E.g. source code or binary rewriting

Application independent
[10] OS independent (e.g. x86 emulator based)
[11] OS dependent (e.g. using memory debuggers like Valgrind)

Output: Memory addresses and content relevant for the attack 
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Techniques for Host Information Based Analysis Engines

Execution path analysis: 
Identify path characteristics toward the vulnerability
Identify modifications required to exploit vulnerable code

How?
Instrumentation of applications 

[1] E.g. source code or binary rewriting

Use tools based on debugging techniques

Output: Charact. exec. flow and data required to control it
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Techniques for Analysis Engines

Limitations:
Performance:  2 to 100  times slower 
Online analysis: Fingerprinting of sensors is ‘‘easy‘‘

- Mitigation: Offline analysis > Requires reliable REPLAY techniques!

Limited to buffer-overflow/code-injection attacks

Ready for use in production infrastructures?
Yes, especially as add-on to conventional IDS 
Use honeypot based systems with almost no 
maintenance overhead (e.g. [4])
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Techniques for Analysis Engines 

Hybrid analysis engine:
Host information and network traffic based
> The NoAH approach

(Correlation)
Signature Generator:

Translate information from analysis engine into a 
signature

Techniques for other components: 
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The NoAH Approach
EU project NoAH (Network of Affined Honeypots)
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Goals

NoAH aims at automated
detection of unknown attacks
Generation of signatures to counter 0-day attacks

Generate signatures for common IDS
Install full-scale infrastructure across Europe
Target audience: ISP's, NREN's, researchers
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Goal: Generate signatures for common IDS

Most IDS use network traffic based signatures
We chose SNORT signatures because…

SNORT is Open source and well-known

Implications:
False positives are likely to be a problem
No useful signatures for encrypted traffic
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Attack Detection
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NoAH Architecture: Attack Detection Overview

Traffic to unused Internet 
addresses is redirected
Low-interaction honeypots
filter unwanted traffic

High-interaction 
honeypots form the attack 
detectors (Argos)

ASG is (partially) 
integrated with Argos
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NoAH Architecture: Attack Detector Argos

Detection technique (Argos):
OS independent memory tainting (x86 emulator)
Mark all data from the network interface as tainted
Attack is reported if:

- tainted memory regions are used as jump address
- virtual CPU executes code from memory location that is tainted

Detects code injection attacks with almost 100% 
accuracy by design

> Scope of NoAH: Remote attacks that do not 
require a human in the loop
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Attack Analysis
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Hybrid Analysis Engine: Idea
Identify memory content relevant for the attack
Identify network traffic bytes involved

Log all memory operations to keep track of the origin
Only bytes relevant for the attack are used for SG

Extract meta information:
Protocol field(s) containing the relevant bytes

- Make use of the NetBee Library (support for 64 protocols) [12]

Communication/Protocol state history
- Extensible tracker framework
- Proof-of-concept implementation to track (IP,TCP/UDP,FTP)
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Basic Architecture of the entire ASG System

Honeypot

Application State 
Tracker

Argos.netlog

Argos.csi.x

NetworkNetwork

NetworkNetwork
TrackerOutput.dat

TrackerDump.dat

Snitch
Perl Script

Argos
Control Socket

Interface NetBee
Library
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Example: Information extracted by the Analysis Engine

Information
Memory Dump

Argos INetwork PacketTracker

04 F2 A6 00

IP

TCP

Dest Address
Src Address

Dest PortSrc Port

Protocol Connection State:
TCP:  Connection established
FTP: Login, User identification 

Tainted data which is 
about to be used in 
instruction execution

Position 
in 

network 
packet

Snitch perl script
Argos II

-Operating system: Win2000
-Attacked service / program: WAR-FTPD 

FTPFTP

04 F2 A6 00 Information
Interface (NetBee)

Packet Field Decoding:
FTP: bytes in USER field
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Proof of Concept for Attacks on FTP Services
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Proof of Concept for Attacks on FTP Services
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Proof of Concept for Attacks on FTP Services
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Proof of Concept for Attacks on FTP Services
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Signature Generation
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Generated Signature (WAR-FTPD example):

alert tcp any any -> any 21 (msg: “(NoAH) RET via FTP protocol, 
USER command in war-ftpd.exe (win2k)”;

flow: established, from_client; 
content:"USER"; content:!"|0D 0A|"; offset: 5; depth: 465;)

Tracker/Interface
Interface (NetBee Library)

Tracker

Tracker

Snitch (Argos II)

Argos Tracker

Tracker/Interface
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Results & Conclusion

Our ASG system generated signatures that have 
zero false positives 

Signature describes the vulnerability of the application
Signature can be used with SNORT, a well-known IDS
Protect server applications from buffer overflows in 
arbitrary protocols and fields

Generated signatures can compete with other 
approaches including manually created reference 
signatures (for attacks within the scope of NoAH)



32Tuesday, September 18, 2007 Bernhard Tellenbach

Questions?
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