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SURFNnet5 network

Amsterdam  Enschede  Groningen  Hilversum Utrecht  Wageningen Zwolle ® O pe ratl O n al

— Since September 2001
e (Cisco 12416 routers
e Backbone: 10Gbps
e Connections: 1Gbps
e Dual stack (6PE)
e Incident detection

— SURFnet & TNO: 2002
e Decommissioning

— End of December 2005

Hempaoint

*—& 10 Ghit's

Deelft Den Haag  Eindhoven Leiden Maastricht  Mijmegen  Rotterdam Tilburg
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INncident response tools

SURFStat . W% (o .utrechtl.surf.net. i )
— mrtg/rrdtool
Research
— syslog ol L e P

In Uit W rick In M In M Fick Uit WUt
Maximaal: 211,88k ( 2.1%) 2,05M  (20.5%)

Netflow Gemiddeld: 33,28k  0.3%) 60,28k { 0.8

Huidig: 74,85k [ 0.7 14, 84k [ 0,1%) Laatste meting Sun Sep 11 172537 2005

= promising at the required speeds (>10 Gbps)
e sampled

— Full data analysis requires high-end equipment
Prototype
— cflowd (caida)
e no longer supported
— gnuplot, mysqgl, php
— Not open-source
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Prototype

N etwork .nergency .esponder‘ & .etnctur - '-. ,
* =

Show all alarms from El days age, up to El days ago. | Show

The alarms between 2005-09-11 and 2005-09-12

The query took approximately 0.019 seconds.
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Alarm

131. 9
A o . jp

Ferform :
JWhois
Traceroute
Nmap

F3 MNmap is a portscanner, not evervbody appreciates being portscanned. Tlse at your own risk,

Click on the following flenames to see detalled information:
fows. 20050911 1442:52+0200
Hows. 20050911 14:37:49+0200
fows. 20050911 14:32:46+0200

Swntch to this TP address:
[ Go |
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Analyse

Flowfle: | flows20050911_14:37:49+0200 + |protocol  nt (1| (6o ] Report 1: type: | ip-source-address

Report 2: type: | ip-destination-address

src IP addr: ngt[] | | dstIP addr: not [] [131. |

exp P addr: pot[] | | sro ifindex: I:I dst ifindex: I:l Report 4: type:| ip-destination-port

ip-source-address# with dest ip 131,

Report 3: twpe: | ip-source-port

18.8 k

9.0 k|

g.0 k

7.0 k|

Reporttype: ip-source-address 6.8 k1
Records: & 5.8 k [ : D g : : 3
Mir val: 4.8 k ¢ ; 5 : E E ;
: 3.8 k | : : : ; : :
hax wal: 2.8 k | : ' : ] ! ;
Raw data 1.8 k | : : : : ; :
Try to group raw data 6.0 ; G : : : :
= [=~] = = = [=~]
* - * - * -
= =, 3 i i =
= = o = = =
o 7=} 1] ==} T =
=1 =] o = - o
- - L -

High-quality Internet for higher education and research

126.0.8.8 [

132,0,8,8 [

138,8,8,8 -

hd | fields: ﬁ sort: m
v | fields: ﬁ sort: W
v|ﬂe|ds:ﬁsnﬂ: +lows W

hd | fields: ﬁ sort: W




_

Hardware

e Dell PowerEdge 1650

— 04-2002, RedHat 7

— 1x 1.4GHz, 1GB, 3x 36GB
e Dell PowerEdge 2650

— 12-2003, FreeBSD 4.11 . B

— 2X 3GHz, 4GB, 5x 146GB  =wrwuw o muemnmw
e Dell PowerEdge 2850 http://www.switch.ch/tf-tant/floma/sw/samplicator/

— 10-2004, FreeBSD 5.4

— 2x 3.4GHz, 6GB, 6x 146GB
e Dell PowerEdge 2850

— 06-2005, FreeBSD 6.0

— 2x 3.6GHz, 4GB, 6x 300GB
e SunFire V240

— 12-2004, Solaris 10

— 2x 1.5GHz, 4GB, 4x 146GB
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Some specs of NERD

e nerdd, analysis
— boost libraries, MySQL database, php, plplot
» Netflow versions
— V5 (tested)
— Vi
— V9 (IPFIX)
e Platforms tested
— FreeBSD
— Linux
e Apache Open Source Licence v2.0
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data source data
- router - netflow

\
} | Stats >

>

Config

N

Software Architecture

Cron

N

nerdd Data

Collector
-simple receive

\_

~

analysis

Pre process
- filter

Data)

- sanity check
- buffering /

source or data specific
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Real-time analysis

e Rules can be used for ‘real-time’ analysis

— A rule is a combination of filters, clusters and a
threshold for some metric (e.g. number of flows)

e Example of a rule

— Cluster “dst IP”, filter “port=445", threshold=1000
flows/ min

— Results in an alarm if a host receives more then
1000 flows per minute on TCP port 445
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e Sample of Netflow data

Functionality — Clusters & Filters

Src

prt
10.0.0.1 2000

10.0.0.3 1000
10.0.0.6 2000
10.0.0.1 1000
10.0.0.1 1000

dst prt
10.0.0.2 22
10.0.0.2 22
10.0.0.2 22
10.0.0.3 22
10.0.0.3 22

e Example: cluster “dst port” & count flows

prt
22

# of flows

5

e Example: filter “src port=2000”

Src

prt
10.0.0.1 2000 10.0.0.2 22

10.0.0.6 2000 10.0.0.2 22

dst prt

| High-quality Internet for higher education and research




Real-time analysis - configuration

NERD

MNetwork Emergency Responder & Detector

Analysis Settings

Rules for real-time analysis

Filter Add Expression I e E—
Cluster1 Del | Add field =
Rulel [lipvd_dst_ade v [T v [—— % | i i I e Count [faws ¥ Threshold 6000
e - - = I-'Lptrﬂl-_dsf._:addr W LI
Del nile I | dst_port v |] w |53 x I
|dsf__polf = I] = |8]j? w I add new cluster |
Source: nerdd memary
timelntervalSec 300 = el Add Expression | % ; Po———
z uster el | Add fie | -
sleepTimesec 00 Rulez | S ST — | > gy TR ¥ Threshold o
Delnie | | ste_port wi |l v |53 2| —
| sic_port v |] w |BDZ 3 I MI
Add Rule |

Reset | | Save Changes |
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Alarms

NERD

Metwork Emergen

Analysis

lesponder & Detector

Settings | ¢

Starttime

Stoptime |

Rulename Alarm mess

P e SR RS

eyval, counterval)

Cont. Analyse

03-5ep-2005 11:52:15
06-5ep-2005 05: 14:05
06-5ep-2005 11:35:43
O06-5ep-2005 12:26:13
0&-5ep-2005 12:51:25
06-5ep-Z005 12:38: 52
06-5ep-2005 12:358:52
D&-5ep-2005 12:38: 52
O6-5ep-2005 12:43:02
0&-Sep-2005 12:43:02
06-5ep-Z005 12:26:13
06-5ep-2005 12:26:13
06-5ep-2005 11:45:23
0&-5ep-2005 11:52:33
0&-5ep-2005 12:00: 558

06-5ep-Z005 13:13:17
06-5ep-2005 13:13:17
06-5ep-2005 13:04: 53
0&-5ep-2005 13:04;53
0&-5ep-2005 13:04: 53
06-5ep-Z005 12:48:02
06-5gp-2005 12:45:02
06-5ep-2005 12:43:02
06-5ep-2005 12:45:02
06-5ep-2005 12:48:02
06-5ep-Z005 12:31:13
06-5ep-2005 12:31:13
06-5ep-2005 12:14:22
06-5ep-2005 12:14:22
0&6-5ep-2005 12:14:22

rules
rules
ruleh
ruleh
ruleh
ruled
ruled
ruled
ruleh
ruleh
rules
rules
ruled
ruleh

ruleh

ipyé_dst_addr fr2: - -
ipvé_dst_addr 2001 - 0 0 w ayipwd,surfnetanl, ) has 10 fows.
ipvd_dst_addr ffo2: - -

ipub_dst_addr fedD SSRGS e mas 2 flows.
ipvdé_dst_addr 2001~ =
ipvd4_dst_addr130. &= . D& Mows.
ipv4_dst_addr 145. -
ipv4_dst_addr 145.0 &
ipvbd_dst_addr 2001 -~ = surfret.nl, | has 4 flows.
ipré_dst_addrfe80 o 0 o as 4 flows.

ipvé_dst_ addr2001 ~ = - = ipwd. surfnet.nl. ) has 11 Mlows.
ipré_dst_addrfego o o0 o0 s 5lows.

ipv4_dst_addr 130, - 3 Rows.

ipvé_dst_addr 2001 © 0 0 e ipwd,surfnet.nl, ) has 4 flows.
ipvé_dst_addrfegn —~ o

- - ipwd. surfnet.nl. | has & flows.

- —
P . 737 Mows.

Jas 7 flows.

EEVR R S —

800
§00
§00

Search |

in [keywd v | Search |
Delete alarms older than |.?. v days | Delete |
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Analysis — I1Pv4

period: 2005-09-06 12:38:52 - 2005-09-06 12:48:03

- 1.8 e B S E B S | B B B B B B By I I E
g d
: D_o:
D.o:
clusters D_“:
D_r::

D.u- LI e T

{8 8 8§ & § 8.4

Debug Info I

Cluster0 _Del | Addfield |

Iipvd_src_addl ¥ R I
MERD-floww archive: Isampled (100) ~ Filter seld Expression | Clustert Del | addfield |
First flow: 04-Sep-2005 23:27:23|  [fpvd dolads S x| e v %]
[Last flows: |11-Sep-2005 15:54:41 | = | clusters N
|# flonas: ‘551 17147 I timestamp_arrival I > |DE-Sep-ZDDE 12:38: | arc_port v B I
|Avg flona s ‘95 | timestamp_arrival | < |UE-Sep-2UEIS 12:48

Cluster3 _Del |_Addfield |

|d$t_|:u:rt v X I

add new cluster |

Reset I Analyze I
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Analysis — IPv6

Description:

Threshold: 0O
timeFirst:2005-09-06 058:14:05
timelast:2005-0%-06 13:13:18
rechn: ipvb_sro_addr,.flows

e e - i e S e

2001:510:510: =
2001:610:508:

s meee ARG R A PR PRI e me
build—rersion: 1
Cluster name: cluster(

Back |

NERD

Network Emergency Responder & Detector

——————————— Report Information --- --- ---
build-version: 1
Cluster name: clusterl

Description:

Threshold: 0
timeFirst:2005-09-06 08:14:05
timelast:2005-09-06 13:13:18
recn: 1lpvb_src_addr,flows

HEAE e R e A

2001:610:510:0: = 398
2001:610:508:110: = 123
2001:610:0:800h: = kB8
fefl::20a:41ff:febcl:3eel = 43
2001:610:1:400a: = 3R
2001:610:508:192: . e = 36
2001:610:508:110: - = 27
2001:610:0:8004a: = 11
2001:610:1:80he: = 7

Back |
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SURFNneto6

Thu Sep 15 08:00:00 2005 Flows/s any protocol

00 LTy

1L

Iac

34 1130

Flows/s any protocol
=
(o]
-

2.0k

02: 00 24: 00 0&: 00 02: 00 10: 66 12: 00
B SURFretS @ SURFnets

Statistics timeslot Sep 15 2005 - 08:00 - Sep 15 2005 - 12:30

Source: Flows: Paclets: tep: wlp:  icmp:  other:  Traffic:  top: udp: icmop: other:
“ISURFnets 44 K/s 195K5 150Ks 20K/s 37.8/s 5002 /s 900 Mb/s 921 Mb/s 4.2 Mh/s 353 Kb/s 2.7 Mb/s
VISURFnet6 978 /s 456.6/s 4190/ 357/s 05/ 14/s 24Mbs 24NMbis 479Kh/s 547.6b/s 4.2 Kb/s

Display: © Sum @ Rate
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Current Research and Development

e Geant2 JRA-2

— NERD is one of the monitoring toolsets
e LOBSTER project

— Demonstrate the usefulness of full Packet inputs
e Ph.D. from Vrije Universiteit (VU)

— Interaction of Netflow and Full Packet inspection
e Student

— Analysis and visualisation of worm behaviour

High-quality Internet for higher education and research
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Questions

e More information and download of NERD
— www.nerdd.org

High-quality Internet for higher education and research
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