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SURFnet5 network

• Operational
– Since September 2001

• Cisco 12416 routers
• Backbone: 10Gbps
• Connections: 1Gbps
• Dual stack (6PE)
• Incident detection

– SURFnet & TNO: 2002
• Decommissioning

– End of December 2005
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Incident response tools

• SURFstat
– mrtg/rrdtool

• Research
– syslog
– Netflow

• promising at the required speeds (>10 Gbps)
• sampled

– Full data analysis requires high-end equipment
• Prototype

– cflowd (caida)
• no longer supported

– gnuplot, mysql, php
– Not open-source
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Prototype
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Alarm
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Analyse
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Hardware

• Dell PowerEdge 1650
– 04-2002, RedHat 7
– 1x 1.4GHz, 1GB, 3x 36GB

• Dell PowerEdge 2650
– 12-2003, FreeBSD 4.11
– 2x 3GHz, 4GB, 5x 146GB

• Dell PowerEdge 2850
– 10-2004, FreeBSD 5.4
– 2x 3.4GHz, 6GB, 6x 146GB

• Dell PowerEdge 2850
– 06-2005, FreeBSD 6.0
– 2x 3.6GHz, 4GB, 6x 300GB

• SunFire V240
– 12-2004, Solaris 10
– 2x 1.5GHz, 4GB, 4x 146GB

http://www.switch.ch/tf-tant/floma/sw/samplicator/
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Some specs of NERD

• nerdd, analysis
– boost libraries, MySQL database, php, plplot

• Netflow versions
– V5 (tested)
– V1
– V9 (IPFIX)

• Platforms tested
– FreeBSD
– Linux

• Apache Open Source Licence v2.0
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Software Architecture
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Real-time analysis

• Rules can be used for ‘real-time’ analysis
– A rule is a combination of filters, clusters and a 

threshold for some metric (e.g. number of flows)
• Example of a rule

– Cluster “dst IP”, filter “port=445”, threshold=1000 
flows/ min

– Results in an alarm if a host receives more then 
1000 flows per minute on TCP port 445
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Functionality – Clusters & Filters

• Sample of Netflow data

• Example: cluster “dst port” & count flows

• Example: filter “src port=2000”

src          prt      dst prt
10.0.0.1  2000  10.0.0.2  22
10.0.0.3  1000  10.0.0.2  22
10.0.0.6  2000  10.0.0.2  22
10.0.0.1  1000  10.0.0.3  22
10.0.0.1  1000  10.0.0.3  22

prt # of flows
22 5

src          prt      dst prt
10.0.0.1  2000  10.0.0.2  22
10.0.0.6  2000  10.0.0.2  22
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Real-time analysis - configuration
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Alarms
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Analysis – IPv4
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Analysis – IPv6
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SURFnet6
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Current Research and Development

• Geant2 JRA-2
– NERD is one of the monitoring toolsets

• LOBSTER project
– Demonstrate the usefulness of full Packet inputs

• Ph.D. from Vrije Universiteit (VU)
– Interaction of Netflow and Full Packet inspection

• Student
– Analysis and visualisation of worm behaviour
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Questions

• More information and download of NERD
– www.nerdd.org
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