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General Questions

9. Who do you think are the targeted users? (Tick as many as relevant)
[T 1T Security Managers
[T CSIRT Members
[T Cybercrime Units personnel
[T Court Case Managers
[T Other, please specify

10, What specifications have you already expressed as to your needs for such information? Please give details.

- |

[

11, In which ways is such information best communicated to you (formats, dissemination channels)?
[T Electronic CD-ROM

[ Folder or book
[T website
[ Email

I
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IS
Crlmlnal Code

Description

erCeption ot private
communication or data
communication without
the agreement of all

parties inyoked..,

MRFSOnment of 1 yest (2 years If the O
iz & government officer) andfor a fine up to
EUR 50,000

TAalicions code

Aricle 210675
Criminal Cocle

Changing or defefing
electronic data =o that
their legal zcope
changes and the
deliberate uze of such
clata

MRPIS0NMETT RETWEET B MONiNE and 5 yed s
andfor & fine up to ELR 500,000, Attempts are
subject to imprizonment between & months
and 3 yesrs and a fine up to EUR 250,000,

Aricle SS0kE
Criminal Coce

The [even
unintentional) causing
of damage to a
computer system or to
data stored on,
processed ar
transmitted by sucha
system after
unauthorized access
thereto

MPISONMErT RETWEET 1 and 3 yea s ancior &
fine up to EUR 250,000

Deriial of service

Aricle 210675
Criminal Cocle

Changing or defeting
electronic data =o that
their legal zcope
changes and the
deliberate uze of such
clata

Account compromize

Aricle S5O0
Criminal Cocle

Unauthorized access
and maintenance of
access to a computer
system (outsiders),
even with no intention
to cause harm

MRPIS0NMETT RETWEET B MONINE and 5 yed s
andfor & fine up to ELR 500,000, Attempts are
subject to imprizonment between & months
and 3 yesrs and a fine up to EUR 250,000,

MRPISONMert REtwEer THres months and one
year (bvo years in case of intent) andfor = fine
up to EUR 125,000

fru=ion Eﬁemﬁi

Aricle S5O0
Criminal Cocle

Freparsiory measres
in viesy of unauthorize
ACCESE

MPFIS0nNMmE| i befween B morths and 3 Years
andior with a fine up to EUR 500,000

Onauthorfsed access to
information

Ariicle 5505
Criminal Cocle

nauthorized access
and mairtenance of

access to a computer
system even with no

intertinn tn canse karm

Imprizonment bebaween three months and one
year (b years in case of intent) andior & fine
up to EUR 125,000
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- Introduction

This website reflects the 2005 project to update the 2002 Handbook of Legislative Procedures for Username:
Computer and Network Misuse. It will include confirmation and review of existing information, as well
workpackages as collection of legislative information relating to the 10 new member states. This information will
then be placed into an online searchable directory of legislation, to enable CSIRT teams and
Downloads interested parties to query the dataset in accordance with identified requirements. This project has
Handbook FAQ similarlaims to the relatgd eC.SIRT.net prDject., which aimed to improve the efficient gmd ef'fel:ti\rg co- User Login |

operation of CSIRTs, This project, however, aims to add legal data to this co-operation, so that if
Useful Links necessary, CSIRTs know what laws are applicable to specific detected activities,

MNews

Password:

Lost Password?

Contact Us

r Structure of the project Register now!

Site Sear
This project is split into the following work-packages: l—
WP Taxonomy update Search |

WP2: Mational Legislative Survey
WP3: Information Retrieval System

WP4: Project Management UL

For more information on each package, please visit the Workpackages pages, under 'Content’ on
the left hand side of the page.
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wih.1la
Details of the record

country_id 2
Country Belgium

Background For cases where traditional crimes and investigation measures can not sufficiently deal with CL4 offences, a law of 28 November
2000 introduced four specific computer crimes (informatics forgery, informatics fraud, data manipulation and hacking), three
specific investigation measures (data seizure, network searching and expert involvement) and a provision imposing data retention
obligations on operators and service providers of electronic communication .

In addition, specific laws penalise spam, the interference with military communications to hinder their functioning and the
unauthorised deliberate access to the national social security database.

Police Belgian police consists of the federal police and 196 local police units engaged in community policing, The Belgian Federal
Computer Crime Unit (FCCU) is part of the federal police, General Direction of Judicial Police, Direction of Financial and Econamic
Crime., The FCCU works closely together with 17 regional Computer Crime Units spread over the country, which assist the local
and federal police during cyber crime related investigations, The FCCU gives technical and logistics support to the local Computer
Crime Units but has no hierarchical command over them. Where possible, the FCCU also works together with other judicial
services, the government and the private sector to give advice and promote preventive action.

Courts The court most likely to deal with computer crime is the Court of First Instance, criminal section {Correctionele
rechtbank/Tribunal correctionnel}. Against its decisions, appeal can be lodged with the Court of Appeal {(Hof van beroep/Cour
d'appel}. The Supreme Court (Hof wan Cassatie/Cour de Cassation) only hears points of law. Proceedings on the merits of the
case are always preceded by an inguiry under the supervision of the investigating magistrate.

Reporting The FCCU should be alerted in all cases of computer crime, such as denial of service attacks, hacking, fraud and any major
computer crime incidents, Smaller computer crime that has no impact on the safety of citizens or where the financial impact is
low will be given a lesser degree of priority and should be dealt with by the local and federal police as part of their general
duties,

Forensics Forensics

Evidence in Belgian criminal procedure is not regulated. all kinds of evidence may be submitted. Electronic evidence is admitted
as a common form of evidence. The more authentic the evidence, the easier it will be to convince a judge during proceedings.
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4 records found delete all
provision_id provision criminal_code precedent country_id

C) x 1 grl;tlijc;e 314bis Criminal 2

C) x 2 .ﬁ.r‘tlijcle 210bis Criminal z
Code

CJ, x 3 P.r‘tlijcle 550bis Criminal z
Code
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