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Aim of the study

• Produce a first update of the 2003 Handbook of 
Legislative Procedures of Computer and Network 
Misuse in EU Countries (‘CSIRT Handbook’)

– Take into account recent developments in legal 
framework of EU

– Extend its scope to ten new Member States

• Products will be a Handbook & Web service / CD-ROM 
application
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Structure of Project

• Incident Taxonomy

• User Survey

• Information Retrieval System

• Dissemination
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Incident Taxonomy
• Defining incidents remains difficult due to the 

rapidly evolving field and great varying 
approaches legally and practically

• Categories selected: 
– Target Fingerprinting
– Unauthorised Access to Transmission
– Unauthorised Access to Information 
– Unauthorised Modification of Data
– Malicious Code
– Denial of Service
– Account Compromise
– Intrusion Attempt
– Unauthorised Access to Communication Systems
– Spam
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Users Survey 

• Analysis of 
– Types of users (CSIRT teams, Law Enforcement, 

System Admins, Network Admins etc)
– How the Handbook will be used (what properties to 

search under)

• Draft online survey available at: 
http://web3.rand.org/resurvey/TakeSurvey.asp?SurveyI
D=9MH4o3KL3o6KG
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Screenshot of survey
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Structure of Handbook
• 1. Overview of legislation

• 2. Table (incidents mapped to sanction and penalty)

• 3. Law Enforcement bodies
– Police
– Courts

• 4. Reporting
– Competent Authorities
– Contact Details
– Other reporting mechanisms

• 5. Forensics

• 6. References
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Screenshots of new structure
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Study website

• url: www.csirt-handbook.org.uk

• Based on open source and open API using PHP 
based Content Management System (XOOPS 2) and 
MySQL database

• Features:
– 3 levels of user interaction (admin, publishing 

author and user)
– Guestbook, discussion forum, newsletter etc
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Screenshot of website
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Information Retrieval System

• CD-ROM
– Java Application running of read-only CD-ROM 

based on a HypersonicSQL RDBMS and Java SRE 
2.1.5

• Data revision options:
– Distribution of new copy of data-files via CD or 

email
– Download of new application or data-files from 

study website

• Online Application through the CSIRT Handbook Site
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Dissemination

• July 6 Workshop Brussells

• Other suggested events:
– TF CSIRT Meetings
– ENISA CSIRT related Event-Vilnius November 

2006
– TFCSIRT/FIRST Meeting January 2006

• Assistance from the CSIRT Community!
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For more information contact: 

Lorenzo Valeri, RAND Europe (lvaleri@rand.org) 

Neil Robinson, RAND Europe (neilr@rand.org) 


