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AIRT Goals

® Development:
= Rejected: Remedy, TopDesk, RT, RTIR
= Got: real programmer Kees Leune, Infolab UvT
= Prototype: collection of tools for UvT-CERT

® Goal: to develop a support system for incident
handling which meets the following criteria:

Creation of new incident in under 30 sec

Comprehensive overview of open incidents

Integration with existing tools

Support for outgoing email via templates



Design Philosophy

¢ Open

® AIRT-core providing
application logic and
extension points Extensions

¢ Database-driven

A
. . v
¢ Extensions which add
functionality hl

® Extensions which alter
functionality development

o _
Humgn usable » GNU General Public
¢ Machine-usable License

A A

\

>

«  Community-driven



AIRT Core Features

® Incident management console

® Address-ranges (Networks, VLANS),
constituencies and constituency contacts

® Incident types, states and statuses

¢ Emaill templates with PGP GnuPG signing
support

¢ Import queue
® Asynchronous command execution



Plugins

Automatic importers: Cymru/Flitspaal,
MyNetwatchman, Spamcop, Honeyd logging, nmap
logging, Nessus logging, other AIRT installations

Router/firewall/switchport configuration, DHCP
server configuration

Integrated RSS Reader and Wiki environment in
management console

XML SOAP interface to AIRT-Core
Integration with A-Select for Single Sign-On
Authentication with client certificates
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Demonstration

Honeyd logging indicated a portscan
(output generated by local Perl script)




EDAIRT login page - Mozilla Firefox o m]
File Edit \Miew Go Bookmarks Tools Help
- - (X) | & https:fjmurphy surfnet.nlfairtflogin.ph ~| @ e (|Gl
4 ps:fimurphy  surfnet., nlf airtflogin. php = G0
| | AIRT login page | | | Incident overview ﬁ

Application for incident
resporse feams

Home
Incidents
search

Ilal templates
settings

Logout

AIRT login page

Login |

Password |

Login using chent certificate

Login |

AIRT wersion 20050830.1, Copyright (2 2004-2005 Tilburg University <aitt-dev@uvt.nl=
AIRT comes with ABSOLUTELY NO WARRANTY, for details click here.

This iz free software, and wou ate welcome to redistribute itunder cettain conditions; See the license for more details.

¢

| hittps: f fmurphey, surfriet, nlfairtflocalfcertificatelogin. php

rurphey . surfret.nl (= | Proxy: Mone




ED AIRT Control Center - Mozilla Firefox =18 x|
File Edit \Miew Go Bookmarks Tools  Help
L ] . B
QEI - |:> - @1 @ I, hittps: f frurphy . surfriet. nlfairt findes:. phip E'Ij © Go I@
| | AIRT Control Center | | | Incident overview X

Anplication for tncident
respoMse feams

Home
Incidents
Search

Iuladl tetnplates
settngs

Logout

AIRT Control Center

Welcome teun. Your last login was at 2005-09-12 1636 from 137 56.40 254,

©Main tasks

Tneident management

IF Address lookup

Ilail templates

Edit settings

WikiWespie

N EED flow analysis
Incident Statistics

Securty news ES3

Mull route List of blocked users

Logout

¢

| https: ffmurphy. surfnet. nlfairtfincident. php

murphy.surfnet.nl (= | Proxy: Mone s



=10 %]

E)Incident overview - Mozilla Firefox

File Edit \Miew Go Bookmarks Tools Help

QEI - |:> - @ @ @ I: https:ffrurphy. surfnet. nlfairtfincident . php ﬂj @ G0 I@,

| | Incident overview | | | Incident oversview %
Application for incident . . W .

o ——— Incident overview
Home

Enter incident mumber | Dietails |
Tneident
e Select incident status | open - ok |
search
Mew incident |

Ilal templates

_ Incident ID Consituency Hostname Status State Tvpe  Lastupdated
Settings ™ SURFnet-CERT#010021 uvt. ol pi1250 uvt.ol open  blockrequest on infected 06 Sep 2005
Logout r SURFnet—&DRT#DlUDEE rug.nl oosiicce.rug.nl open  mspecton requested miected 12 Zep 2005

Mew State I Leawve Unchanged  +
Mew Status I Leawe Unchanged =
Update All Selected |

2 incidents dispiayed.

¢

rurphey . surfret.nl (= | Proxy: Mone

| hittps: f fmurphey . surfriet, nlfairtfincident . php?action=details&incidentid=1002 1



E)Incident details: SURFnet-CERT#010021 - Mozilla Firefox =10] x|
File Edit \Miew Go Bookmarks Tools Help

<le - ED - @ @ I: https:f frurphy . surfnet. nlfairtfincident . php?action=det ails&incidentid=1 0021 ﬂj @ G0 IGL

| | Incident details: SURFnet-CERT#010... | | | Incident overview | %

Hicati ncid . . 1
Applicanonfor maident| Incident details: SURFnet-CERT#010021
pO?’!Sé [=f i)
Home
Incidents Basic incident data
search :
Incident type  finfected .~ Help
Mad templates Incident state ~| Help
probe
: Incident status | spam Help
Sett:lngs dat | content
Lpoate ahusive
Logout administrative
denial
Affected IP addresses
1375640224 pl1250uvtnl Unknown edit remove
IP Address | Unknown »|  Add |
Affected nsers
certi@uvt.nd UvT, UvT-CEET remeove
Email address of user: | Add | help
[T Ifchecked, create user if email address unlrnown
Historv
Done rurphey . surfret.nl (= | Prosxy: Mone

s
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¥ Incident details: SURFnet-CERT#010021 - Mozilla Firefox =10] x|
File Edit \Miew Go Bookmarks Tools Help
<]E| - Elr> - @ O @ I : https:f frurphy . surfnet. nlfairtfincident . php?action=det ails&incidentid=1 0021 ﬂj @ G0 I@,
| | Incident details: SURFnet-CERT#010... | | | Incident overview %

Affected IP addresses [

137 56 40 2234 pi1250 wetnl Unknown edit remove

IP Address I Unknown =|  Add |

Affected users

certi@uvt.nl UvT, UvT-CEET remove

Emal address of user: I A | help

[T Tchecked, create user if email address unlenown

History

02-Zep-2005 22:00:47 teun Incident created

02-Zep-2005 22:00:47 teun state=mspection requested, status=cpen, type=infected %

03-5ep-2005 22:06:09 teun Email sent to cert@uvt.nl: STEFnet-CEETHO10021: MyletWatchman klacht 11250 wwt.nl

03-5ep-2005 220939 teun Emal sent to cert@uvt.nl: STUBFnet-CERTHO10021: Infringement cotnplaint p11250.uvt.nl

03-5ep-2005 221859 teun Emal sent to cert@uvt.nl: STERFnet-CERTHO10021: Infringement cotnplaint p11250.uvwt.nl

03-5ep-2005 22:55:27 teun Email sent to certi@uvt.nl: STUERFnet-CEET#010021: Cymru klacht over besmette pil1250.uvt.nl

0f-Zep-2005 02:20:25 teun Inoident updated: state=blockrequest on, status=open type=mnfected

Mew comment: I Add ﬁ
Done rurphey . surfret.nl (= | Proxy: Mone




EDAIRT Control Center - Mozilla Firefox o m]
File Edit \Miew Go Bookmarks Tools Help
- - (X) | & https:/fmurphy.surfet.nlfairtfindex.ph -| © & [[Cl
4 ps:fimurphy  surfnet. nlfairtfindesx. php = G0
| | AIRT Control Center | | | Incident oversview X!

Application for incident
resporse feams

Home
Incidents
search

Ilal templates
settings

Logout

AIRT Control Center

Welcome teun. Vour last login was at 2005-09-12 16:36 from 137 56,40 234,

LIain tasks

Incident management

IF Address looku

Ilail templates

Edit settings

WilWespie

HEED flow analysis
Incident Statistics

Securty news ES5

Iull route List of blocked users

Logout

| hittps: f fmurphye . surfriet, nlf airkfsearch, php

murphe.surfnet.nl (= | Prosxy: Mone

¢

4




ED1P address search - Mozilla Firefox

_|ol x|
File Edit \Miew Go Bookmarks Tools Help
Q-El - |:> - @ @ I: https:ffrurphy . surfnet.nlfairtfsearch.php ﬂj @ G0 I@,
| | IP address search | | | Incident oversview X!
Application for incident

o ——— IP address search
Home

IP address: |83.65.182.10 Search |

Incidents
search
Ilal templates
settings
Logout
Done

murphe.surfnet.nl (= | Proxy: Mone



E)Detailed information for host 83-65-182-10.dedicated.sh-wien.inode.at - Mozilla Firefox o m]

File Edit \Miew Go Bookmarks Tools Help

QEI - Elr> - @ O @ I: https:ffmurphy . surfret, nlfairtfsearch, php E'Ij © o I@v

| | Detailed information for host 83-65-... | | | Incident oversview | %

Applicationfor incident| Tyataijled information for host 83-65-182-10.dedicated.sh-wien.inode.at

resporse feams

Home .
Zearch results for the following host:
Incidents IPF Address : 83.65.182.10
Ho=tnsagoe : 83-65-182-10.dedicated. sh-wien. inode.at
Search Network : Default network (0.0.0.0/0)
Constituency : default
Ilal templates
. 1 T
e Constituency Contacts
Logout Mame Email FPhone

Previous incidents

No previous incidents

Link address to incident

| SURFnet-CERT#010023:129.125.14.80 (infected) ~|
Link ta incident | Mews incident |

b

New Search

IP address: Iabuse@inude.at Search |

¢

rurphey . surfret.nl (= | Proxy: Mone

Done



’.} Mew Incident - Mozilla Firefox — ﬂ

File Edit \Miew Go Bookmarks Tools Help

QEI - |:> - @ @ I: https:ffrurphy. surfnet. nlfairtfincident . php ﬂj @ G0 I@,

| | New Incident | | | Incident oversview

Application for incident
resporse feams

New Incident

Home

Tncidents Incident type |infected =l Help
Incident state |in5pemiunrequested j Help

Search
Fate Incident status I open 'I Help

Ilal templates
Settings affected ip addresses
Logout hostname or ip address |83.55.182.1D Unknown |

constitiency | default (default) j

affected nsers

email address of user; Iabuse@inude.at help

Add | ¥ Check to prepare mail.

¢

Done murphe.surfnet.nl (= | Proxy: Mone




":} Available standard messages - Mozilla Firefox =10 x|
File Edit \Miew Go Bookmarks Tools Help
S, 3 .
QZI - Elr/ - @ O @ I | | https:/fmurphy . surfret.nlfairtstandard. php Elj © o I Gl,
| | Awailable standard messages | | | &wailable standard messages %

Application for incident
resporse feams

Available standard messages

Home

Tncidents Messages

Search prepare en-test @MNCIDENTID@: Please inspect @HOSTNAME® edit delete

fadl templates prepare en-infiingement-reply  @INCIDENTID@E: Infringement complant @HOSTN ANEG edit delete
_ prepare nl-infingement-forward @IICIDENTIDE: Copyrightiwarez klacht @HOSTIAME® edit delete

Settings prepare ol-MyNetWatchman ~ @INCIDENTID@: MyNetWatchman klacht @HOSTNAME@  edit delete

Logout prepare nl-Cymri-bots @INCIDENTID@: Cyrons klacht over besmette f@HOSTIANMER edit delete

iCreate a new message

| hittps: f fmurphye . surfriet, nlfairkfstandard . php?action=new

rurphey . surfret.nl (= | Prosxy: Mone

¢

4




3.§'-:_2Edil: standard message -

Mozilla Firefox -0 =|

File Edit \Miew Go Bookmarks Tools Help

I, -

Q] - Ll/> - @ | X | @ I : https:ffmurphy. surfnet.nlfairtfstandard, php?action=edit&filename=en-honeypot-3306 Elj @ Go I@,

| | Edit standard message | | | Edit standard message

Application for incident . . . .

o ——— Edit standard message

Home , , _ . .
Tpdate the message and press the 'Savel' button to save the message. The first ine of the message will be used as the subject. You may

Tncidents uze the following special variables in the template:;

wearch @SUBJECT@ .. @ENDSUBIECT@ Delirnits the subject ine of the message

: @HOSTHAME@ Will be replaced with the currently active hostname

Ilal templates _ _ _
@IPADDEESS® "Will be replaced with the currently active IF address

wettings @USERMAME@ Will be replaced with the name of the current user

Logout @USEEENMATLE Will be replaced with the email address of the current user
EUTSERINE O Will be replaced with detaled information about the user, f that infformation is available.
@YOURIAMER Wil be replaced with the full name of the logged in meident handler
@Y OURFIRSTHANE ‘Wil be replaced with the first name of the logged m meident handler
EITCIDENTID @ "Will be replaced with the current incident 1d
A3UBJECTAE INCIDENTIDE: Please inspect BHOITNAMEWEENDIUEJECTH |-
Dear abuse tesamn,
SURFnet—CERT is the Computer Security Incident Response Tesmn (C3IRT)
of SURFnet, the National Fesearch and Educational Network of the
MNether lands, and as such the Internet provider of the Dutch %
academic comrunity and many research orgahizations in the
Nether lands. 3URFnet-CERT is dealing with all cases of computer
security incidents in which a 3URFnet customer is involwved as a
wictim, intermediate or & suspect.
SURFnet—CERT has detected that & computer Knowhn as -

BHOSTNAMER [RIPADDRESSE]
Done rnurphry. surfriek.ml (= | Proxy: Mone

§

A



'f__} Edit standard message - Mozilla Firefox =10l %]

File Edit \Miew Go Bookmarks Tools Help

<:ZI - LL\) - @ I : | @ | S https:fimurphy. surfret.nljairt/standard, php? action=editafilename=en-honeypat-3306 5 j @ &o ||§|,
|| Edit standard message | || Edit standard message %
Mail templates EHOSTIAME® Will be replaced with the currently active hostname [
@IPADDEESS@ "Will be replaced with the currently active IF address
wettings @USERMAME@® Will be replaced with the name of the current user
Logout EUSERENMATLE Will be replaced with the email address of the current user
EUTSERINE O Will be replaced with detaled information about the user, if that information is available.
@Y OURI AMER Will be replaced with the full name of the logged in meident handler
@Y OURFIRSTIANE Will be replaced with the first name of the logged n meident handler
@EITCIDENTID @ "Will be replaced with the current incident 1d
serve no other purpose than to passively log attacks by other machines; |

they supply no services to your mwachines. 3URFnet-CERT assumes that
vour system i3 wost likely infected with a cowmputer vwirus [(also known
a3 a Worlm or a bot) .

—-—-— Begin logfiles --—-

——— End logfiles ---

FPlease note that port 3306 activity can be a result of a
wulnerability of the My3QL serwver, which iz exploited by & worm.
http://www.dshield.org/port_report.php?port=3306

http://www, sywantec, com' aveenter/security/Content/2001_05 05, html

If BHOITNAMER runs My3QL, it iz likely in problems.

Eind regards,

UvT-CERT - REYCOURMAMER -

savel | Cancel! i
: 1

Done rnurphry. surfriek.ml (= | Prosy: Mone ¢




'?_) Available standard messages - Mozilla Firefox =10 x|

File Edit \Miew Go Bookmarks Tools Help

<:ZI - [_L\) = @ O @ I: https: ) fmurphey . surfret, nlfairtfstandard, php Elj @ o I@v

| | Awailable standard messages | | | Edit standard message %
lcati ncid .

B s | Available standard messages

Home

Tncidents Messages

Search prepare en-test @INCIDENTID(@: Please mspect (@HOSTIAME@® edit delete

fadl templates prepare en-infiingement-reply  @INCIDENTID@E: Infringement complant @HOSTN ANEG edit delete
_ prepare nl-infingement-forward @IICIDENTIDE: Copyrightiwarez klacht @HOSTIAME® edit delete

Settings prepare ol-MyNetWatchman ~ @INCIDENTID@: MyNetWatchman klacht @HOSTNAME@  edit delete

Logout prepare nl-Cymii-bots @INCIDENTID@: Cyrons klacht over besmette f@HOSTIANMER edit delete

Erep_:%e en-honeypot-3306 @INCIDENTID@E: Please mspect @HOSTHAMEG edit delete

Create a new message

¢

rnurphry. surfriek.ml (= | Prosy: Mone ¢

| hittps: f fmurphy . surfriet, nlfairkfstandard, php? action=prepare&filename=en-honeypot-3306



"r':} Send standard message. - Mozilla Firefox =10 x|

File Edit \Miew Go Bookmarks Tools Help

I
<:Z| - LV> - @ O @ I: https:f frurphy . surfnet.nlfairtfstandard. php?action=prepare&filename=en-honeypot-3306 ﬂj @ G0 I@,

| | Send standard message. | | | Edit standard message %

Application for incident
resporse feams

Send standard message.

Haotne
To: Iabuse@inude.at
Incidents Subject: |SURFnet—CERT#EI1 0024: Please inspect 83-65-182-10
Search From: ISUHFnet—CEHT-Teun <cet@surnet.nl>
. Reply—To:I
Ilal templates
Dear abuse teamm, =
Sett:lngs SURFrnet—-CERT is the Computer Security Incident Response Tesan (C3IRT)
of S3URFnet, the MNational Research and Educational Network of the
LOEOUt HNether lands, and as such the Internet provider of the Dutch

academic comounity and many research organizations in the
MNether lands. 3URFnet-CERT iz dealing with all cases of computer
security incidents in which a 3URFnet customer is involved as a
wictim, intermediate or a suspect.

SURFnet—-CERT has detected that a computer known as
§3-65-158Z-10.dedicated.sh-wien.inode.at [&§3.65.152.10]

contacts honeypot mwachines within 3URFnet. These honevypots

serve ho other purpose thah to passively log attacks by other machines:

they supply no services to yvour machines. 3URFnet-CERT assumes that

vour system is mwost likely infected with a computer wirus [(also known DE

a2 & worm or & bot) .

——— Begin logfiles --—-

——— End logfiles ---

wulnerability of the My30L serwver, which is exploited by a worn.

Please note that port 3306 activity can ke a result of a ﬁ
-

Done rnurphry. surfriek.ml (= | Prosy: Mone ¢



ED1P address search - Mozilla Firefox =10l %]

File Edit \Miew Go Bookmarks Tools Help

Q-EI - |:> - @ @ I: https:ffrurphy . surfnet.nlfairtfsearch.php ﬂj @ G0 I@,

| | IP address search | | | Edit standard message k3

Application for incident
vesponse feams IP address search

Home

IP address: |pi1 250.utnl Search
Incidents

Search

Ilal templates
settings

Logout

¢

murphe. surfret.nl = | Prosy: Mone ¢

Done



3.';'_:;!Del:ailed information for host pil250.u¥t.nl - Mozilla Firefox

File Edit \Miew Go Bookmarks Tools Help

=101 %]

§

<:E| - LD) - @ O @ I : https:ffrurphy . surfnet.nlfairtfsearch.php ﬂj @ G0 I@,
| | Detailed information for host pil1250.... | | | Edit standard message |
Application for incident . * . . — .
o ——— Detailed information for host pil1250.uvt.nl
H
ot Zearch results for the following host:
Incidents IF Address P 137.56.40.234
Hosthnsaae :opilzS0.uvt.nl
search Metwork : 137.56.0.0/16 (137.56.0.0/16)
Constituency : Universiteit wan Tilburg
Ilal templates
Settings Constituency Contacts
Logout Iame Email Phone
T, UvT-CERT cert@uwt.nl +31 13 466 2014
Previous incidents
Incident 1T Created Type State Status
S UEFnet-CEET#010018 31 Aug 2005 admmstrative mnspection requested closed
SUEFnet-CEET#01001% 31 Aug 2005 admumstrative nspection requested closed
S UEFnet-CERET#010020 31 Aug 2005 admmstrative mnspection requested closed
SUIEFnet-CEET#010021 03 Sep 2005 mfected blockrequest on opEn
Link address to incident
I SURFnet-CERT#010023: 129.125.14.80 (infected) j
Link ta incident | Mew incident |
Done rnurphry. surfriek.ml (= | Prosy: Mone ¢



EDAIRT Control Center - Mozilla Firefox -0 =|
File Edit \Miew Go Bookmarks Tools Help
- - (X) | & https:/fmurphy.surfet.nlfairtfindex.ph ~| @ e |Gl
4 ps:fimurphy  surfnet. nlfairtfindesx. php = G0
| | AIRT Control Center | | | Edit standard message %

Application for incident
resporse feams

Home
Incidents
search

Ilal templates
settings

Logout

AIRT Control Center

Welcome teun. Vour last login was at 2005-09-12 16:36 from 137 56,40 234,

LIain tasks

Incident management

IF Address lookup

Ilail templates

Edit settings

WilWespie

HEED flow analysis
Incident Statistics

Securty news ES5

Iull route List of blocked users

Logout

| hittps: f fmurphey . surfriet, nlfairk mainkenance. php

rnurphry. surfriek.ml (= | Proxy: Mone

¢

A



EDAIRT Maintenance Center - Mozilla Firefox

File Edit \Miew Go Bookmarks Tools Help

=101 %]

QE - Eb - @ @ I: https:f frurphy . surfnet. nlfairtfmaintenance. php

B @ e (G

| | AIRT Maintenance Center

| | | Edit standard message

Application for incident
resporse feams

Home
Incidents
search

Ilal templates
settings

Logout

AIRT Maintenance Center

User managerent

Edit uzers

Incident management
Edit wmeident states

Edit incident statuses
Edit incident types

Edit standard messages

Network management
Edit networks
Edit constituencies

Edit constituency contacts

Appearance

Edit mam menu hnles

| hittps: f fmurphy surfriet, nlfairkfnetworks . php

murphe. surfret.nl = | Proxy: Mone

p

A



EDNetworks - Mozilla Firefox 0]
File Edit Wiew Go Bookmarks Tools  Help
@-o- & () @ | LI https:fjmurphy.surfnet.nljairtjnetworks. php B @ e (G
|| Networks | || Edit standard message %
131174 2280/22  131.174.228.0/22  TIMC MNymegen edit  delete ]
131174 2440022 131.174.244.0/22  TIMC Migmegen edit  delete
131.180.0.0/16 131.120.0.0/16 TTTDelft edit  delete
131.211.0.0/16 131.211.0.0/16 Universiteit Utrecht edit  delete J
131.224 0.0/16 131,224 0.0/16 BTV edit  delete
132.2250.0/16 132.225.0.0/16 Universiteit Leiden edit  delete
134.221.0.0/16 134.221.0.0/16 THO edit  delete
136.231.0.0/17 136.231.0.0/17 WL | Delft Hydraulics edit  delete
136231 128.0/32 136.231.128.0/17  MNat Lucht- en Ruimtevaartlab ecit  delete
137.17.0.0/16 137.17.0.0/16 Mat Lucht- en Rumtevaartlab ecit  delete
137.56.0.0/16 137.56.0.0/16 Uriversiteit van Tilburg edit  delete
137.120.0.0/16 137.120.0.0/16 TUriversiteit Iaastricht edit  delete
137.224 0.0/16 137.224 0.0/16 Wageningen Univ Eesearch edit  delete
139.63.0.0/16 139.63.0.0/16 THO ecit  delete
141.252.0.0/1& 141.252.0.0/16 Moordelijke Hogeschool Leeuw et delete
143.121.0.0/16 143.121.0.0/16 TUriversiteit Utrecht edit  delete
145.2.0.0/16 145.2.0.0/16 Sazmon Hogescholen edit  delete
145.3.0.0/16 145.3.0.0/16 Geodelft edit  delete
145.9.0.0/16 145.9.0.0/16 WL | Delft Hydraulics edit  delete
145.12.0.0/16 145.12.0.0/16 Wageningen Univ Eesearch gt delete
145.18.0.0/16 145.18.0.0/16 Universiteit van Amsterdatm gt delete
145.19.0.0/16 145.19.0.0/16 Hogeschool Zeeland edit  delete
145.20.0.0/16 145.20.0.0/16 Open Universiteit IMederland sdit  delete j
Done murphy.surfnet.nl 4 | Proxy: Mome



":} Edit constituency assignments - Mozilla Firefox -0 =|
File Edit \Miew Go Bookmarks Tools Help

QEI - Elr> - @ O @ I: https:ffmurphy . surfnet.nlfairtfconstituency _contacts, phpraction=edit&consid=135 ﬂj @ G0 IGL

| | Edit constituency assignments | | | Edit standard message | @

Application for incident
resporse feams

Edit constituency assignments

Home

et Cwirent contacts of constimency uvt.nl

S (UwT, UwT-CERT)

certi@hvt.nl ‘+31 13 466 2014 ‘Remove

Ilal templates
admin (Administrator, ) -

Settings (Dhr. G. Ranke, Gerard)
(Tiscali, Tiscali BY)

(Bezeqgint, Bezeq Internatianal)

Zonnet, ZOMnet Administrator)

{@Home, @Home Benelux NOC)

Chella, UPC Mederland)

Buijserd. Hans)

KFMN Direct ADSL, Abuse)

Dhr. Ing. CB. Okhuysen, Ben)

(Speedling, Qinip Operations)

(Wanadoo, Wanadoo Nederland BY) %

HedALL, X54ALL Internet MOC)

(Bit. BIT BV

(Ohr. k. Ensink, bartin

(Dhr. F\% T, wan Leeuwen, Frits)

(Dhr. J. Jagersma, Jeroen)

{Dhr. . Pronk, Rop)

(

(

Logout

e e e e, e e

Dhr. G. Mederlof, Gijs)

Getranics, Helpdesk) | Assign |

select anether constituency | Settings

Azzing user(s) to constiuency:;

o
@ Find: Iuvt @ Find Mesxt @ Find Previous |=| Highlight [~ Match case d

| Done rnurphry. surfriek.ml (= | Prosy: Mone ¢



EDAIRT Control Center - Mozilla Firefox -0 =|
File Edit \Miew Go Bookmarks Tools Help
- - (X) | & https:/fmurphy.surfet.nlfairtfindex.ph ~| @ e |Gl
4 ps:fimurphy  surfnet. nlfairtfindesx. php = G0
| | AIRT Control Center | | | Edit standard message %

Application for incident
resporse feams

Home
Incidents
search

Ilal templates
settings

Logout

AIRT Control Center

Welcome teun. Vour last login was at 2005-09-12 16:36 from 137 56,40 234,

LIam tasks

Incident management
IF Address lookup
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