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CERTs are not the only fruitCERTs are not the only fruit

•• CERTCERT
•• CSIRTCSIRT
•• CIRTCIRT
•• CIRCCIRC
•• CERT (USCERT (US--CERT)CERT)



Information SharingInformation Sharing

•• Filter Warnings, alerts, advisoriesFilter Warnings, alerts, advisories
•• Share Advice & Best PracticeShare Advice & Best Practice
•• Trusted Reporting point for incidentsTrusted Reporting point for incidents
•• WARPs WARPs 

–– (Warning, Advice & Reporting Points)(Warning, Advice & Reporting Points)



WARPsWARPs



WARPsWARPs

•• WARPs will become endemic across the UK, WARPs will become endemic across the UK, 
and beyondand beyond
–– SelfSelf--replicatingreplicating
–– FreeFree--standingstanding
–– SelfSelf--regulatingregulating
–– CooperativeCooperative
–– Complementary to CERTsComplementary to CERTs
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WARP for London Boroughs www.lcwarp.org





WARPsWARPs

•• Operational WARPs  Operational WARPs  
–– 2 LA, 1 Voluntary sector2 LA, 1 Voluntary sector

•• Imminent WARPs, Imminent WARPs, 
–– NorthNorth--East LA , Police, East LA , Police, 
–– SMEsSMEs
–– Home Users, Home Users, SectySecty ++

•• Serious interestSerious interest
–– Several LAsSeveral LAs
–– 2 Central Govt 2 Central Govt DeptsDepts

•• InternationalInternational
–– NLNL
–– US US 
–– S.AmericaS.America

The WARP Register



The WARP TOOLBOXThe WARP TOOLBOX



Filtered Warnings ApplicationFiltered Warnings Application



Filtered Warnings ApplicationFiltered Warnings Application



Why WARPs will make the world Why WARPs will make the world 
a better placea better place

•• Better Protection of systemsBetter Protection of systems
•• Filtering service of Warnings & AdvisoriesFiltering service of Warnings & Advisories
•• Source of Advice Source of Advice 
•• Forum for Exchange of Best PracticeForum for Exchange of Best Practice
•• Source of Benchmarking InformationSource of Benchmarking Information
•• Highly Relevant Early Warnings Highly Relevant Early Warnings 
•• Improved Awareness generallyImproved Awareness generally
•• Reduction in the background threat Reduction in the background threat 
•• Complementary to CERTs/CSIRTsComplementary to CERTs/CSIRTs





Setting up a WARP  Setting up a WARP  -- the essentialsthe essentials

•• The WARP Toolbox The WARP Toolbox –– www.warp.www.warp.govgov..ukuk
•• A communityA community
•• A  A  ‘‘championchampion’’
•• Minimal funding/resourcesMinimal funding/resources
•• The right ethosThe right ethos
•• RegistrationRegistration
•• [Filtered Warning Software][Filtered Warning Software]



WARPs and CERTsWARPs and CERTs

•• WhatWhat’’s in it for you ?s in it for you ?
–– The WARP ToolboxThe WARP Toolbox
–– Filtered Warnings SoftwareFiltered Warnings Software
–– Increased ReachIncreased Reach
–– More effective deliveryMore effective delivery
–– Increased ReportingIncreased Reporting

•• What is the price ?What is the price ?
–– Support WARPs Support WARPs 
–– Display the brandDisplay the brand
–– Become an  AffiliateBecome an  Affiliate
–– Agree to the Code of PracticeAgree to the Code of Practice
–– Apply Apply 



The WARP TOOLBOXThe WARP TOOLBOX





Sharing is Protecting
(contact :  peterb@niscc.gov.uk)


