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BELNET

 Belgian National Research and Education 
Network

 Universities, high schools, research centres
 Federal authorities (FedMAN), ...
 Public Libraries

 About 150 customers, more than 500.000 
users



BELNET CERT at-a-glance

 Last year's poll about our customers' 
concerns: security came first

 The idea was in the air for long
Anyone remembers Pascal Delmoitié?

 Official start: July, 1st, 2004

 Free service for all BELNET customers

 Two “permanent” members, one part time 
member



Possible Service Offering

Incident Handling
Alerts & Warnings
Vulnerability Handling
Artefact Handling
Announcements
Technology Watch
Audits / Assessments
Configuration and 
Maintenance of tools

Security Tools Development
Intrusion Detection
Information Dissemination
Risk Analysis
Business Continuity Planning
Security Consulting
Awareness Building
Product Evaluations

 No one does it all!



Reactive Services

 Alerts and Warnings

 Incident Handling
 Incident Triage
 Incident Response (for BELNET)
 Incident Response Support
 Incident Response Coordination

 Vulnerability Handling
 Vulnerability Response Coordination

 Artifact Handling
 Artifact Analysis
 Artifact Response Coordination



Proactive Services

 Announcements

 Technology Watch

 Configuration of Tools

 Security-related Information Dissemination



Security Quality Management Services

 Awareness Building

 Education and Training

 Advice to Legislative Bodies



Structure

BELNET CERT

Institution
SCP

Institution
SCP

Institution
SCP

Other CERT

Other CERT People

Vendor

SCP: Security Contact Person



We are not alone!

 Collaboration and Information Sharing are of 
utmost importance

 But trust also

 Inside BELNET
 Privileged Contact Points (SCP)

 Outside
 Participation to TF-CSIRT and Trusted 

Introducer
 Participation to FIRST (near future)
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Should have been able to follow it sooner, 
though

More, more often?
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How to Contact Us

 cert@belnet.be

 http://cert.belnet.be/

 PGP Key Fingerprint
DSA 1024, expires never
6DF0 9975 FE34 EECF 8030 8738 BA5E 31BC F0E5 030C



Your turn

 Questions?


