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* Phase1: Re-organisation (done)
* Moving basic tools into an own category (done)

* Phase 2: Adding more information

* Collect input: which additional information would be
useful? (done)

* Generate a new XML object (done)
* Apply changes to the CHIHT framework (done)
* Completing information for existing tools ( )
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* What information we already had

* The name of the tool

* Where one canget it (HTTP- or FTP-URL)
Which platforms it runs on
* A short description

* What information we additionally have now

* Category

Detailed Info (Link to a local page)

Mailing Lists (Link, will probably be moved to DI)
* In use by team (Name and URL)

XML file (for that tool)
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CHIHT - CSIRT procedures - Mozilla {Build ID; 2002091116-SuSE} =21 m
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encryption. PGP iswidely used by CS3IRTs around the world to communicate confidential'sensitive data. The official PGP
program was purchased by MAI Labs, who have recently stopped supporting the program. PGP will be further developed
by pgp.com, wersion 8.0 ist available and looks promising. A free version of older PGPiversions is available at the link
above,

EXML-File: pgpxml

MName: The GMNU Privvacy Guard [SPiE)

Source: htip:/fananr gniupg .orgs

Platform: Linix, Windows

PG s a powerful alternative to PGP from Al Labs. Like PGP, GPG encrypte*decrypts mail or data with a mix of
syrmmetric and asyrmmetric encryption. GPG iswidely used by C3IRTS around the world to communicate
confidentialdsensitive data. GPG is a command-ling tool, some graphical user intefaces and plugins for mailprograms
exist. The program is sponsored by german gouvernment.

Category: C3IRT procedures - Communications

More Details: Local gpg Page

Mailing lisi: hip-iwaww gnupg org/ienidecumenialion'/mailing -lists_himi

Uzed by Team: DFM-CERT

AML-File: gpg_xml

Mame: Listsers
Source: htip:ffamane lsofl comn/prod ucts/defaul asp? lemn=manuaks o
Platfarm: Windows =
Listeery iz a commercial mailing list package that can be used to maintain distribution lists for incident response teams.
XML-File: listzerv xml

[0 € | Document: Done (0,109 secs) =
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* Phase 3: Generate a new questionaire ( )
* Overwork existing survey to gather new tools

* Phase 4: Adding workflow descriptions

* |dea: Having clickable image maps guiding to the correct
tools

e See: http://chiht.dfn-cert.de/workflow/
* Another form of navigation within the clearinghouse
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* Next steps
* Complete the informations for existing tools (Phase 2)
* Generate a new questionaire (Phase 3)

* Send in all your workflows, ideas how to present them,
etc. (Preparing Phase 4)

e Call for volunteers!
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