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Security Entry Point

Background: Historical

It is not the background that's important here.

It's the foreground: Modelling our organization to
existing organizations handling emergencies and
incidents, it became clear that:

- Communication is all-important

- Until recently fire departments and other
organizations were working separately.

- There existed hardly any procedures at all
that could be followed when an emergency
occurred.
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Background: Current Situation

Currently,

- Fire brigades have well-designed procedures
that can be followed

- There's direct communication between all
major agencies involved in handling emergencies

- C-2000 is currently introduced: a common
communications system for all these organizations

Conclusion: Again, it'scommunications that is
highly important for these organizations
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SEP:. Communications Network
University: organization of faculties and services.
Systems managers. more or less “trusted'.

"Outside world': how information reaches the
University.

The university as aloose organization

Any person maintaining a computer is a systems
manager. Depending on their position inthe I T
organization, we consider them more or less
trustworthy

Security information reaches the university's SEP
from the outside. The outside is usually CERT-NL
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SEP:. Communications Network
University: organization of faculties and services.
Systems managers. more or less “trusted'.

"Outside world': how information reaches the
University.

October 2000: The University of Groningen
introduced the function of ICT Security Manager.

The university as aloose organization

Any person maintaining a computer is a systems
manager. Depending on their position inthe I T
organization, we consider them more or less
trustworthy

Security information reaches the university's SEP
from the outside. The outside is usually CERT-NL
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SEP: Communications Network

Aim: create communication structure that is
Independent of the persons involved.

The independency ensures that:

- the network survives any mobility of
employees

- separate layers in the network do not need to
know who ‘lives in other layers.

- communication between layersis simply
realized by sending information to the layer's
communication's entry points.
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SEP: Communications Network

Cut si de worl d

Wthin the cert@ist.rug. nl
Uni versity ( SEP)

Primary link between Cert-NL and U. of
Groningen.

Not only security msg, but in general information
of any serious, security related nature.

Also: the telephone can be used...
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SEP: Communications Network

Cut si de worl d

Wthin the cert@ist.rug. nl
Uni versity ( SEP)

Primary link between Cert-NL and U. of
Groningen.

SEP is aperson, who is a member of ateam.

Not only security msg, but in general information
of any serious, security related nature.

Also: the telephone can be used...
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SEP: Communications Network

security@i st.rug.nl ‘« ((:(;IrEL)@lst.rug.nl —»{cert—scp@ist.rug.nl ‘

cert-scp@: relay-window: serious security messages
are distributed from here.

security@: relay-window: general security related
messages, reaches all systems managers of the
University.

We only feel the need to distinguish confidential
messages from non-confidental messages.

To "security' a message may be sent regarding,
e.g., arecent virus spread, or a serious advise to
perform a security related software update.

To cert-scp' a message may be sent when, e.g., a
serious hack has occurred. Viathisrelay all
universital SCP may be informed immediately.

Result: VERY fast dissemination of information
over relevant groups and persons.
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SEP: Communications Network

security@ist.rug. nl ‘* gglrztp)@lst'rug'm —ﬁcert—scp@ist.rug.m

cert-scp@psw. rug.nl| | cert-scp@wn.rug.nl
(SCP + backup) (SCP + backup)

Each faculty or service maintainsits own cert-scp list.

The local cert-scp lists are merely drop-boxes,
separating the functionality of the SCP and his’her
backup from the actual person.

When the SCP of afaculty changes, only the
membership of the corresponding cert-scp
requireds maintenance. All remaining lines of
communication remain intact and unaltered.
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SEP: Communications Network

security@i st.rug.nl ‘« ?;Irztp)@' st.rug. nl —»{ cert-scp@ist.rug.nl
cert-scp@psw. rug. nl cert-scp@wn. rug. nl

(SCP + backup) "7 ] (SCP + backup)
f

security@psw. rug. nl . | security@ wn. rug. nl
(SCP + backup + (SCP + backup +
sysnmgrs. + hel pdesk) sysngrs. + hel pdesk)

same approach for “security': onelist per faculty

Note the flow of communication: standard the local
cert-scp and local security lists may post to each
other.

Usually implemented by allowing security
members to post to the cert-scp lists. The posting
to security by the cert-scp membersis by default.

This organization is aso suggested by the security
layer, below the cert-scp layer.
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SEP: Communications Network

security@i st.rug.nl ‘« (cglrz;)@lst.rug.nl —»{ cert-scp@ist.rug.nl

|
# v
cert-scp@psw.rug.nl| | cert-scp@wn. rug.nl
" (SCP + backup) (SCP + backup)
/, 77777777777777777777777
v

security@psw. rug. nl
(SCP + backup +
sysngrs. + hel pdesk)

security@wn. rug. nl
(SCP + backup +
sysngrs. + hel pdesk)

sechews @
list.rug.nl

secnews:. for the most trustworthy systems managers.
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SEP: Communications Network. The complete
picture

‘security@ist.rug.nl ‘« ((:(;IrEL)@lst.rug.nl —»{cert—scp@ist.rug.nl

cert-scp@psw. rug.nl| | cert-scp@wn.rug.nl
(SCP + backup) (SCP + backup)
5

security@psw. rug. nl
(SCP + backup +
sysngrs. + hel pdesk)

security@wn. rug. nl
(SCP + backup +
sysngrs. + hel pdesk)

[éecnevvs@ ‘

list.rug.nl )
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Embedding |CT-Security

‘ U of Groni ngen
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Embedding |CT-Security

‘ U of Groningen ‘

‘Faculty‘ ‘Faculty‘ ‘ Servi ces ‘ ‘Oorrputing Cent er
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Embedding |CT-Security

‘ U of Groningen ‘

‘Faculty‘ ‘Faculty‘ ‘ Servi ces ‘ ‘Oorrputing Cent er ‘

‘Unit ‘ ‘Unit‘ ‘Unit CRM‘
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Embedding |CT-Security

‘ U of Groningen ‘

‘Faculty‘ ‘Faculty‘ ‘ Servi ces ‘ ‘Corrputing Cent er ‘
director

[unit | [unit]| [unit CRM
Security
Manager

The Security Manager is amember of aunit for
administrative reasons only.

The Security Manager's position, however, is
formally defined as an independently operating
agent within the organization.

As such, the Security Manager only answers to the
Director of the Computing Center.
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Embedding |CT-Security

‘ U of Groningen ‘

‘Faculty‘ ‘Faculty‘ ‘ Servi ces ‘ ‘Corrputing Cent er ‘

director

[unit | [unit]| [unit CRM]
\ Security
Manager

‘1| Sec. Kernel
Group

The Security Manager has formed the security
kernel group: four members of units who are
directly involved in ICT-security:

- server management

- network management

- applications management

- general desktop and student facilities
management.

The Security Manager performs activitiesin close
cooperation with the security kernel group.



18

Security Entry Point

Embedding |CT-Security

‘ U of Groningen ‘

‘ Facul ty ‘ ‘ Facul ty ‘ ‘ Servi ces ‘ ‘ Conput i ng Center ‘
director
[unit | [unit]| [unit CRM]
\ Security

Manager

‘1| Sec. Kernel
Group

The security kernel group represents
the U. of Groningen's accredited
Terena Level-2 security team

The University of Groningen:

the third ICT-organization in the Netherlands
reaching the Terena Trusted Introducer Level-2
status.
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Activities Promoting | CT-Security
WebSite: http://www.rug.nl/rc/security
(temp.: http://security.rc.rug.nl/)
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Activities Promoting | CT-Security
WebSite: http://www.rug.nl/rc/security
(temp.: http://security.rc.rug.nl/)
“Column’ in bimonthly Pictogram publication
Security Courses (honeypots, oct. 6 - oct. 10)
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Security Entry Point

Activities Promoting | CT-Security
WebSite: http://www.rug.nl/rc/security
(temp.: http://security.rc.rug.nl/)
“Column’ in bimonthly Pictogram publication
Security Courses (honeypots, oct. 6 - oct. 10)
Annual Security Award.
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Topics covered:

From historical overview (emphasis on
communication) to current background situation
(close cooperation, C-2000).

Communcation all-important in current setup.
Essence: independent of persons.

Embedding of Security Manager: rather high
in the organization: may thus perform a central
role.

Security as a process of mental change: severd
activities are focusing on this aspect.

In sum: Security is ahighly dynamic, higly
Interesting area, currently deserving and getting
much attention at the U. of Groningen.
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Thank you
for your attention
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