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Available at: http://chiht.dfn-cert/statistics

Usage summary for chiht,dfn=cert,.de
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Further improvements
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|dea: Workflow graphs as Image map
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Workflow taken from
http://skin.surfnet.nl/security/cert/ih-workflows.shtml *

Resolwed
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CHIHT - Metwork Configuration Check - Mozilla
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Network Configuration Check =
These Websites report badly configured Internet Hosts or check own systems for misconfiguration.
Name: Abuse.net - mail relay testing service
Source: http:/iwww.abuse.net/relay.html
Platform: Web Site
Abuse.net provide an experimental mail relay testing service. Unlike ORDEB, the abuse.net service allows registered users to see the full headers of
mail relayed through the tested host. This may be useful to CSIRTs for testing hosts within their constituency where they should be able to require | =
that the system owner take steps to prevent abuse of their system. B
Name: ORDE - open relay database
Source: http:/iwww.ordb.org/submit/
Platform: Web Site
The operrrelay database performs checks to determine whether Internst hosts can be used as open relays for e-mail, in other words mail can be
injected from the Internet which is destined for addresses for which the host is not an official mail relay. Open relays are commanly used to
distribute unsolicted bulk e-mails. When investigating cormplaints of such e-mail, it is often useful for a CSIRT to be able to check whether a host
implicated in an attack is indeed an open relay which may be being abused by others. ORDE provides a web form where hostnames or |P
addresses may be entered - these are then checked in batches and an e-mail reporting their status as relays sent in due course to the reporter.
Name: SAR - Smurf Amplifier Registry
Source: http:/hwww.powertech.no/smurf/
Platform: Web Site
Smurfing is a denial of service technigue that uses badly configured IP address blocks as amplifiers. By sending a single forged packet to such a
netblock an attacker may cause a much larger number of packets to be directed at a victim host. Powertech have been working for many vears to
[l & | pone | ==

Prototype ready for next meeting (January 2004)
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Thanks!
Short discussion?
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