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Illustrations and Comments to the Presentation

TF-AACE November 2002, Stockholm. 

Sassa Otenko

1 Mutual Authorisation and Federated Management

Figure 1 displays the infrastructure behind the federated management of users and targets. They are simply two PMIs originating from the same root – the Source of Authority, which issues the Policy governing the Subject and Target domains. 


Figure 1. Symmetrical PMI for federated management of targets and users

In fact, the hierarchies of authorities have not been required by any known project, so it is difficult to predict how exactly the trust relationships should be established and verified. We understand there will be a certificate (a signed token) delegating some privileges of the superior authority. However, there are models in which the privileges are appointed to the holder, even though the appointer does not have the same privilege [OASIS].

Note the symmetry of the authorisation infrastructure. Considering the user part of the infrastructure is pretty obvious, let us lay out the advantages of having certificates issued to the targets too. 

A. Mutual authorisation

Mostly the certificates are needed because the target would probably act as a user of the client’s data, so it is necessary for the client to know the privileges of the target. It is possible to separate the process from authorisation of the client to the target, but since the obtained information is used by the target to deliver a decision, it is a part of the same authorisation problem and is referred to by others as the Attribute Release Policy problem.

Example. The user browses a page in a secure connection. The window pops up and says that the PKC holder is ApiaryInk.co.uk, which is certified by the VeriSign Inc. CA. Now the site claims an Attribute Certificate issued by a bank, containing the details of a credit card as a token authorising a financial transaction (at the moment there are no such certificates, so the details are filled in by the user; but should he? Is it safe?). Should the requested AC be released to the Internet company? In fact, the only thing I know is that it is called ApiaryInk. I cannot be sure that it is an Internet company at all!

It is only when the target, the ApiaryInk site, is able to produce a certificate from, say, the British Ministry of Trades (or whatever organisation is dealing with such things), certifying that the Credit Card details are handled in a secure way (e.g. corresponding to ISO9000 or whatever the standard might be). Note that actually the user cannot decide whether his particular card will be handled in the secure way, because he is not an expert, so he simply delegates the authority to make decisions to the Ministry. The policy, in fact, could be interpreted as “I trust everyone who has been authorised by the Ministry Attribute Authority”.

Note that from this angle of view the certificate simply becomes a log of authorisation process done by an expert, so the inexpert could mimic his behaviour to be secure. The certificate implicitly specifies the circumstances of the requests: the actions (semantics of the privilege attributes), client name (holder) and target name (issuer).

B. Authorising the returned result

The privilege assignment certificates can be used by the same authorisation engine to filter out data that should not be revealed to the user with known set of privileges. 

Of course, we are not talking about filtering out the contents of the HTML pages returned to the user (because it would be a tedious process), but in general this may be required (e.g. LDAP can return no more than certain number of entries). 

C. Federated target management

The privilege specification certificates may be issued by allied managers of the target. For example, consider a policy for accessing a library. The chief librarian may establish the trust relationships with the departments requesting the information from the library, and let the departments decide who can access the topic the chief librarian allowed.

In terms of Role Based Access Control the departments would be able to issue Role Specification certificates stipulating the set of Roles the user should be assigned to in order to have access.

2 E-wallet

The problem the existing authN and authZ systems are aiming to solve is how to do that through existing protocols using existing software. The solutions for web-based authentication are struggling to make authentication seamless to the user – the protected site would somehow redirect the user to the authentication mechanism, and the mechanism would redirect the user back to the site. The issues that they are solving are related to how to find the respective site and how to manage the authentication information after the client has successfully authenticated himself. 

There is a protocol with binding over HTTP for performing the required operations [SOAP]. The only technical difficulty with it is that the browsers do not support it. However, the easy solution to that would be to send the SOAP messages as a content of a special MIME type, which would hint the browser to load a plug-in for handling it (MSIE and Mozilla have this functionality). 

Pros: 

1. No global WAYF-like services required (no performance bottle-necks). 

2. AuthN and AuthZ are not necessarily web-based (can be done by the local authN systems).

3. User can control the released attributes personally (or have an ARP that he can control).

4. Easy control over the authentication information (“where the logOut button should be placed”).

5. User specifies certificate stores (both local and remote).

6. Multi-user browsers would automatically support multi-user authentication. 

7. No way (or let’s be careful to say “more difficult”) to copy the state of the authentication plug-in (unlike the cookies).

8. The authN/authZ data can be obtained on demand of the target (unlike continuous communication in the PAPI model).


Figure 2. MIME-type goes to the authN/authZ browser plug-in

Cons: 

1. User has to install and configure it himself (can be simplified within one organisation by having a configuration server – but certainly this complicates the architecture).

2. What else?

3 What is the best AuthZ system?

There is certainly no answer to that, because they are looking at the problem of authorisation at different angles. Thus Shibboleth and PAPI (and CAS, and IBM TPL) are concerned about how to issue the authorisation tokens to the users, and the target would somehow make a decision. On the other hand the PERMIS, SPOCP and Akenti are working on decision-making, while the user somehow authenticates himself and provides the authorisation tokens. There is more to think of how to join both views, rather than to look for the single best solution.

The PERMIS system has been designed with this problem in view, so it is possible to extend the base set of classes to support: 

· formats of authorisation tokens other than the X.509 ACs (e.g. Shibboleth SAML assertions or PAPI cookies)

· policies other than the PERMIS RBAC XML Policy (e.g. ARP for the client) 

· access control models other than RBAC (e.g. Shibboleth attribute-based access control, or SPOCP S-expressions) 
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