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Introduction: context association K.U.Leuven

educational landscape reflects
political situation

£'¢ association K.U.Leuven
*<¥ 1 university and 12 schools
of higher education

Need for resource sharing
2004: Shibboleth for institutional
and inter-institutional web
resources
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Introduction: context association K.U.Leuven

Every institution of association K.U.Leuven hasawen

central AAl(Authentication and Authorization Infrastructurelin
Shibboleth 1dP)

Resources
e-learning: Blackboard and other coupled educatfmrs
library: Ex Libris, and access to scientific papgnsblications and databases
work place context: Horde webmail, groupware andrtmstitutional offers
research context: HPC et al
administrative and organizational context: SAP

Federations
K.U.Leuven (institutional)
Association K.U.Leuven
K.U.Leuven - UZLeuven (university hospital)
Not yet :-\ a national federation at NREN level (i)
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Case : AA enabling SAP

Administrative and organizational applications: SAP
K.U.Leuven: Campus management, HR, FlI, ...
Corona project: 6 institutions of association K.U.Leuven for
Implementing SAP campus management

SAP access control possibilities
Basic authentication
Digest
Form
Client certificate
Evaluate assertion ticket (SAML)
SAPssoTicket

Goals:
password does not pass the application
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Case: AA enabling SAP

SAP access control via evaluation of an assertoiett

Problem: SAP speaks a subset of SAML1.1 :-(

e Assertions must not contain the elements Condition and
AudienceRestrictionCondition

o Assertions must have exactly one AuthenticationStatement
element which must have a Nameldentifier element

 |f present, the elements AuthorizationDecisionStatement and
AttributeStatement are ignored

« Creating or verifying digital signatures is not supported

SAP considers to implement SAML2.0 sometime In the
future :-(
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Case: AA enabling SAP

Shibboleth enabled reverse proxy in front of SAR s

Inter-
mediate

Extra layer of security
Usage of AAI Shibboleth component for general access control
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Case: AA enabling SAP

Inter-
mediate
kR =

I
i

Access control
Reverse proxy access control via Shibboleth

(mod_shib)
Only general access control, application speclitha

remain in application
SAP access control via a valid SAPssoticket obtained

at J2EE-engine (SAP portal)
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Case: AA enabling SAP

authentication
system

USET,
directony : :
identity
provider.
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shibboleth

shibboleth
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Access control via SAP SSO ticket

JAVA and ABAP web apps
access via browser
SAP SSO ticket in cookie

ABAP non-web apps
access via a client: SAPgui
link or URL (in SAP portal) to a SAPgui Shortcut file
associated in Windows with the SAPqui client
contains SAP SSO ticket
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Accessing SAP applications

JAVA and ABAP web apps (link in SAP portal or in WAS)
ABAP non-web app via link to a SAPgui shortcut file

firewall

https://webwsp.aps.kuleuven.bs
Apache reverse proxy

https://wsp.cc.kuleuven.be
Java / Portal

Evaluate ticket Login Module SUFFICIENT

Header Variable Login Module OPTIONAL

A 4

browser
Create ticket Login Module SUFFICIENT

ABAP
N N Evaluate SAPssoTicket REQUIRED

:Afﬁlﬁwiﬂl!ﬁ
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Accessing SAP JAVA and ABAR/ebapps

00O Cookies =)
Search: |aps (" Clear )
The following cookies match your search:

Site Cookie Name
aps.kuleuven.be JSESSIOMID

aps.kuleuven.be MYSAPSS02

MName: MYSAPSSO2
Content: AJExMDAgAA9wD3JOYWwWEVTAWMDEOMzmIABNIYXNpY2F1d
Domain; .aps.kuleuven.be
Path: |/
Send For: Encrypted connections only
Expires: at end of session

(: Remove Cookie :,I Remowe All Cookies
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Accessing SAP ABAMON-webapplications

Example of SAPgui Shortcut file (tx.sap)

[System]

Name=P11

Client=300

GuiParm=/M/P11.cc.kuleuven.be/S/3600/G/productie

[User]

Name=U0001439

at="MYSAPSSO2=AJEXMDAgAA9Wb3J0YWwWE6VTAWMDEOMzmIABN{XpY2
F1dGhlbnRpY2F0aW9uAQAIVTAWMDEOMzkCAAMS50TKDAANXU1ARA
yMDA3MDUXMDE1INTAFAAQAAAAMCgAIVTAWMDEOMzn/APUwQfE&CS
SIb3ADQEHAQCB5DCB4QIBATELMAKGBSsOAwlaBQAwWCWY JKoZIhMe
QcBMYHBMIG+AgEBMBMwWDJEMMAOGALIUEAXMDV1INQAgEAMAKESBSSO
laBQCgXTAYBgkghkiGOwWOBCQMxCwY JKoZlIhveNAQcBMBWGCSqWES
3DQEJBTEPFWOWNZALIMTAXNTUWNDJaMCMGCSgGSIb3DQEJBDEWBB
V5019GIZCInkdkYoCON7AXN7XDAJBgcghkjOOAQDBCSwWLQIUL2r YN
SIMSAsBhWBURDQzUIISASMCFQCTPasn/RL26iMTko2cSWK/|DtW1A

[Options]
Reuse=0
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Configuration overview

Communication reverse proxy and SAP portal:
Vhost webwsp.asp.kuleuven.be
Adjusting SAP LoginModuleStack
Configuration of access to SAP servers
SAP transactions : rz10 and strustsso2
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Vhost webwsp.aps.kuleuven.be

SSL enabled

# communication to browser

SSLENngine On

SSL CertificateFile /etc/pki/webwsp.aps.kuleuven.be.c

SSL CertificateKeyFile
[etc/pki/webwsp.aps.cc.kuleuven.be.key

# mutual certificate authentication with SAP

SSLProxyEngine On

SSLProxyCACertificateFile /etc/pki/ca-bundle.crt

SSLProxyMachineCertificateFile /etc/pki/webwsp.pem

SSLProxyVerify require

SSLProxyVerifyDepth 3

It
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Vhost webwsp.aps.kuleuven.entinued)

Protected with Shibboleth

authorization based on affilation
header shib-person-uid must be set

<Location />

AuthType shibboleth
ShibRequireSession on
require affiliation member
</Location>

Reverse proxy

ProxyPass / https://wsp.cc.kuleuven.be:8098/ retry=2
ProxyPassReverse [/ https://wsp.cc.kuleuven.be:8098/
ProxyVia Off

ProxyPreserveHost On
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Login Module Stack of J2EE - engine

Visual administrator

Security Provider
SAP-J2EE-engine

Login Madules Flag Options
com.sap security.core.sener jaas. EvaluateTicketLoginhiodule SUFFICIENT - {ume.configuration active=true}
com.sap.security.core.senverjaas HeaderanahleLoginModule OPTIOMAL — Hume.configuration.active=true, Header=shib-person-uid}
com.san.security core.senver jaas. CreateTicketLoginModule SUFFICIENT  ume.confiquration active=trug)
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transaction rz10
Allow access with SAPssotickets

= [=] [ [=]
Parameter Edit Goto System Help

& 190 /@60 LHE D000 PR 06

EuroCAMP 15n0v2007

Display Profile ‘DEFAULT" Version ‘000079’

| copy | [%|[EL Line || Line ||« PaRAM+|[+ PARAM-|

‘Parameter name:: Status Seq. no.
loginfaccept_sso?_ticket Active 16
Farameter val.

1

Unsubstituted standard value:
1

Substituted standard value:

3
Comment:
#
[l I Al
| b[Rz10 B wsp [INs| | 2
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transaction strustsso?

Configure which
SAPssotickets are
allowed (signed by)
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AA enabling via reverse proxy

remote user in backend server

complex rewrite rules
use another header variable released by IdP
e.g. shib-person-uid

Security (spoofing): only uid is passed no password

mutual certificate authentication between proxy and backend
server

persistent connection over ssl (keep-alive) is not yet -/ possible
with Apache mod_proxy

firewall filtering
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Conclusion

AA enabling a closed source legacy application
- dependent on application

- one possibility: by means of a Shibboleth
enabled reverse proxy in front of the app

Credits URL’s
Philip Brusten http://kuleuven.be/english
Jan Van der Velpen http://associatie.kuleuven.be/eng

http://shib.kuleuven.be
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