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OIOSAML profile and toolkits
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• The OIOSAML toolkits for Java and .NET
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OIOSAML 2.0 -
The Danish eGov SAML 2.0 profile 
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Common infrastructure still 
allow different routes
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Why a special Danish SAML 2.0 profile?

 Cultural extensions – e.g Attributes like Business 
number, etc.

 Remove complexity in subset of standard that 
fulfills our use cases

 Less variations to test

 Less variations to do risk analysis on

 Less implementation requirements for federation 
members that want to implement their own SAML-
integration

 Absence of a common eGov profile

The profile is to a large degree adopted from the US eAuthentication SAML profile. 



Common infrastructure without 
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The Liberty eGov Profile

 Version 1.0 

 Based on requirements in US eAuthentication SAML 
profile. 

 Used in Liberty Interoperable testing 2008

 Version 1.5

 Based on US, NZ and DK requirements

 In use in Liberty Interoperable testing 2009



The Danish Government Federations



Virk.dk - the government business portal



Borger.dk - the government citizen portal



Nem Log-In – Public Identity Provider



OIOSAML Toolkits

 Mozilla Public License 1.1. 



OIOSAML.Java

 Java 5+. 

 A web container, for 
example Tomcat.

 A SAML 2.0 compliant IdP. 
Assertions must be signed, as must 
SLO requests and responses.



The public Invoice Form service



OIOSAML.NET

 For MS Windows

 C# (.NET 3.0)

 ASP.NET 2.0 Http Handlers on IIS

 Safewhere and Trifork





Experiences

 What is the value?

 Using and handling certificates can still be a 
challenge in 2009

 Though you should not need to understand SAML 
2.0, you need to know about it

 Getting your metadata right is essential – we’ve 
built a metadata validator

 Have free and run-ready examples available



OIO Identity-based Web Services (IDWS)
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