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Overview

• WAYF - Where are you from?
• Alternatives to centralized WAYF
• The WAYF in SWITCHaai

 High Availability for the WAYF
 Availability Monitoring and Control
 Identity Provider Pre-selection

• Resource Registry
A tool to manage metadata
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 Task of WAYF is to guide user 
to his Identity Provider

Facts about WAYF
• Stateless requests
• Two requests per visit

1. Show drop-down list
2. Redirect User to IdP
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The Internet2 WAYF

• It is part of the Shibboleth IdP package, implemented in JSP.
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WAYF – Alternatives for SP

Three ways to become independent of central WAYF

• A single Identity Provider to support
 Link directly to the Identity Provider
 set wayfURL in shibboleth.xml to providerId of IdP

• Only few Identity Providers
 Offer direct – ‘bookmarkable’ – links to IdPs

https://idp.xy.org/shibboleth-idp/SSO?shire=…&providerId=…&target=…

⇒  ‘Shibboleth Architecture Protocols and Profiles’ document
 in chapter 3.1.1 ‘Authentication Request Profile’

• Integrate WAYF into the Service Provider
 Use your own WAYF
⇒ examples on next slides
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Integrated WAYF: OLAT

• WAYF integrated into
an Open source
e-learning platform
(= LMS = VLE)

• http://olat.unizh.ch
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Integrated WAYF: ScienceDirect

• http://www.sciencedirect.com
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Integrated WAYF: ScienceDirect (2)

• First choose the federation...
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Integrated WAYF: ScienceDirect (3)

• ...then choose the IdP
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The WAYF in SWITCHaai
• High Availability for the WAYF

 Redundancy at two distant locations
 IP Anycast

• Availability Monitoring and Control

• Identity Provider Pre-selection

• Features of the PHP WAYF
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How to achieve High Availability

Answer: Redundancy
• Stateless services like the WAYF can be easily made redundant

Main Problems
1) How to determine when failover situation occurs?
2) How to handle a failover situation?

Failover Handling
• Use DNS record to switch hosts
• Hide service behind load balancer
• Use master/slave services that share same IP
• Use Anycast (only recommended for specific services)
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Use of Anycast

• Best suited for connection-less applications
• Used for DNS system of Root Servers (DNS queries mostly UDP)
• WAYF is stateless and routing within backbone is very constant
• Anycast is implemented using routing system
• Request to an IP is routed to the ‘nearest’ Anycast instance
• Changes propagate within seconds (~ 3s)

 Results in High Availability and Load
 Balancing 
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Load Balancing Effect

Routing dependent
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Availability Monitoring and Control

From inside the backbone
• Internal Big Brother (e-mail notification)

From outside the backbone
• Alertra.com (e-mail notification)

On WAYF Instance
• Routing Daemon Zebra/Quagga announces IP
• WAYFcheckservice script (e-mail notification and failover actions )

 Polls service every minute. In case of problems  tries to restart service.
 If it fails, the Anycast IP announcement gets stopped immediately.
 If host stops working before withdrawing route to Anycast IP (e.g. hardware

failure, …) remaining hosts take over within max. 40 seconds.
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IdP Pre-selection

Goal
• at most one click per session for IdP selection

Two Cookies used
• Short term: Optionally skipping WAYF for current browser session
• Long term: Remembers past choices (100 days).

Useful for IdP pre-selection in next sessions.

Resource hints the WAYF with URN
• Append part of the providerID (URN) to WAYF URL

https://wayf.switch.ch/SWITCHaai/WAYF/unige.ch?shire �=...

Transparent mode – Users never see the WAYF (limited use case)
• Append ‘redirect’ to WAYF URL

https://wayf.switch.ch/SWITCHaai/WAYF/redirect/unizh.ch?shire=...
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Features of the PHP WAYF

• Enhanced ease-of use for the user
• Light-weight implementation of a WAYF service
• Implemented in PHP 
• Multilingual based on browser setting

currently supported: en, fr, de, it
• Ready for push-update from Resource Registry (not yet used)

• OpenSource (BSD License)

• Interested? Contact aai@switch.ch
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Resource Registry

• Why a Resource Registry?
 It’s a tool to manage metadata

• Roles in the Resource Registry
 Home Organization Administrator
 Resource Registration Authority (RRA) Administrator
 Resource Administrator

• Resource Registry User Guide
 http://www.switch.ch/aai/docs/AAI-RR-Guide.pdf

• https://aai-rr.switch.ch/
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Why a Resource Registry?

• Federation Metadata requires some config details
• Identity Provider needs

• metadata.xml: details of SPs
• arp.sites.xml: attribute requirements of SPs

• Service Provider needs
• metadata.xml: details of IdPs

• WAYF needs
• list of all Identity Providers

• Home Organizations want to know about SPs in their domain
• Resource Registration Authority (RRA)

• Resource Registry supportive, not to be operationally required
 no potential central point of failure for end-user operations
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Home Organization Administrator

1) AAI user account required
• First user of a Home Organization becomes its first Admin and

first Resource Registry Authority (RRA) Admin

1) Enter details about the Home Organization
• Name, description, contact addresses
• Config details

• like providerId, SSO and AA URLs

• Mark attributes implemented by the Home Organization
• Default attribute release preferences

• Accept which required and desired attributes

2) Submit entry for approval to SWITCHaai Admins
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Home Organization Administrator (2)

4) Delegate modification rights to other users
• as Home Organization Admin and
• as Resource Registration Authority (RRA) Admin

5) Retrieve tailored arp.sites.xml
• Just the Resources of interest for this Home Organization
• Based on Resource requirements and

default attribute release preferences
• updateARP Perl script provided for simple post-processing

for the IdP
• Block an attribute for a specific resource
• Allow an attribute for a specific resource
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Resource Registration Authority Admin

1) AAI user account required
 User gets this right from a Home Organization Admin

2) Approve Resources on behalf of Home Organization
 Gets notification by e-mail on creation and modification
 Should check the Resource details as provided,

especially the attribute requirements
 Should make Resource Admin aware of Federation Policy
 Approves Resource

3) Delegate modification rights to other users
 as Resource Registration Authority (RRA) Admin
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Resource Administrator

1) AAI user account required
 If Home Organization already registered the user gets

accepted
2) Enter details about the Resource

 Name, description, contact addresses
 Config details

• like providerId, shireURL, certificate subject name
 Attribute requirements

• required vs. desired with reason
 Home Organization use

• Resource of interest for which Identity Providers
3) Submit entry for approval to RRA
4) Delegate modification rights to other users
5) Each modification requires again RRA approval
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Resource Registry: Details

• Tailored for SWITCHaai federation
 grows with additional requirements
 probably of limited direct use for other federations

not really configurable, many things hard coded
• Implemented in PHP using PEAR/QuickForm and MySQL
• OpenSource (BSD license)
• Available as is…

• Interested? Contact aai@switch.ch


