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 Rationale for collaboration between research/education and healthcare ICT networks and services.
An input to the EARNEST Foresight study of the GN2 project.
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In Europe the ICT infrastructure of research and education institutions have been leading the way both with respect to technology and capacity.

Therefore it is natural to bring the developments of proven value to the benefit of other sectors with considerable demands for advanced infrastructures and services.

The health and the health research sectors have developed extensive needs for which the rate of fulfilment would benefit both in economic and capacity terms by collaboration with the research/educational sector.
1 From information silos to interconnected eHealth

Health care has developed and deployed IT systems and services in the last 40 years of the 20th century, first for administrative purposes, followed by digitized diagnostic equipment and now to the electronic health records.  For many of those years systems were developed as isolated information silos with no digital communication or interoperability between institutions like university hospitals, general hospitals, pharmacies, primary clinics and the social sector within regions or countries.  Only some telemedicine services crossed borders.   That time is over.  

A need for and a use of access to relevant medical data whenever needed by any authorized person irrespective of time and location to meet the demand for efficient seamless or continuous care and safe service provision has laid the foundation for what is now called eHealth, which was included  first in the eEurope 2005 plan of the EU  together with eGovernment, eBusiness and eLearning to provide the EU with secure on-line services, applications and content over an interoperable broadband infrastructure.  The EU commission is further spurring this development by its new “i2010” plan and the establishment of working groups and stakeholder groups on eHealth.

The connected medical research and health care environment has benefited enormously from the advent of internet and broadband. Thus in 2004 a communication from the EU Commission
 states

“Broadband has also led to revolutionary developments in the medical field. It enables collaboration among different organisations and health professionals, and it provides the necessary infrastructure for bandwidth-intensive applications such as telemedicine (for example tele-consultations, telemonitoring, and telecare, either at home or in hospital). “
Broadband, in this context, refers to a wide range of technologies that have been developed to support the delivery of innovative interactive services, equipped with an always-on functionality.

The same document clearly argues that “to realise the benefits of broadband-enabled services, public administrations, schools and health centres need to be connected. The aggregation of public-sector demand increases certainty of expected revenues facilitating investment. It is particularly important in under-served areas accompanying supply-side initiatives to foster deployment.” 

2 Barriers

In spite of all declarations the actual situation across Europe is heterogeneous.  In some, but not all countries one will find regional infrastructures and services covering all or part of the total healthcare sector and only in a very few member states does a nationwide secure and interoperable infrastructure allow communication between the various elements of the health sector.  Reasons are many.  Some are:

· Lack of physical infrastructure of sufficient capacity

· Lack of political will to invest

· Non-interoperability of systems for technical, semantic, ontological, linguistic, administrative and/or legal reasons

· Lack of needed services on the net to provide data security, person identification, documentation of authentication and authorization.

3 Examples of proven practice and work under development
The Swedish Sjunet (pdf-file) has established a national network of regional county nets allowing for a series of services across the country based on web-technologies and including imaging.  This is further developed in collaboration with the CARELINK organisation (www.carelink.se) 
The Medcom Organisation in Denmark  (www.medcom.dk ) providing standardized messages (EDIFACT, HL7 and WEBSERVICES)  on the Danish Health Data Net has managed to set up a secure nationwide infrastructure with almost 3 million  messages/month for 5 million inhabitants. The activities have expanded at ever increasing rate over 11 years.  It feeds directly into the Danish health portal (www.sundhed.dk ) to provide information for the public as well as for professionals.
The Norwegian Health Net has become nationwide after a recent structural and political reform of the regions so that it matches the networks of the other Scandinavian countries.
Together the three Scandinavian countries have delivered a proof of concept regarding transborder interoperability of the three health networks even to include one hospital in Estonia and one in Lithuania.  For details see information on the “Baltic eHealth” project at www.Baltic-eHealth.org. 
.

In the Netherlands the NICTIZ organisation being responsible for the national eHealth development  is engaged in establishing a national node for the regional health networks. (www.nictiz.nl)

Estonia, Slovenia and some few other new EU Member States develop nationwide health networks focussing at slightly different issues
Belgium has commercially available services for health professionals on Medibridge (www.medibridge.be)

In Spain the autonomous region of Andalusia has developed extensive services  for 7 million inhabitants on a regionwide network.

In England (not UK)  the “NHS Connecting for Health” is the largest IT procurement so far and in its 3rd year the procurement has reached 6.2 billion British Pounds all spent on infrastructure and software (www.connectingforhealth.nhs.uk ) 

4 Future directions in healthcare and possible avenues for collaboration between eHealth systems and EARNEST Foresight study
As mentioned above the current state is largely one in which systems are autonomous and national networks are independent of other networks for security reasons.  The need for bandwidth is also limited compared to the education networks being reasonably easily satisfied by 20Mbs bandwidth capacity and some countries less at 1 – 2 Mbs.  However there are application and organisational pressures pushing to higher bandwidths and greater security and reliability; these include but are not limited to 

· Remote high resolution radiology in which collaborative investigation of radiological images demands that the same image be viewed at two locations by experts so that the patient does not need to be moved, which could involve danger to the patient
· Bio-informatics is developing rapidly as it attempts to link genomic data to clinical diagnosis and treatment.  This uses both computational and knowledge grid technologies. More information on the potential for healthgrid can be found in the HealthGrid White Paper http://whitepaper.healthgrid.org 
· Mammography interpretation being undertaken currently over University Networks under projects such as MammoGrid project an EU funded HealthGrid project using large scale distributed image analysis.

· Remote robotic surgery which requires not only bi-directional high bandwidth communications but also high reliability networks.
· Remote quality assurance of various imaging technologies, ranging from histology to mammography.  This does not require real time but significant bandwidth.

· Educational demonstrations of real time viewing of surgical interventions with or without real time guidance from experts not actually present in the operating theatre.
· Home surveillance and interaction technologies as more emphasis is placed on home care or non-hospitalised care does not of its self demand very high speed networks but the ability to be able to provide a personalised service to many thousands of people without overloading the staff resources requires very high performance pattern recognition and intelligent artificial intelligence systems to ensure that clinicians or other medical support staff are only involved in interacting with the home based client when necessary and during periods of intense activity there can be load sharing with other centres.
· Increasingly as with other industries there is a need to have a broad picture of the demands being and about to be placed on the healthcare system.  This falls into two categories of epidemiology on a broad geographical basis (perhaps the whole of Europe) and linkage between the databases held by healthcare institutions and practitioner of the medical consultations and interventions undertaken so that a picture is available of the health status of the population and the economic and other stresses being experience by the healthcare system.

· Health data is very sensitive and is protected to ensure that it is not intercepted, the content is not damaged during transit, the characteristics of the author, subject and recipient and required security levels are maintained at all times.  This requires measures to ensure security and confidentiality as itemised below.  But in addition to this there is a need to develop network based services which can provide these measures external to the systems on which the data is stored.  In essence this requires national and trans-national services for signature encryption and verification, message encryption and decryption services when these are additional or substitute for signature encryption as well as ontological services where the coding systems at each end are different, as is the case when transferring medical data between countries.
The five dimensions of confidentiality, authentication, integrity, non-repudiation, and authorisation. In order to create a secure basis for sending confidential medical data between heterogeneous systems across borders, ICTs must cover certain requirements:


Table 1  eHealth security
 

	Security areas
	Interpretation

	Confidentiality
	Data is protected from unauthorized disclosure

	Authentication
	The identity of users and resources is verified. 

	Data integrity
	Data is protected against unauthorized modification.

	Non-repudiation
	A party cannot subsequently deny a transaction by proof of ownership, data origin, etc.

	Authorisation / access control 
	Users hold defined rights including the granting of access based on access rights.


As for confidentiality it can be obtained by digital signatures and asymmetric encryption such as Public Key Infrastructure (PKI). The challenge for standardization bodies is, however, to find a common denominator satisfying security and legal requirements at the same time
. 

It is necessary that the service provider assures the end to end transmission and provide an appropriate level of encryption, independent of the PKI infrastructure. That means that what is sent is received and transmitted without decoding during transit. Transmissions should be timed. 
· It has been a widespread experience that especially the use of videoconferencing on large secure systems may be difficult.  This may be due to a number of reasons.  Since the experience is shared in the health and the educational sector it should be subject of a report.

Medical imaging does now demand so much capacity that the handling of it on normal broadband networks may be difficult.   This is even more so when dealing with virtual imaging in 3D.  It is suggested that experiences be shared with the objective to describe if new streaming techniques can improve transmission.
All these technologies are being used in trial/research mode but there are few very large scale implementations.  It is this large scale which will provide network stress and make large economic changes to healthcare performance.
A final note on why this is important to western countries can be found in frequent references to the cost of healthcare affecting the economic performance and competitivity of a country.  Examples include the USA which spends 15% of GDP on healthcare and France which spend nearly 10% and has an annual deficit of between 8 and 11 billion euros.

5. How to proceed

The above raised points have proven the benefit of development and possibly deployment synergies between education/research and infrastructures and services.  The suggested applications have not been ranked.  It has not been considered if an EARNEST Foresight study should include health.

Neither the efforts nor the logistics of covering the domains have been calculated.  An in-depth report will involve a coordination between an unknown number of key persons.  If it is of interest to the consortium this should be the topic of coordination activities by the EARNEST group.
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